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BBEJIEHUE

Pa3Butre COBPEMEHHOIO OONIECTBA HAIMPSIMYIO CBA3aHO C POCTOM
MPOU3BOJICTBA, TOTPEOJICHUS W HAKOIUIEHUST HH(OpPMAIMM BO BCEX
OTpaciisIX YeJIOBEYECKON nedarenbHOCTH. WMH@opManmoHHbIE TOTOKH B
OOIIECTBE YBEIMYMBAIOTCA C KaXIbIM JIHEM, U OTOT MPOLECC HOCUT
JTABUHOOOPA3HBIN XapakTep.

[Io cBoeMy 3HauYeHUIO MJIA pa3BUTHS 0OIIECTBA HH(POPMALIHS
IIPUPABHUBACTCSA K BaXKHEUILINM pecypcaM Hapsay ¢ ChIpbeM U dHepruen. B
pPa3BUTBHIX CTpaHax OOJBIIMHCTBO pPadOTAIOUIMX 3aHATBI HE B cdepe
OPOU3BOJICTBA, & B TOM WJIM HMHOM CTENEHU 3aHUMAIOTCS 00padOTKOM
nH(pOpMaIInK.

Bmecte ¢ TeM MOXHO OTMETUTh M HOBYHO TEHJICHIIUIO,
3aKJIIOYAIOIYIOCST BO Bce Oouiblied  HMHPOPMAIMOHHOW 3aBUCUMOCTHU
oO1IecTBa B 1IEJIOM U OTAEIBHOIO YeJIOBEKa B YACTHOCTH. IMEHHO mO3TOMY
B TOCJIC/IHEE BpEMS MOABWIMCH TaKUE KAaTErOpuH, Kak «MH(OpMaIMOHHAs
MOJIUTUKAY», «MH(OpMAIIMOHHASI 0€30MaCHOCThY, «MH(POPMALIMOHHAST BOMHAY
Y LEJBIA P IPYTUX HOBBIX MOHSATHHA, B TOM WJIM UHOM MEPE CBI3aAHHBIX
¢ uH(pOopMaIuei.

Ctonb ke SIpKO JTEMOHCTPUPYET MOBBILIEHUE POJIM UHPOpPMALUKA B
POU3BOACTBEHHBIX MpoIeccax NosiBJIeHUE B XX BEKE TAKOTO MOHITHS, KaK
OPOMBIIUIEHHBIM MIMUOHAXK. He MarepuanbHble LEHHOCTH, a 4YHUCTas
uH(popMalsg CTAHOBUTCS OOBEKTOM XHUIIEHHUS. IJTO OOCTOSTEIHCTBO
NOTYEPKUBAET, HACKOJIBKO Ba)XHOM  sIBJsIeTCs  WHoOpMamust A
COBPEMEHHOTO OOIIeCTBa.

Nudopmarimonnasi 0€30MacCHOCTh SIBISIETCSI OJHOM U3 TJIABHBIX
npoOsieM, ¢ KOTOPOM CTaJIKMBaeTCs COBpeMeHHoe oOecTBo. [lpuunHoi
000CTpEHUs ATON MPOOJIEMBI SBIISIETCS IIMPOKOMACIITAOHOE UCIIOIb30BaHKE
aBTOMATHU3UPOBAHHBIX CPEACTB HAKOIUICHUS, XpaHEHHUsA, OOpabOTKH U
nepeaaun uHGoOpMaIuu.

B nepBoM paznene ydeOHOro mocooust M3I0KEHbI OOIIHE MOIXO0AbI K
obecriedeHnt0 MHGOPMAIMOHHONW 0€30MacHOCTH, JaHO ITOHSITHE TMOJUTHKH
0€30MacHOCTH U €€ COAEp)KaHHe, MPOAHAIM3UPOBAHBI OCHOBHBIE YIPO3bl
uHGOPMAIIMOHHOMN 0€30MaCHOCTH.

Bo  Bropom  pasgene  paccMOoTpeHa — mpoOieMa  3alUThI
aBTOMAaTH3UPOBAHHBIX CUCTEM OT MPOrPaMMHBIX BUPYCOB. B cooTBeTCTBUM €
MPYBEJICHHOM KJIacC(PUKAIMEH KOMITBIOTEPHBIX BUPYCOB U BUPYCOIO00HBIX
nporpaMM B pa3jiele HU3JI0KEHbl OCHOBHBIE CIOCOOBI MPOTUBOACHCTBHUS
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NPOHUKHOBEHUSI BUPYCOB M BHUPYCOIMOJOOHBIX MPOTPaMM B KOMITBIOTEPHI
II0JIb30BATEIIEH.

B TperbeM pazmene  pacCMOTpPEHbI  BOINPOCHI  0OECIICYCHUS
uHGOPMAIIMOHHON 0€30MacHOCTH B KOMIBIOTEPHBIX ceTsax. C pa3BuUTHEM
JIOKAJIbHBIX W TJO0QIBHBIX CETEeH HMMEHHO YJaJeHHBbIC aTakKu CTAHOBSITCS
JUIAPYIONTUMH KaK TI0 KOJMYECTBY IIOMBITOK, TaK M IO YCIHEIIHOCTH X
NPUMEHEHUS, u, COOTBETCTBEHHO, obecrnieueHme 0e30ITaCHOCTH
BBIUHCIIUTEIILHBIX CETEH ¢ TOUKH 3pEHMSI IPOTUBOCTOSIHUS YIaJICHHBIM aTakaM
NpUOOpETAET MEPBOCTENIEHHOE 3HAYCHHUE.

B derBepTrOoM pasznene omucaHbl HawOoJiee 3HAUYMMBIC MEXAHW3MBbI
3aIUTHl BBIYUCIUTEIBHBIX CHUCTEM OT HECAHKIIMOHUPOBAHHBIX JICHCTBUIN Kak
NpEeHAMEPEHHOTO0, TaK W HEMpPEIHAMEPEHHOTO XapakTepa, TaKhe Kak
ayTeHTH(PHKALIYS, ayIuT, IU(PPOBAHUE, MEKCETEBOE DIKPAHUPOBAHHUE U JIP.

[laTeiii  pa3gen BKIIOYACT JCCATh NPAKTUICCKUX 3aHATHH 110
NpoUIAKTHKE KOMITBIOTEPHBIX BHPYCOB, a TaK)Ke HACTPOMKE IIOJMTHUKU
Oe3omacHOoCcTH. Bce mpakThyeckhe 3aHATHS  COJIEp)KaT — TMOJPOOHBIC
QITOPUTMBI,  COMPOBOXJAAEMbIE  COOTBETCTBYIOIIMMH  TOSICHEHUSIMU U
wuocTpaimsiMu. [1o kaxmomMy W3 3aHSITUN TPETYCMOTPEHO 3aJaHue JJis
CaMOCTOSITEJIbHOM paOOThL

JIIs  TIOBBIIIEHUS KauyecTBa KOHTPOJII 3HaHUM B 1OCOOMH
NpeIyCMOTPEHBI J1B€ (OpMbI KOHTPOJS. BO-TIEpBBIX, B KOHIIE KaXKIOrO
paszzena MPUBOJIUTCA TEpPEYEHb HamOOJIee BaXKHBIX BOMPOCOB. BO-BTOpBIX,
NPYBEJCHBI TPU BapHUaHTA TECTOBBIX KOHTPOJBbHBIX 33JaHUM, OXBATHIBAIOILINX
BECh KYpC.

B npunoxeHun npuBOJATCS OCHOBHBIX TEPMHUHBI U MOHATHUS B cdepe
UHGOPMAITMOHHON 0€30MaCHOCTH.

[Tocobue  coorBerctByer  DenepalibHOMy  TOCYAapCTBEHHOMY
oOpa3oBaTeIbHOMY CTaHAApPTy MO TOJATOTOBKE CTYAEHTOB  BBICIIMX
CHEIUAIbHBIX YUEOHBIX 3aBE/ICHUIA.



1. AHOPOPMAIINOHHASA BE3OITACHOCTDB U YPOBHU EE
OBECIIEYEHUA

1.1. ITonsiTHe «MH(POPMALIMOHHAS 0€30MIACHOCTH

Hugpopmayuonnaa  b6e3onachocmv —  STO  3AIIUIICHHOCTb
uHGOPMAILIUK U TIOJIJISP’KUBAOIICH e MHPPACTPYKTYPHI OT CIyYalHBIX WIIH
NpeTHAMEPEHHBIX  BO3JCHCTBUI  €CTECTBEHHOIO WJIM HCKYCCTBEHHOI'O
XapakTepa, KOTOpbIe MOTYT HaHeCTH ymepd BladenbllaM WA
nosb3oBaTersM napopmarmu [10].

PaccmatpuBas wmH(OpMamuio Kak TOBap, MOXKHO CKa3aTh, 4YTO
HaHEeceHHe ymiepOa MHpOpMaIMK B IEJIOM IPHBOIUT K MaTepHUabHBIM
3arparaM.  Hampumep,  pacKppITH€  TEXHOJIOTMHM  H3TOTOBJICHHS
OPUTMHAJILHOTO TMPOJYKTa TMPHUBEAECT K TIOSBIICHUIO aHAJOTHYHOIO
NPOAYKTa, HO OT JAPYroro MpPOM3BOJWTENSA, M, KaK CJCACTBHUE, BaJelell
TEXHOJIOTHH, & MOXET OBbITh, U aBTOP, IMMOTEPSIOT YaCTh PHIHKA U T. .

C napyroit CTOpOHBI, paccMmarpuBas HWHGOPMAIUIO KaK CyOBEKT
yhpaBieHUs]  (TEXHOJIOTHSI  TPOW3BOJICTBA,  pACIUCAHUE  JIBHKCHUS
TpaHCIIOpTa W T. J.), MOXXHO YTBEpKIaTh, YTO HU3MEHEHHE €€ MOXKET
NPUBECTH K KaTacTPO(PUUECKUM TOCJIEACTBHUSIM B OOBEKTE YIpaBICHHS —
MPOU3BOJICTBE, TPAHCIIOPTE U JIP.

IMEHHO TO3TOMY MpHU OMNPECICHUH TOHATUS «MH(OpMaIMOHHAS
0€30MacHOCTh» Ha IMEPBOE MECTO CTAaBUTCS 3aliuTa HHPOpMAIUU OT
PAa3JIUYHBIX BO3JIEVCTBUM.

[losTromy mon 3auwyumoii ungpopmayuu TOHUMACTCI KOMILIEKC
MEpOIPUSATUNA, HANpaBJIEHHbIX Ha oOecredeHre UHQPOPMAIMOHHON
0€30IMacHOCTH.

Cormacao T'OCT 350922-96 3zawuma ungopmayuu — 5310
JeSITETbHOCTh, HaNpaBJieHHass Ha TMPEIOTBPAIICHHE YTEUKH 3allUIacMOn
nHGOpMaILIUY, HECAHKIIMOHUPOBAHHBIX M HEMpPEIHAMEPEHHBIX BO3JCHCTBUN
Ha 3aIUIIaeMyr0 HHHOOPMAITHIO.

Pemenuie mpo6ieMbl HHPOPMAIIMOHHOM O€30MacHOCTH, KaK MPaBUJIo,
HAQYMHAETCS C BBIABJICHUA CYOBEKTOB HWH(OPMAIIMOHHBIX OTHOIICHUW U
MHTEPECOB  JTUX  CYOBEKTOB,  CBS3aHHBIX C  HCIOJb30BAHUEM
MH(GOPMAIIMOHHBIX CHCTEM. JTO OOYCJIOBIEHO TE€M, 4YTO /I pPa3HBIX
KaTeropuil CyOBEKTOB XapakTep pelIaeMbIX 3a7ad MOXKET CYIIIECTBEHHO
pasnmuyatbes. Hanpumep, 3a1aun, perraemMpie aIMUHACTPATOPOM JIOKATBHOM
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CETU MO 00eCIeUeHUI0 MH(POPMAITMOHHOM O€30IIaCHOCTH, B 3HAYMUTEIbHOM
CTEMEHU OTIIMYAIOTCS OT 3aJ]]ay, pellaeMbIX MOJIb30BaTeNIEM Ha JIOMAIlIHEM
KOMIIBIOTEPE, HE CBSI3aHHOM CEThIO.

Hcxomst U3 3TOro, OTMETUM CIICAYIOIINE BaKHBIC BHIBOJIBI:

® 33Jlayd MO 00eCreYeHHI0 UH(POPMAIIMOHHON O€30MacHOCTH IS
Pa3HBIX KaTeropuii CyObeKTOB MOTYT CYIIIECTBEHHO Pa3IndaThCs;

e uyHpoOpMaIMOHHAs 0€30IaCHOCTh HE CBOAMTCS MUCKITIOYUTEIBHO K
3aIUTe OT HECAHKIMOHWPOBAHHOIO JOCTyNa K HH(pOpMaud  3TO
NPUHITMITHAIBHO 00JIee IITUPOKOE MOHSITHE.

B psnpe ciydaeB mnoHsTHE «HMH(GOPMALMOHHAA O€30MaCHOCTh)
MOJIMEHSIETCS TEPMUHOM «KOMITbIOTEpHAsi 0€30MacHOCTh». B 3TOM citydae
uHGOpMaIlMOHHAsT ~ OE€30MaCHOCTh  pacCMaTpUBAeTCsl  OYEHb  Y3KO,
MOCKOJBKY  KOMIIBIOTEPHI ~ TOJBKO  OJHA W3  COCTaBJISIOIIMX
nHGOPMAITMOHHBIX crucTeM. HecMoTpst Ha 3TO, B paMKax M3yd4aeMoro Kypca
OCHOBHOE BHHUMaHHE OYIET YACIATHCS M3YUCHHUIO BOMPOCOB, CBSA3AHHBIX C
oOecrieueHreM pekruMa HH(POpMAIMOHHONW O€30MacHOCTH MPUMEHUTEIBHO
K BBIYUCIMTEIBHBIM CHCTEMAaM, B KOTOPBIX HWHGOpMAIUS XPaHUTCH,
oOpabaTeIBaeTCs U IEPEIAETCS ¢ TTOMOIIBI0 KOMITBIOTEPOB.

CornacHo omnpeAeseHuIo, KOMIbIOTEpHasi 0€30MIaCHOCTh 3aBUCUT HE
TOJILKO OT KOMIIBIOTEPOB, HO U OT MOJJIEpKUBaroIield HHOPaCTPYKTYpPHI, K
KOTOPOM MO>KHO OTHECTH CUCTEMBI JIEKTPOCHAOKECHHSI,
AKU3HEOOECIEUCHUs, BEHTWISIMU, CPEACTBA KOMMYHHUKAIIMM, a TakKxke
00CTy>KUBAIOUIUI TIEPCOHAIL.

1.2. CocraBisiromme HHPOPMALMOHHOH 0€301aCHOCTH

ObecnieueHne WHOOPMAITMOHHOW OE30MaCHOCTH B OOJIBIITUHCTBE
CITy4aeB CBsI3aHO C KOMIUIEKCHBIM PEIIICHHEM TPEX 3a/1ay:

1) obecrieueHrEeM JTOCTYITHOCTH UH(POPMAIIHH;

2) oOecIIeYeHUEM IIeJIOCTHOCTH HH(OPMAIINH;

3) obecrieucHreM KOH(HICHITMATLHOCTH HH(DOpMAITUH.

VIMEHHO  JTOCTYITHOCTh, IIEOCTHOCTh W  KOH(PUICHIIMATBHOCTD
SBIISTIOTCSL  PaBHO3HAYHBIMU COCTaBIISTIOIIIAMU UHPOPMAITMOHHON
0€30IMacCHOCTH.

Jlocmynnocmp — 3TO TapaHTHUs MOTy4YeHUsT TpeOyeMoi nH(popMalu
WA MTH(OOPMAIIMOHHON YCITyTH TI0JIb30BATEIIEM 32 ONPECIICHHOE BPEMSI.



®dakTop BpEeMEHH B OIPEACIICHNN TOCTYITHOCTH HH(POPMAITUU B Psjie
CIy4aeB SBJISIETCS OYEHb BaXXHBIM, IIOCKOJIBKY HEKOTOpPHIC BHJIbI
uHpopMaim ¥ WHGOPMAIMOHHBIX YCIAYT HWMEIOT CMBICT TOJNBKO B
OTpeeICHHBINA IPOMEKYTOK BPEMEHHU.

Ilenocmnocmos  ungpopmayuu  yCIOBHO  TOAPA3AETSAETCS  HA
CTaTUUECKYI0 M JTUHAMUYECKYt0. Cmamuyeckas 11€10CTHOCTh WH(GOpMAIUH
OpPENnoiaraéT HEU3MEHHOCTh HMH(POPMALMOHHBIX OOBEKTOB OT HX
HCXOIHOTO COCTOSHUS, ONPEACIsIEMOro aBTOPOM WM  HCTOYHUKOM
uHbopmaiuu. /Junamuyeckaa T1EIOCTHOCTh WH(GOPMALMUA BKJIIOYAET
BONPOCHI ~ KOPPEKTHOTO  BBHIMIOJHEHHWS  CIIOKHBIX ~ JIGHCTBUH €
MHGOPMAITMOHHBIMU TIOTOKAaMH, HAIPUMEDP, aHAJIU3 TIOTOKA COOOIIEHUH IS
BBISIBIICHHS HEKOPPEKTHBIX  COOOIIEHHWH, KOHTPOJIb IPaBUIBLHOCTH
nepenavr COOOIIEHHH, MTOITBEPKICHUE OTAETBHBIX COOOIIECHUH U JIp.

[lemocTHOCTD SBJSETCS BaXKHEHIITMM acCIeKTOM HHGOPMAIMOHHON
0e30macHOCTM B TeX ClydasX, Korja HHGOpMaiusi HCIONb3yeTcs st
yIOpaBJICHUS Pa3IMYHBIMM  TpOIlECCaMHU, HalpUMEp TEXHUYCCKUMH,
COIIMAJIbHBIMU U T. 1.

Ilenocmnocmy — TapanTus TOro, 4TO UH(pOpMalMs ceiyac
CYILIECTBYET B €€ UCXOJHOM BHJIE, TO €CTh IIPU €€ XPAHEHUU WM Mepeaaye
HE ObUIO MPOU3BEAECHO HECAHKIIMOHUPOBAHHBIX U3MEHEHUM.

Konguoenyuanonocms — rtapaHtis AOCTYIHOCTH KOHKPETHOMU
uH(OpMaIMK TOJIBLKO TOMY KPYTY JIMIL, JJI1 KOTO OHA MpeIHa3HavYeHa.

KondunennuanbHas uHpoOpMalds €CTh IPAKTUYECKH BO BCEX
OpraHu3aIUsaX. ITO MOXKET OBbITh TEXHOJIOTHS TIPOU3BOJICTBA, TPOrPAMMHBIN
NPOAYKT, AHKETHbIC JaHHbIE COTPYIHUKOB M JAp. [IpuMeHuTenvsHO K
BBIYUCIIUTEIbHBIM cucTeMaM B 00s13aTEIbBHOM MOPSIJIKE
KOH(UICHIIUATILHBIMU  JAHHBIMHU  SIBJISIIOTCSL  MAapoJid  JJid  J0CTyna K
CUCTEME.

Hapymienue kaxxaou u3 Tpex KaTeropuy NMPUBOIUAT K HAPYIIECHUIO
MHGOPMAIIMOHHONW OE€30IMacCHOCTH B IIENIOM. Tak, HapyIleHHe MOCTYIHOCTH
NPUBOJUT K OTKa3y B AOCTyIE K MHGOpMAIMK, HAPYIICHUE 1ETOCTHOCTH
npuBOoaUT K (anbcuduxanuum wHOpMAIMK U, HAKOHEL, HapyIIeHUE
KOH(UIEHIIUAIBHOCTU MPUBOJUT K PACKPBITUIO HH(DOPMAIIUH.



1.3. Knaccuduxanus yrpo3 nHgopMaumoHHO# 6e30MacHOCTH

Yepoza ungpopmauyuonnoii o6e3onacnocmu — 310 NOTCHIMAIBHAS
BO3MOXKHOCTb HApyIICHUS pexuMa HHOOPMAIIMOHHON OE€30MaCHOCTH.
IIpennamepennas peanu3anus  yrpo3bl  HA3bIBACTCA  amMaKou  HA
MH()OPMAIMOHHYIO cUCTEMY. JIWIia, MpeTHAMEPEHHO PEATU3YIOIINE YIPO3bl,
SABJISIFOTCS 3/10YMbIUIIEHHUKAMU.

Yamie Bcero yrposa siBIsieTCs CIECACTBUEM HAIMYMS YSI3BUMBIX MECT B
3amuTe MHOOPMAIIMOHHBIX CUCTEM, HAPUMEP, HEKOHTPOJIUPYEMbIN TOCTYII
K TMEPCOHAIBHBIM KOMIIBIOTEpAM WJIM HEIUIEH3MOHHOE IMPOrpaMMHOE
oOecrieueHue.

Yrpo3sl MHPOpPMALIMOHHOW 0€30MacHOCTH KJIACCU(DULIIUPYIOTCA 110
HECKOJIbKUM TPU3HAKAM:

® nOo CoOCMAasnAWUM  UHOOPMAUUOHHOU  De30nacHocmu
(IOCTYITHOCTD, IETIOCTHOCTh, KOH(PUIACHIIMATBLHOCTh), MPOTUB KOTOPHIX B
MIEPBYIO OYEPEIb HAMIPABJIEHBI YTPO3bI;

® N0 KOMHOHEHMAM UHPOPMAYUOHHBIX CUCHEM, HA KOTOPHIE
yIpoO3bl HAIIEJICHBI (TaHHBIE, IPOrPaMMBI, amnapaTypa, epcoHaI);

® no xapaxkmepy 6o3oeiicmeus (CydyaitHbIC WU
npeHaMepeHHbIE, TEUCTBUS MPUPOTHOTO UIIM TEXHOTEHHOTO XapaKTepa);

® N0 PACRONIONCEHUIO UCMOUYHUKA Y2p0o3 (BHYTPU WU BHE
paccMaTtpruBaeMoi HH(POPMALIMOHHONW CUCTEMBI).

PaccMoTtpuM  yrpo3sl 1o xapakrepy  BozaeucTBus.  OmbIT
NPOEKTUPOBAHMSI, M3TOTOBJICHUSI W OKCIUIyaTallud HWHGOPMALMOHHBIX
CUCTEM TIOKa3blBaeT, 4TO MHQOpMaLMsS TMOABEPraeTCsi Ppa3IMYHbIM
CJIy4aliHbIM BO3JEHUCTBHSIM Ha BCEX 3TAaNax IUKJIA )KU3HU CUCTEMBL.

[IpyunHamMu cayuaiinelx 6030elcmenii Py SKCIUTyaTallud MOTYT
OBITH:

®  aBapWITHBIC CUTYyAIIMU M3-3a CTUXUMHBIX O€JICTBUI 1
OTKJIFOYEHUH DJIEKTPONUTAHUS (MIPUPOAHBIE U TEXHOTCHHBIE BO3JCHCTBHS);

®  OTKa3bl U COOM ammapaTyphl;

e  OMMOKHU B MPOTPAMMHOM 00€CTICUEHUY;

e omuOKH B paboTe NEPCOHANIA;

® [IOMEXU B JINHUSAX CBSI3U M3-3a BO3JCUCTBUUN BHEIIHEW CPEIBI.

Ilpeonamepennsvie 6030eiicmeusi — HTO 1EJICHANPABICHHbBIC
JNEUCTBUSI 3JIOYMBIILJICHHUKA. B KadecTBe 3J0YMBIIIJIEHHUKA MOYET
BBICTYIIUTh CIY)KAIMWA, TOCETUTENb, KOHKYPEHT, HAaeMHUK. JlencTBusd
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HApYIIUTENS MOTYT ObITh OOYCJIOBJIEHBI Pa3HBIMU MOTHUBAMHU, HAIIPUMED:
HEJOBOJBCTBOM CIIYXKAIIEr0 CIYKEOHBIM TOJIOKEHUEM; JTFOOOMBITCTBOM;
KOHKYPEHTHOU OOpbOOH; YA3BIECHHBIM CAMOJIFOOMEM U T. 1.

VYTrpo3bl, KIaCCUPUUUPYEMBIE HO PACHOIOHCEHUI0 UCHOYHUKA
y2po3, ObIBAIOT BHYTPEHHHE W BHEIIHHE. BHelmHue yrpos3sl 00yCIOBJICHBI
NPYMEHEHUEM BBIUMCIUTEIBHBIX CETed W CO3JaHMeM Ha WX OCHOBE
UH(POPMAITMOHHBIX CUCTEM.

OcHOBHasi 0OCOOEHHOCTbH JIFOOON BBIYMCIUTEIBHOU CETH COCTOUT B
TOM, YTO €€ KOMITOHCHTHI pacrpenesieHbl B MpocTpaHcTBe. CBsI3b MEXIY
y3JaM{ CETH OCYIIECTBIISICTCS (PU3MUECKU C TTOMOIIBI0 CETEBBIX JTUHUHN U
IpOrpaMMHO C  TOMOIIBIO  MexaHu3Mma cooOuieHud. [lpu  sTom
YIOPABJISIFOLIME COOOIICHUS U JIaHHBIE, TIEPEChUIaeMbIE MEX]y y3J1aMH CETH,
nepeaaoTcss B BUJIE MakeToB oOMeHa. OCOOEHHOCTh JAaHHOTO BHUAA YIPO3
3aKJIF0YaeTCsl B TOM, YTO MECTOIOJIOKEHUE 3JI0YMBIIUICHHUKA W3HAYAIBHO
HEW3BECTHO.

1.4. Kanajibl HECAHKIIMOHUPOBAHHOIO I0CTYNA K HHGOpMAIMHU

OmnuM u3 HauboJiee PpaclpOCTPAHEHHBIX W MHOrOOOpa3HbBIX
CIIOCOOOB BO3JEHCTBUSA Ha WH(OPMAIMOHHYIO CHCTEMY, MO3BOJISIOIINX
HaHeCTH  yuiep0  000M W3 COCTaBJAIOIIUX — MH(OpPMAIMOHHOM
0€30MacHOCTH, ABJISIETCA HEeCaHKUUOHUPOBAHHbL oocmyn.
HecaHKIIMOHMPOBaHHBI JOCTYI BO3MOXKEH M3-3a OLIMOOK B CHUCTEME
3alUThl, HEPAIMOHAJIHLHOIO BBIOOpA CPEACTB 3aIIUTHI, UX HEKOPPEKTHOM
YCTAaHOBKHU U HACTPOMKHMU.

Kananet  HC/Jl  xnaccuuuupyrorcss MO0 KOMIIOHEHTaM
aBTOMAaTU3UPOBAHHBIX MHPOPMAIITMOHHBIX CUCTEM.

UYepes yenoneka:

®  XWIIIEHHE HOCUTENEeH nHpOopMaIuu;

e yreHUe UHPOPMAIIMH C dKpaHa WA KJIaBUATYypPHI;

e YTeHHUE UHQPOPMAIIMU U3 PACIICHaTKH.

UYepes nporpammy:

®  [EpexBaT NapoJie;

e pacmudpoBka 3ammrpoBaHHON HHPOPMALIUH;

®  KONMUpPOBaHHE MH(POPMAIIUU C HOCUTEIIS.

UYepes anmaparypy:
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®  TOAK/IIOYECHHUE CIEHUAIBHO pa3pabOTaHHBIX arapaTHbIX CPEJICTB,
o0ecIeunBaroMX JOCTY K UH(pOpMaIIny;

®  [iepexBaT MOOOYHBIX ANEKTPOMATHUTHBIX U3ITyYEHUI OT
arrapaTypsbl, JMHUHN CBS3H, CETEN JJIEKTPOIIUTAHUA U T. 1.

Texnuueckue Kanavl ymeyku ungopmayuu

[Ton TexHuueckuM kKaHanoM yreukun uHPopmanuu (TKYHN)
NOHMMAIOT COBOKYIHOCTb OOBEKTa pa3BEIKH, TEXHUYECKOTO CpEICTBA
pazsenku (TCP), ¢ momoripio KOToporo Jao0biBaeTcss nHpopMarus 00 3ToM
o0bekTe, W (U3MYECKOW Cpenpl, B KOTOPOMl  pacmpocTpaHseTCs
uHpopmatoHHbli curHain. Ilo cyru, mom TKYU nonumaror cnocod
nosydeHus: ¢ nomoipio TCP pasenpiBarensHON MHGOpMaIud 00 OOBEKTE.
IIpuyem mox pasBenbIBaTEIbHONM HMH(pOpMaIell OOBIMHO TOHUMAKOTCS
CBEJICHHSI I COBOKYITHOCTb JIAHHBIX 00 OOBEKTaX pa3BeIKU HE3aBUCHMO OT
(bopMBI X MPECTABIICHHUS.

®duznyeckue MpoIecChl, MPOUCXOIAININE B TEXHUUYECKUX CPEIICTBaX
npu uX (PYHKUIMOHUPOBAHMM, CO3JAIOT B OKPYKAIOIIEM IMPOCTPAHCTBE
noOOYHBIE M3TyYEHHUS, KOTOPbIE B TOM WM HMHOM CTENEHU CBS3aHBI C
oOpabateiBaemMoil mHpopMarued. PU3UUECKUE SIBICHUA, JEKAIIUE B
OCHOBE MOSIBJICHUSI ATUX U3JIYUYCHUH, UMEIOT Pa3JIMYHbINA XapakTep, TEM
HE MEHEE, OHH MOT'YT paCCMAaTPUBAThCS KaK HENMpPEAHAMEPEHHAs Mepeiaya
KOH(GUIACHIIMAIBHON HH(OPMAIIMK MO0 HEKOTOPHIM MOOOYHBIM KaHallaM,
00pa30BaHHBIM HMCTOYHHMKOM M3JIYUYEHUsS, CPEION paclpOCTPaHECHUS U,
BO3MOXKHO, MIPUEMHONU CTOPOHOM (3IIOYMBIIUICHHUKOM). Takue moOOYHbIe
KaHaJIbl MPUHATO Ha3bIBATh TEXHUUYECKUM KaHAJIOM YT€UKH MH(OpMaIIUH.

OCHOBHBIMU HMCTOYHUKAMU OOpa30BaHUsl TEXHUYECKUX KaHAJIOB
YTEUKH JIFOOO0M, B TOM YucIie KOH(GUACHINAIbHON, HH(GOPMAIIUU SIBISIOTCS:

e npeoOpa3oBarenu (U3MUECKUX BEIUYNH;

®  U3JTydYaTesy dJEKTPOMArHUTHBIX KOJICOaHMUI];

® [apa3WTHbIC CBA3M M HABOJKM HA MPOBOJA U DIIEMEHTHI
BJIEKTPOHHBIX YCTPOUCTB.

[Ipumepom peanuzaluu CHUCTEMBI TpPeoOpa3oBaTENCil SABISETCS
3BYKOYCUJIUTENIbHASI CHUCTEMa, B KOTOPOM MHUKpPO(OH MpeBpaiaeT 3BYK B
ANEKTpUYECKUM  curHail. llocnemHui  mepemaeTrcss W yCHUIIMBACTCA
YCWIATEJIEM HU3KOM (3BYKOBOM) YAacTOThI, a 3aTéM TMOCTyMaeT Ha
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TPOMKOTOBOPUTENh, BOCTIPOU3BOIAIINI 3BYK CYIIIECTBEHHO 00JI€€ TPOMKHIA,
HEXEJIM TOT, KOTOPBIM BOCTIPUHUMAETCSI MUKPO(GOHOM.

OOpa3oBaHHIO  KAHAJIOB  yTEUKH  MHQPOpPMAIMA  CIIOCOOCTBYIOT
OIpeJIeIeHHbIE 00CTOATENbCTBA U IPUUMHBI TEXHUUECKOTO XapaKTepa, TaKue
KaK  HECOBEPIICHCTBO  CXEMHBIX  pemieHud  (KOHCTPYKTHUBHBIX U
TEXHOJIOTUYECKHUX), TPUHATBIX JIJI JTaHHOM KaTerOpUU TEXHHYECKHX
CPEICTB, OKCIUTyaTallAOHHBI W3HOC JJIEMEHTOB WU3JeNus (M3MEHEHHE
napaMeTpoB AIEMEHTOB, aBAPUITHBIN BBIXOJI/BBIBOJI U3 CTPOSA) U JIp.

[Ipy BBIIBIEHMM TEXHMUYECKMX KaHAJIOB YTEYKH HHQPOpPMAIUU
NPUMEHUTEIILHO K CPEICTBAM BBIYHUCIUTEIBHON TEXHUKH HEOOXOIUMO
paccMaTpuBaTh BCE OOOPYIOBaHME KaK CHUCTEMY, BKJIFOYAIOIIYI0 OCHOBHOE
(cTaumoHapHOE) 00OpYIOBaHKE, HANPUMEP, KOMITBIOTEPBL, COCAUHUTEIbHBIC
JMHUKM (COBOKYITHOCTH TIPOBOJIOB M KaOeliel, MPOKJIaIbIBAEMBIX MEXIY
OTICIIbHBIMA  KOMIIBIOTEpAMH W 3JICMEHTAaMH  BBIYHUCIMTEIBHONW  CETH),
pacmpeieNMTeNIbHble W KOMMYTAIlOHHBIE  YCTPOWCTBA,  CHCTEMBI
AIIEKTPOMTUTAHUS, CUCTEMbI 3a3€MJICHUSI.

B sToli cucteme cieayer paziuyaTh YCTPOMCTBA, HEMOCPEICTBEHHO
y4acTBYIOIIME B 00pabOTKe, XpaHEHUH, Mepeaade KOHQPHUACHIUAIbHOMN
uHboOpMalMK, W YCTPOWCTBA, HEMOCPEACTBEHHO HE Y4YacTBYIOUIUE B
00paboTKe KOH(MUICHIMAIBLHON HWHGOPMAIIUK, HO HCIOIb3YIOIIUECS C
OCHOBHBIM  00OpyJIOBaHHEM, oOecrieunBas ero pabory (cucrema
AIEKTPONUTAHUS, 3a3eMJIEHUEe U T. [I.) WU YCJIOBUA sl PabOThI
THoJTb30BaTesel (CucTeMa KOHIUITMOHUPOBAHYS U T.J1.).

B kadecTBe MOTEHIIMAIBHBIX KAHAIOB YTEUKH MH(POPMALIUU CIEITYET
paccMaTpuBaTh 3JEMEHTHl BCIOMOTATEIBHOTO O0OpYIOBaHMS, HMEIOIIUE
BBIXOJI 3a TPENENbl KOHTPOJIUPYEMOM 30HBI, TO €CTh 30HBI, B MpEIeiiax
KOTOPOM HMCKITFOUEHO HECAaHKIIMOHMPOBAHHOE MPEObIBAHUE MTOCTOPOHHUX JIHII,
HampuMep, B Mpeieiax ayJUTOPUHN WK OTJIEIbHOTO 3/1aHUA U T. 1.

Kpome coenquHHUTENbHBIX JMHUA OCHOBHOTO W BCIOMOTATELHOIO
00OpyZOBaHMsI 3a TMpPENeibl KOHTPOJIMPYEMOM 30HBI MOTYT BBIXOJUTH
npoBoAa M Kaleiau, K HUM HE OTHOCSUIMECS, HO MPOXOISIINE 4Yepes3
MOMEIIEHUS, TJ€ YCTAHOBJCHbI TEXHUYECKUE CPEICTBA, a TaKxke
METaJUIMYEeCKUuEe TPYyObl CHUCTEM OTOIUICHMS, BOJOCHAOXKEHUS U JPYrUe
TOKOTIPOBOSIIIIME METALIOKOHCTPYKIIMK. Takue mnpoBoda, Kkabenu u
TOKOMPOBOAIIINE DJIEMEHTHI HA3bIBAIOTCS TIOCTOPOHHUMH MPOBOJTHUKAMHU U
TOKE SIBJISIFOTCS MOTEHIIMAIbHBIMU KaHAJIaMU YTEYKH MHOOPMAIIUH.
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B 3aBucumoctM 0T (uU3MYECKOM MOPUPOABl BO3HUKHOBEHUS
MH()OPMAIIMOHHBIX CHUTHAJIOB, a TaKXE€ CpeJbl WX PaCHpOCTpaHEHUS U
CIIOCOOOB TepexBaTa TEXHUYECKHME KaHAJIbl YTEUKU HHQPOpMAIMKU ObIBAIOT
AIEKTPOMATHUTHBIE, JICKTPUUECKHUE U ITAPAMETPUUYECKHUE.

3Jzel<mpomazuumuble Kanaibl ymeiuKu um])opmauuu.

K snexkTpoMarHuTHBIM OTHOCATCS KaHaJbl YTEUKH HH(pOpMAaIUU,
BO3HUKAIOIIIHE 32 CUET:!

®  pa3IMYHOrO BHJA TOOOYHBIX DJICKTPOMATHUTHBIX W3IIyUYCHUHN
(OMMU) 0CHOBHOTO ¥ BCIOMOTaTeIbHOT0 000pY0BaHMUS;

® IBIYyYEHUH OJIEMEHTOB OCHOBHOTO M  BCIIOMOTaTEIILHOTO
000pYI0BaHNS;

® U3JIyYEeHHWH Ha YacToTax padboThl BBICOKOUACTOTHBIX (BY)
reHepaToOpOB OCHOBHOTO M BCIIOMOTaTeIIkHOrO 000y 10BaAHUS;

®  U3IYYEHU HA YacTOTaxX CaMOBO30YKICHUS YCUIIUTENEH HU3KOM
yactoThl (YHY) ocHOBHOTrO 000pYy10BaHMUSI.

DnekmpomazHummuvle  U3TYYeHUs  INEMEHMO8  OCHOBHO2O0 U
scnomocamenvro2o  obopyoosanus.  Hocutenem  uHbOpMamuu B
TEXHUYECKUX CPEJACTBAX SBJISIETCS JJIEKTPUUYECKUM TOK, TMapameTpbl
KOTOpOro (Cujia TOKa, HampspKeHWe, dactora W (hasa) U3MEHSIOTCS 110
3aKOHY MH(OPMAIMOHHOr 0 curHajia. [Ipu npoxXoxIeHUH 3JIEKTPHUUECKOT O
TOKa IO TOKOBEAYIIUM D3JIEMEHTAM OCHOBHOTO M BCIIOMOIAaTEIbHOIO
000pYZOBaHUsI BOKPYT HUX BO3HHUKAET AJIEKTPHUYECKOE U MArHUTHOE MOJIE.
B cuity 3TOro 31eMeHThl OCHOBHOTO M BCIOMOraTEIbHOTO 00OpYIOBaHMUS
MOXHO pPacCMAaTpUBaTh KaKk U3IydaTeNM 3JEKTPOMAarHUTHOTO  MOJIS,
MOJyJTUPOBAaHHOI'O MO 3aKOHY U3MEHEHUSI UH(POPMALIMOHHOTO CUTHAIA.

OneKmpomacHumHble  U3TYYEHUs — Ha ~ Hwacmomax — pabomol
8bICOKOUACTMOMHBIX eenepamopos(BU-eenepamopos)  ocHogHo20 U
gcnomozamenvHo20  obopyodosanus. B cocTaB  OCHOBHOIO U
BCIIOMOTaTeNIbHOTO 000pyAOBaHUs BXOISAT  pa3iMyHOrO  poja
BBICOKOYACTOTHBIE TeHepaTopbl. K Takum ycTpoilcTBAM MOXHO OTHECTH:
3a/lalolllie TEeHEpaToOphbl, TeHEpaTOpbl TAKTOBOW 4YacTOThI, T'€HEPATOPHI
CTUpaHUd W  TOJMarHMYMBaHWA  MarHUTO(OHOB, reTepOANHbI
paiMoONpPUEMHBIX M TEJIEBU3MOHHBIX  YCTPOMCTB,  T'€HEpATOPHI
U3MEPUTENbHBIX TPUOOPOB U T. 1.
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B pesynbpTaTe BHENMIHMX BO3IECUCTBUII MH(MOPMAIIMOHHOIO CHUTHaja
(HampuMep, DdJIEKTPOMAarHMTHBIX KojieOaHuil) Ha 2ieMeHTax BY-
TCHEPATOPOB  HABOMATCS  JJIEKTPUYECKUE  CUTHaABI.  [IpueMHHKOM
MAarHuTHOTO TIOJISI MOTYT OBITh KaTYIIKH WHIYKTUBHOCTH KOJI€OATEIbHBIX
KOHTYpPOB, JIPOCCENIM B IEMAX HJICKTponuTaHuss U T. A. [IpuemHuxom
BIIEKTPUYECKOrO TOJS SABJSIOTCA MNPOBOAA BBICOKOYACTOTHBIX IIEMEU U
Ipyrue dJIeMeHThl. HaBeneHHbIE 3JIEKTPUUECKUE CUTHAIIBI MOTYT BBI3BATh
HEIPETHAMEPECHHYIO MO/TYJISIITUEO COOCTBEHHBIX BUY-konebanwmii
TEHEepaToOpoB. IDTHU MpoMoayaupoBaHHble BU-koneOanusi u3inydarorcs B
OKPYKaIOIIee MPOCTPAHCTBO.

DNeKmpomazHumusle U3YYeHUss HA YACMOMAX Camo8030YHCOeHUs
VHY ocnosnozo u ecnomocamenvHo2o 0b6opyoosanusi. CaMOBO30YKIECHHE
YHY oOCHOBHOrO ¥ BCIOMOTaTelbHOrO 000pyJa0OBaHUs (Hampumep,
YCUJIUTENIE CHUCTEM 3BYKOYCWJICHHUS M 3BYKOBOTO COIPOBOXICHMS)
BO3MOXKHO 3a CUET CJIy4allHbIX MpeoOpa3oBaHUN OTPHULIATEIBHBIX
o0OpaTHBIX CBs3€d (MHAYKTUBHBIX WJIHU €EMKOCTHBIX) B TIapa3UTHBIC
MOJIOKUTENBHBIC, YTO MPUBOJUT K IEPEBOAY YCHIIMTENS W3 PEXKUMA
YCUJIECHUSI B  PEXUM  aBTOT€HEpaluu curHaiioB.  Yacrora
CaMOBO30YXJEHHUS JISKUT B TpeAenax padodyuxX YacTOT HEIMHEHHBIX
sanemenToB YHY (Hanmpumep, MoaynpoBOAHUKOBEIX TprUOOpoB). CUrHa Ha
4acToTax CaMOBO30YKJICHUS, KaK IIPaBUJIO, OKa3bIBAETCS
MOJYJIMPOBAaHHBIM  MH(POPMALIMOHHBIM  cuUTHaJoM. (CaMOBO30YK/IeHHE
HaOo1aeTcsi, B OCHOBHOM, mpu nepeBojie YHYU B HenuHEHHBIN pexum
paboOThI, TO €CTh B PEXKUM MEPETPY3KHU.

[lepexBar  MOOOYHBIX  3JEKTpOMArHUTHbIX — mW3mydeHud  TCIIU
OCYILIECTBISIETCA ~ CPEACTBAMU  PAAWO-, PAAUOTEXHUYECKOM  Pa3BEIKH,
Pa3MEILIEHHBIMU BHE KOHTPOJIMPYEMOM 30HBI.

3Jlel<mpultea<ue KaHa/lel ymeuKu uud)opmauuu.

[IpyunHaMy BO3HUKHOBEHMSI DJICKTPUUECKUX KAHAJOB YTCUKHU
uH(OpMaILMK SBIISAIOTCA:

®  HaBOJKHU AJIEKTPOMAarHUTHBIX U3Ty4eHU N OCHOBHOTO
o0Opy/ZOBaHMS ~ HA  COCAMHUTEIbHBIE  JIMHUM  BCIIOMOTATEILHOTO
00Opy/IOBaHHSI W TIOCTOPOHHHME TPOBOIAHUKH, BBIXOISAIIME 3a TMPEICIIbI
KOHTPOJIUPYEMOU 30HBI;
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® [pOXOXJeHHWE  HWH(OPMAIMOHHBIX  CUTHAJIOB B  IIENHU
AJIEKTPOITUTAHNUS OCHOBHOTO M BCTIOMOTaTEIbHOTO 000PYI0OBaHUS;

®  IIPOXOXKJEHHWE MH(OPMAIIMOHHBIX CUTHAJIOB B ILIETIA 3a3€MJICHUS
OCHOBHOT'O M BCIIOMOTaTEIbHOTO 000py10BaHUSI.

Haeooku snekmpomacHumnuIx u3myyeHut BOZHUKAIOT TIPU U3TYyYCHUN
AJIEMEHTaMU OCHOBHOT'O M BCIIOMOTATEIbHOIO 00OPYI0BaHUS (B TOM YHUCIIE U
UX COCTMHUTEIbHBIMU JTUHUSIMU ) UTHPOPMAILIMOHHBIX CUTHAJIOB, a TAKXKE MIPU
HAJWYUM TaJTbBAHUYECKOM CBS3M COCAUHUTENBHBIX JIMHUMA OCHOBHOIO
000pyIOBaHMS U TTIOCTOPOHHUX MPOBOJHUKOB WJIM JIMHUM BCIIOMOTaTEILHOTO
000pyZI0BaHMs. YPOBEHb HABOJUMBIX CUTHAJIOB B 3HAYMTENILHOM CTENCHU
3aBUCHUT OT MOIIIHOCTH U3Ty4ae€MbIX CUTHAJIOB, PACCTOSIHUS /IO MPOBOHUKOB,
a TaKXKe JIJIMHBI COBMECTHOIO MpoOera COeAMHUTENLHBIX JIMHUIA OCHOBHOI'O
000pyI0BaHUS U TOCTOPOHHUX MPOBOTHUKOB.

[TpocTpaHCTBO BOKPYr OCHOBHOTO OOOpYIOBaHHMS, B Tpeaenax
KOTOPOTO Ha CJIy4alHBIX aHTEHHAX HABOIUTCS WHQOPMAIMOHHBIM CHUTHAI
BBIIIIE JOIMMYCTUMOTO (HOPMHPOBAHHOI'O) YpPOBHS, Ha3bIBaeTCs (OMACHOM)
30HOM 1.

CnydailHOW aHTEHHOM B JaHHOM CJIy4yae MOXET CTaTh Ielb
BCIIOMOTaTeJIbHOTO ~ 00OpYAOBAaHMSI WM TOCTOPOHHUE  IPOBOJHUKH,
CIIOCOOHBIE IPUHUMATH MOOOYHBIE ATIEKTPOMATHUTHBIC U3JTYYEHUS.

CrnyyaifHple  aHTEHHbl MOTYT  OBITb  COCPENOTOYEHHBIMH U
pacnpeneneHHbIMA. COCpPENOTOYEHHAsI CIIydailHAasT aHTE€HHA NPECTaBIISAET
co0Oil KOMITAKTHOE TEXHHYECKOE CPEJICTBO, HampuMep, TenepOHHbIN
arrapar, TPOMKOTOBOPUTENL PAAUOTPAHCISINUOHHON ceth U T. A. K
pacnpeielICHHbIM CIIyYalHbIM aHTEHHAM OTHOCSITCA CITyYailHbIE aHTEHHBI C
pacrpe/ielICHHbIMU MapaMeTpaMu: KaOeu, MPoBo/Ia, METANIMYECKUE TPYObI
U IpYTY€ TOKOMPOBOJSAIINE KOMMYHUKALIUH.

IIpoxoorcoenue uHGPOPMAYUOHHBIX CUSHANO8 8 YeNnU DNIeKIMPONUMAaHUs
BO3MOKHO TMpPH HAJIMYUM MArHUTHOM CBSI3M  MEXKIY  BBIXOIHBIM
TpanchopmaTopoM ycwmtens (Hanpumep, YHY) u Ttpancopmatopom
BBINIPSIMUTENIBHOTO ~ ycTpoiicTBa. Kpome TOro, TOKM YCHIMBAE€MbIX
uH(OpMaITMOHHBIX CUTHAJIOB 3aMBIKAIOTCSI  4Y€pe3  HCTOYHHK
AJIEKTPONUTAHUS, CO3/]aBasi HA €r0 BHYTPEHHEM COINPOTUBJICHUU MAJCHUE
HamNpPsDKEHUsI, KOTOpOe TIpU HEIOCTaTOYHOM 3aTyxXxaHUuM B  (PuibTpe
BBIMPSIMUTENILHOTO  YCTPOMCTBA MOXKET OBbITh OOHApYy)KEHO B JIMHUU
anekTponuTanus. MHpopMalMoOHHBIA CUTHAT MOXET MPOHUKHYThH B IEMH
ANIEKTPOIUTAHUSL TAKXKE€ B peE3yJbTaTe TOro, 4YTO CPEAHEE 3HAYCHHE
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NOTPeOJIIEMOr0 TOKAa B OKOHEYHBIX KACKaJlaX YCHIMTENIEH B OOJbIICH WIN
MEHBIIEH CTENEHU 3aBUCUT OT AMIUIUTYAbl MH(POPMAIMOHHOIO CUTHAJA,
YTO CO3JA€T HEPABHOMEPHYKO HArpy3Ky Ha BBIIPSIMUTENb W MPUBOAUT K
M3MEHEHHUIO MOTPEOISIEMOro TOKa M0 3aKOHY M3MEHEHHUSI HH()OPMAITMOHHOTO
CUTHAJIA.

IIpoxoscoenue UHDOPMAYUOHHBIX CUSHANIO8 8 Yenu 3a3eMAeHUsL.
Kpome 3azemisirominx mpOBOAHUKOB, CIYKAIIUX JJISI HEMOCPEICTBEHHOTO
COCIMHEHHUSI OCHOBHOTO OOOpYIOBaHHMsSI C KOHTYPOM  3a3€MJICHHUS,
TraJIbBAHUYECKYIO CBSA3b C 3€MJICA MOTYT UMETh Pa3jIUYHbIC MPOBOJHUKH,
BBIXOJAIIME 3a MpPEAeibl KOHTPOJUpyeMOW 30HbL. K HUM OTHOCSATCSA
HYJICBOM MPOBOJI CETH DJICKTPONUTAHUS, SKPAHbI TMOJKIIOYEHUS K
COCIUHUTEIIbHBIM ~ JIMHUSIM ~ BCIIOMOTAaTEIbHOTO  O0OOpYyIOBaHUS U
MIOCTOPOHHMM  MPOBOJHUKAM, TNPOXOMSIIMM 4Yepe3 IMOMEIICHUS, T
YCTaHOBJIEHO OCHOBHOE O00OpyJOBaHHME, a TakKKe K €ero CUCTeMe
DJICKTPONMUTAHUSA U 3a3eMyieHus. s O3TUX Uened MCIOIb3YIOTCS
CICIMAJIBHBIE CPEJCTBA PAUO- U PAAUOTEXHUUYECKON PA3BEAKH, & TAKKE
CrielraibHasi U3MEPUTENbHAS alnapaTypa.

Inexmponnsle ycmpoucmaea nepexeama ungpopmayuu,
yCTaHABJIMBa€Mble B OCHOBHOE€ OOOpYAOBAaHHWE, MHOI/IA HA3bIBAIOT
amnmapaTHbIMK  3akjagkamMu. OHHM  TPEACTaBIAIOT COOOM  MHHU-
NepeaTyuky, HW3JIYyYEeHUE KOTOPBIX MOIYIUpYyeTcss HHGOPMAIIMOHHBIM
curHaioM. Haumbonee wyacTto 3akiaJKud YCTAaHABIMBAIOTCA B OCHOBHOE
000py1I0BaHUE MHOCTPAHHOTO ITPOU3BO/ICTBA.

[lepexBaueHHasi ¢ MOMONIBIO 3aKJIATHBIX YCTPOHUCTB MHGOpMALIUS
WIM HENOCPEACTBEHHO IIEPENaeTcsl MO pPaguoKaHally, WIM CHadala
3aIIMCBIBAETCS HA CIIEIUAIIbHOE 3alIOMUHAIOIIEE YCTPOUCTBO, a YXKE 3aTEM
MO0 KOMaH/Ie MepeaeTCs Ha 3alPOCUBIININ €€ 00BEKT.

Iapamempuueckuii Kanan ymeuku ungopmayuu.

[TepexBat 0OpabaThiBa€MOl B TEXHUUECKHUX CPEACTBaX WH(OpMAIINU
BO3MOXKEH TaKXke IIyTeM HX «BBICOKOYACTOTHOTO oOiydeHus». [lpu
B3aMMOJICHCTBUU OOJIYYAIOIIETO JIEKTPOMArHUTHOTO TOJI C 3JIEMEHTaMU
OCHOBHOTO 00OPYZIOBaHUSI MPOUCXOIUT MIEPEU3TyUEHUE IIIEKTPOMATHUTHOTO
noinsi. B psge cioydaeB 3TO BTOPUYHOE M3IYYEHHE MOAYJIUPYETCS
uHbopMaIMoHHbIM curHasioMm. [Ipu cbeme nHbOpMaIU I UCKIIOYEHUS
B3aMMHOTO BJIUSIHUSI OOJYYalOIIEero W MEPEU3TydeHHOTO CUTHAJIOB MOXKET
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UCTOJIb30BaThCSl X BPEMEHHAsI WJIM 4YacTOTHAas pa3Bsizka. Hampumep, nms
00JIly4eHHUs] OCHOBHOTO O0OpYJOBaHUS MOTYT HCIIOJNb30BaTh HWMITYJIbCHBIC
curHanbl. [lpu mnepeusnydeHUM MapamMeTphl CUTHAJIOB H3MEHSIOTCS.
[looToMy paHHBIA KaHal yTeYkd WHGOPMAIMM YacTO Ha3bIBAIOT
napamMeTpUIECKUM.

Jlnst mepexBara uHGOpMAIMU MO JAHHOMY KaHAy HEO0OXOIUMBbI
cCrieluaibHble BBICOKOYACTOTHBIE T€HEPATOPHI C AHTEHHAMH, UMEIOIIUMU
y3KHE JHarpaMMbl HAmpaBJICHHOCTH W CIEUUAaJIbHBbIE PaAUOIPUEMHbBIC
YCTPOWCTBA.
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1.5. Anasm3 yrpo3 nH(pOpMALNOHHON 0€30MaCHOCTH

Haubonee pacnpocmpanennbie y2po3vl HapywieHus 00CMynHOCHU
ungpopmanuu

CaMpIMU 9acCTBIMU ¥ CaMBIMH OIACHBIMH (C TOUKH 3PEHHUS pa3Mepa
yiiep0a)  SIBJISIOTCS  HENpeIHAMEPECHHBIC OIIMOKK  IITATHBIX
MOJIb30BATENEH, ONEpaToOpOB, CUCTEMHBIX aIMUHHUCTPATOPOB U APYIHX JIMII,
00CITy>KUBaIOIMX UHPOPMAIIMOHHBIE CUCTEMBI.

Nuorna Takue OMMOKA U  SBISIIOTCS COOCTBEHHO yrpo3aMu
(HenmpaBUJILHO BBEACHHBIE JaHHBIE WM OIIMOKA B MPOrpaMMme), MUHOTJIa OHU
CO3MAIOT  YSI3BUMBIE MECTa, KOTOPHIMH MOTYT  BOCIOJb30BATHCSA
3JI0YMBIIIJIEHHUKH (OOBIYHBIC OIITMOKHU aJIMUHUCTPUPOBAHMUS).

Cambiii 3¢ dexTrBHBI  cr1ocod OopsObI €  HEnpeAHAMEPEHHBIMU
CIIy9alHBIMH OIMMOKaMW — MaKCHUMallbHas aBTOMATH3alMs W CTPOTHM
KOHTPOJIb.

Jlpyrue yrpo3bl JOCTYIMHOCTH KJIACCH(PHUIIMPYEM IO KOMIIOHEHTaM
aBTOMATHU3UPOBAHHON MH(GOPMAIMOHHON CUCTEMBI, Ha KOTOpPbIE HAIEICHBI
yTPO3BbL:

®  OTKa3 MOJb30BaTEIICH;

® BHYTPEHHHUH OTKa3 UH(POPMAIIMOHHON CUCTEMBI;

®  0OTKa3 NOJJEPKUBAIOIICH HHPPACTPYKTYPHI.

[IpuMEHUTENBHO K TMOJIb30BATEISIM PACCMATPUBAIOTCS CIICTYIOIIUE
yIPO3BbI:

e HexenaHue paboTatb ¢ HHOOPMAIIMOHHOM CcHUCTeMOW (yaiie
BCET0 MPOSIBISETCS IPU HEOOXOAUMOCTH OCBAaUBATh HOBBIE BO3ZMOKHOCTH );

®  HEBO3MOXXHOCTb paboTaTh C CHCTEMOW B CHUJIYy OTCYTCTBHS
COOTBETCTBYIOLIEH TMOATOTOBKH (HEIOCTATOK OOIIeH KOMIBIOTEPHOU
IrpPaMOTHOCTH, HEYMEHUE MHTEPIPETUPOBATh TUATHOCTHUYECKHE COOOLIEHNS,
HEyMeHUe paboTaTh C JOKYMEHTAlMEH U T. 11.);

®  HEBO3MOXXHOCTb pPadOTaTh C CHCTEMOM B CHIY OTCYTCTBHSA
TEXHUYECKOM  TMONACPKKA  (HEMOJHOTA  JIOKYMEHTAaIlMH,  HEIOCTATOK
CnpaBoYHOM WH(GOPMALIUH U T. 11.).

OCHOBHBIMU UCTOYHUKAMU BHYTPEHHUX OTKA30B SBJISIIOTCS:

®  OTCTYIUICHHE (CIy4ailHOE WJIM YMBIIUIEHHOE) OT YCTAaHOBJIECHHBIX
paBUJI AKCIUTyaTallH;

®  BBIXOJ CHUCTEMBI W3 IITATHOTO PEXKUMa IKCIUTyaTallud B CHUITY
CIyYaHbIX WM IPEIHAMEPEHHBIX JCHUCTBUM TOJB30BATEIIEH WU
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00CTYKMBAIOIIEr0 MEPCOHala (MPEBBIIICHUE PACYETHOTO YHCTIA 3aIPOCOB,
Ype3MEpPHbBIN 00beM 00padaTbiBaeMOi UHGOPMALIMH U T. 11.);

®  OMIMOKH NPU KOH(DUTYPUPOBAHUU CUCTEMBI;

®  OTKa3bl IPOIPAMMHOTO U allapaTHOrO 0OECIECUCHMUS;

®  pa3pyllICHUE JAHHBIX;

®  pa3pyUICHUE WIH MOBPEXKICHHUE alapaTypsbl.

[lo  oTHOWIEHHMIO K  TOMAEPKUBAIOIIEH  HUHPPACTPYKType
paccMaTpHUBAIOTCS CIAEAYIOIINE YIPO3bI:

e HapyueHue padoThl (CIy4yalHOE WM YMBILIIJIEHHOE) CHUCTEM
CBSI3H, AJIEKTPOINUTAHUS, BOJIO — W/ Wm TEIIOCHAOKCHUS,
KOHIUITUOHUPOBAHUS;

®  pa3pylLICHUE WUJU TTOBPEXKICHUE TOMEICHU;

®  HEBO3MOXKHOCTh WJIHM HEXeJIaHuEe 0OCITYKMBAIOILIErO MepcoHala
W/WJY TIOJI30BAaTEIIeH BBIMOJHITE CBOM 00S3aHHOCTH.

OnacHbIMU ~ SIBIISIIOTCS. U CIMUXUIIHblE 0Oedcmeus — TOXKaphbl,
HABOJHEHUS, 3eMIICTpsCEHMs, yparanbl. [lo cratucThke Ha 00 3THUX
HCTOYHUKOB yIpO3 C YYETOM IepedoeB 3iieKkTponuTaHus npuxoautcs 13%
NOTEpb, HAHECEHHBIX UH(POPMAIIMOHHBIM CUCTEMAaM.

VYTpo3bl JOCTYIMHOCTH MOTYT BBITJISIIETh TPYOO — KaK Hospexcoenue
WIN J1aXe paspyuienue o00py0BaHUs (B TOM YHCIIE HOCHUTENICU JaHHBIX).
Takoe TOBpPEkKIECHUE MOMXET BBI3BIBATHCS ECTECTBEHHBIMU IMPUYMHAMU
(vamme Bcero — rpo3amu). K coxaneHuio, Haxondiuecs B MacCOBOM
UCIOJIb30BAHUHM MCTOYHUKHU OecrepeOOMHOro MUTaHWs HE 3allUINAIT OT
MOIIHBIX KPATKOBPEMEHHBIX UMITYJIHCOB.

OaHMM U3 CrOCOOOB HApYIICHUS JOCTYIMHOCTH SBJIETCS 3arpyska
UH()OPMAIIMOHHONW CHUCTEMbI (3arpy3Ka IIOJIOCHI TPOINYCKaHUSA CETeH,
BBIYUCJIUTEIBHBIX BO3MOYKHOCTEM MPOLIECCOPOB HIJIM  ONEPATUBHOMU
namath). [1o pacrnonaokeHn0 NCTOYHUKA TaKUE YTPO3bl MOAPa3IeseTCs Ha
éHympenHue W eHewtnue. Ilpu mpocyerax B KOH(UTypaluM CHUCTEMbI
JIOKaJlbHasg TporpaMma  CIOCOOHA MPAKTHYECKU MOHOMOJIU3UPOBATH
npoieccop W/unum (U3NYECKYIO TMaMsTh, CBEISI CKOPOCTh BBITTOJHEHUS
JIPYTUX MPOrpamMM K HYJIIO.

M3BecTHBI Ciydad BBIBOJAA M3 CTPOSI CEPBUCOB TJI00ATBHOM CETH
NHurepHeT, KOoraa Ha CEpBEP C MHOXKECTBA PA3HBIX AJIPECOB C MAKCUMAITLHOM
CKOPOCTBIO HAIPABJIAIOTCA BIOJHE JIETalbHBIE 3alPOCHl HA COEIMHEHUE
u/unm o0CTyKUBaHUE.
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OmHMM M3 ONacHEHIMX CIOCOOOB HAPYIIEHUS JOCTYITHOCTH U B
1EJIOM MH(POPMAIIMOHHOW O€30MMaCHOCTH SIBJIIETCA BHEIPEHUE B aTaKyeMbIE
CUCTEMBI 8PE0OHOCHO20 NPOZPAMMHO20 00ecne e .

[{enssMu TaKOTO MPOrPaMMHOTO 00ECTICUEHUST SBJISIETCSI:

®  BHEAPEHUE JIPYroro BPEAOHOCHOTO MPOrPAMMHOIO 00ECIICUEHUSI;

®  [IOJy4YEHHE KOHTPOJIS HaJl aTAKyeMOU CUCTEMOM;

®  arpecCHUBHOE MOTPEOJICHUE PECYPCOB;

®  U3MEHEHHE WM Pa3pyILICHUE MPOTPaMM W/WIIY TaHHBIX.

K  coxaneHuto, KOJUYECTBO  «BPETHOTO»  IPOTrPaMMHOIO
oOecrieueHUsI TMOCTOSHHO  YBEIMYUBAETCI. BuUpPyChl U TPOSIHCKHE
OporpaMMbl CUUTAIOT YK€ Ha JECATKA ThICS4, a ©0a3bl JaHHBIX
AHTUBUPYCHBIX MPOTPaMM OOHOBJISIIOTCS ITPAKTUYECKU €KETHEBHO, HECMOTPS
Ha TIOCTOSIHHO BHEIPSIEMbIE METOJIbI «YHUBEPCAJIbHOT'0» JIE€TEKTUPOBAHUS
(TO ecTh JETEKTUPOBAHUS HE KOHKPETHBIX BAPUAHTOB OTJEIHHO B3STOTO
BUpYyCa, @ BCErO0 «CEMEHCTBa» WJIM JaKe IeJIOro Kjacca BPeIOHOCHBIX
OpOrpamm).

[IpyunHBl pocTa AAHHOTO BHJIA YIrPo3 CBA3AHBI C TEM, YTO K
KOMIIbIOTEpaM MOJYy4aloT JOCTYIl Bce Oosbliiee U OOJblliee KOJIMYECTBO
KUOEp-XyJIUTraHoB (10 Mepe pacHIMpeHus TIIOOATBHBIX HMH()OPMALMOHHBIX
cereid). Kakoe-To 4Mciio M3 HUX HAYMHAET CAaMOYTBEPKAATHCS ONHMCAHHBIM
BBIIIIE CITOCOOOM.

[lonpoOHBIM aHanM3 JAHHOTO KJacca Yrpo3 pPacCMOTPUM B
CIEAYIOIIUX TEMAX.

OcHogHble yepo3bl HAPYUWIeHUA YeJ10CMHOCMU UHpopmayuu

Ha BTOpoM MecTe 1o pa3mepam yiiep0Oa (Tociie HempeaHaMepeHHBIX
OIMOOK M yNYIIEHUI) CTOAT Kpaku B motoru. Ilo ganaeimM razersr USA
Today, eme B 1992 romy B pe3yiabrare NOAOOHBIX IPOTHBOIPABHBIX
JEUCTBUN C VICTIOJIb30BAHUEM IIEPCOHAIIBHBIX KOMIIbIOTEPOB
aMEpUKAHCKUM OpTaHM3alMsAM ObLT HAHECEH OOIMK ymepO B pa3mepe
882 MHJUIMOHOB JI0JIapOB.

B OonpmuHCTBE CilydaeB BHHOBHHKAMH OKa3bIBAJIMCh INTATHBIC
COTPYAHUKHA OPTraHW3allii, OTIWYHO 3HAKOMBIE C PEKUMOM paOOThI U
MepaMH 3alllUThl. DTO €IlI€ pa3 IMOJATBEPKIAECT OMACHOCTh BHYTPEHHUX

yTpo3.
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C menpro HapylmeHUs CTATHYECKOM LEITOCTHOCTU 3JI0YMBIIUICHHHUK
(KaK MpaBWJIO, IITATHBINA COTPYIHUK) MOXKET:

®  BBECTU HEBEPHBIC JAHHBIC;

®  U3MCHHTH JAHHBIEC, HATPUMED, BPEMS CO3AAHUS WIH MTOTYyUYCHUS
JOKYMEHTA.

VYTrpo30ii LENOCTHOCTH SBJAETCS HE TONBKO (QaibcupuKalus WU
U3MECHEHUE JAaHHBIX, HO M OTKa3 OT COBEPLICHHBIX aeuctBui. C 3TOM
yIPO30M CBA3AHO TIOHSATHE «AYTEHTHYHOCTB», TO €CTh BO3MOYKHOCTB
NOJTBEPAKICHUS (J0KA3aTEeILCTBA) aBTOPCTBA TOIO WJIM MHOTO JOKYMEHTa
WU JEHUCTBUSL.

[loreHIManbHO  ySI3BUMBI C  TOYKM  3pEHUS  HaApYLICHUS
UeloCmHocmu HE TOJbKO OaHHble, HO W npozpammsl. BHenpeHune
PAaCCMOTPEHHOI'O BBIILIE BPEJOHOCHOTO MPOrPAMMHOIO OOECTIeUeHUs —
npuMep MogoOHOTO HapyIIECHUSI.

YrpozamMu AMHAMUYECKOW LIEIOCTHOCTU SIBJSIIOTCA yOIMpOBaHUE
JAHHBIX WJIM BHECEHUE JOMOJHUTENLHBIX COOOIIEHNH (CETEBBIX MAKETOB U T.
n.). COOTBETCTBYIOIIME ACHUCTBHS B CETEBOW CpPEAE HA3BIBAIOTCA AKTHBHBIM
IPOCITYILIMBAHUEM.

OcHoenvie yzpo3vl HapyuwieHusa KoHpuoenyuaipHocmu ungopmayuu

KonduaeHmanbayo HHOOPMAIIMIO YCIOBHO MOYKHO Ppa3jeiiuTh Ha
OpeaIMETHYIO U city:keOHyr0. CiyskeOHasi uHpopManus (HampuMep, napoiiu
M0JIb30BATEJIC) HE OTHOCUTCS K OINPEJCICHHOM MpEeAMETHOW 00J1acTv, B
UH(OPMAIITMOHHOM CHCTEME OHa WrpaeT TEXHUYECKYI0 pOjb, HO €€
pPacKphITHE OCOOEHHO OMAacHO, TOCKOJBKY OHO YpEBAaTO TMOJyYEHUEM
HECAHKIIMOHUPOBAHHOTO JOCTyMa KO BCe HH(OpManMu, B TOM 4YHUCIE
MIPEIMETHOM.

Haxe ecnu wuHpOpMalUs XpaHUTCI B  KOMIIBIOTEpE WM
NpeIHa3Ha4YeHa JJisi KOMIBIOTEPHOTO HCIIOJIb30BAHUS, YIPO3bl €€
KOH(QUICHIIMAILHOCTY MOTYT HOCHTb HEKOMIIBIOTEPHBI M BOOOIIE
HETEXHUYECKUIN XapakTep, Hampumep, mOpu paboTe ¢ HECKOJIbKUMU
MH(GOPMAIIMOHHBIMU CUCTEMaMH BO3HHMKAET HEOOXOAMMOCTh 3alIOMUHAHUS
HECKOJIBKMX mapojie. B Takux caydasx dalie BCEro IMOJIb3yHTCH
3alUCHBIMU KHHKKaMHU, JTUCTKaAMU, KOTOPBIE 3a4aCTyI0 HAXOASATCS PSIIOM
C KOMIIBIOTEPOM U T. JI. ONUCaHHBIN KJIACC YSI3BUMBIX MECT MOYKHO HA3BaTh
pasMelieHueM KOH(HMACHIIMANbHBIX JaHHBIX B Cpelae, TIe WM HE
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obecnieueHa HeoOxoauMmas 3amurta. [loMumMoO maposeid, XpaHSAIIMUXCS B
3aMMCHBIX KHIKKAaX IMOJIb30BATENIEH, B 9TOT KJacc MOMajaeT mepenaya
KOH(UICHIIUATBHBIX JIaHHBIX B OTKPBITOM BHjE (B pa3roBOpe, B MHUCHME,
MO0 CEeTH), KOTopas JieJaeT BO3MOXKHBIM TepexBaT JaHHbIX. [y aTtaku
MOTYT HUCIIOJIb30BaThCsl Pa3HbIE TEXHUYECKHUE CPENCTBa (MOACTYIIMBAHHE
WIM TIPOCITYILIMBAHUE Pa3rOBOPOB, MACCUBHOE MPOCITYIIMBAHUE CETH U T.
1.), HO UJies OJIHAa — OCYIIECTBUTH JIOCTYI K JAHHBIM B TOT MOMEHT, KOTJa
OHM HaNMEHEE 3alUIICHBI.

[lepexBaT maHHBIX — OYEHb CEpbE3HAsT yrpo3a, U €Ciu
KOH(UICHIIUATLHOCTh JACHUCTBUTENBHO SIBISICTCS KPUTUYHOM, a JaHHBIC
nepenalTcs MO0 MHOTMM KaHajlaM, WX 3allliTa MOKET OKa3aThCs BEChbMa
CJIOKHOM M JOpOrocrosiiei. TeXHHuuecKkue CpeicTsa IepexBara XOpOLIOo
npopaboTaHbl, JOCTYMHBI, MPOCTHl B AKCILTyaTallud, a YCTaHOBUThH WX,
HampuMep, Ha KabeIbHYI0 CETh, MOXET KTO YIOJIHO, TaK YTO 3Ty yrpo3y
HY>KHO TIPUHUMATh BO BHUMAaHHE IO OTHOIIECHHUIO HE TOJBKO K BHEIIHUM,
HO M K BHYTPEHHUM KOMMYHHKAITHSIM.

Kpaxu 060pynoBaHust SBIISIIOTCS YTPO30M HE TOJIBKO JJII PE3ECPBHBIX
HOCUTEJNEH, HO U JJIs1 KOMIIBIOTEPOB, OCOOEHHO OPTATHBHBIX.

K HenpusiTHBIM yrpo3am, OT KOTOPBIX TPYJHO 3alllMIIATHCS, MOYKHO
OTHECTH 3JIOyNoTpeOsieHne mojaHoMouusiMi. Ha MHOrmx Tumax cucrem
NPUBUJIETUPOBAHHBIMI MOJIb30BATEIb (Hampumep, CUCTEMHBI
aJIMUHUCTPATOP) CIIOCOOEH MPOYUTATh JIF0OON (He3ammppoBaHHbINA) (aiin,
HOJIyYUTh JIOCTYII K IOYTE JHOOOT0 Mojib30Batensd U T. A. Jpyroi npumep —
HaHECEHHE yliepOa Mpu CEpBUCHOM 0O0CITyXuBaHUH. OOBIYHO CEPBUCHBIN
MH)XEHEP MOJIy4aeT HEOTPaHMYEHHBIA JTOCTYN K OOOPYAOBAHHIO M HMEET
BO3MOXKHOCTh ~ J€MCTBOBaTh B  00XOJ  MPOrpPaMMHBIX  3allUTHBIX
MEXaHHU3MOB.

Konmponavnwvie éonpocwl no pazoeny Nel

=

B uem 3akmtouaercs npodiaema «uHGOPMAIIMOHHON OE30MaCHOCTH?
JaitTe onpenencHue «MHPOPMAITMOHHON 0€30MaCHOCTH.
[lepeuncnure coctapistoime HHHOPMAITMOHHON 0€30MTACHOCTU U UX
OIpeieIeHUE.

4, KakuM 00pa3oM B3aMMOCBSI3aHBI MEXIY COOOM COCTaBJISIOIINEC
uHpopMaronHor  OezomacHoctu?  [lpuBeaute  COOCTBEHHBIC
PUMEPBHIL.

W N
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10.
11.

12.
13.
14.

15.
16.
17.

18.
19.

20.
21.

ITepeuniciiure ypoBHM (POPMHUPOBAHUSA pexkUMa HHOOPMAIUMOHHOM
0€30IMacCHOCTH.

[Tepeuncnure OCHOBOMOJIATraroIue JTIOKYMEHTBI 1o
«H(POPMAITMOHHOM 0€30ITaCHOCTI.

JlaiiTe ~ XapakTepUCTUKY  COCTaBJBIIOIIMX  «WMH(OpPMAIMOHHOMN
0€30MacCHOCTIY» MPUMEHUTETHHO K BHIYUCIUTEIILHBIM CETSIM.,
ITepeuriciiiTe OCHOBHBIE MEXaHWU3MbI O€30ITACHOCTH.

Yro MOHUMAETCS  TI0J aJMUHUCTPUPOBAHUEM  CPEJCTB
0e3omacHOCTH?

Kitacchl 3aluiieHHOCTH MEKCETEBBIX IKPAHOB.

Conepxanue aAMUHHUCTPATUBHOTO YPOBHS oOecrieueHus
«H(POPMALIMOHHOM 0€30MaCHOCTI.

JlaliTe onpeneneHue NOJIUTUKH OE30MaCHOCTH.

Hamnpasnenus pa3paO0TKy MOIUTUKUA O0€30MTaCHOCTH.

[lepeuncnure Kiacchl yrpo3  HMH(POPMAIMOHHOW — OE30IMaCHOCTH.
HazoBute npuymHbBl M HWCTOYHHUKHA CIIYYalHBIX BO3JACHMCTBUM Ha
MH(GOPMALIMOHHBIE CUCTEMBI.

JlaliTe XapaKTEpUCTUKY MPETHAMEPEHHBIM YTPO3aM.

[lepeuncnure KaHaIbl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Uro mnoHmmaercs NOJA ~ TEXHHYECKMM  KAaHAJOM  yTEYKH
uHpopmarmu?

KakoBbl MpUYMHBI BO3HUKHOBEHUS DSJIEKTPOMATHUTHBIX KAaHAJIOB
yTeuku nHpopmaun?

Kak oOpa3zyeTcst napamMeTpuyecKuii KaHasl yTeuku HHGOpMaIun?
OCHOBHBIE YTPO3bI LEIOCTHOCTH HH(POPMAITUH.

OxapakTepu3yuTe yrpo3bl JOCTYITHOCTH HH(OpMAIUH,
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2. KOMIIBIOTEPHBIE BUPYCBHI U 3AIIIUTA OT HUX

KomneloTepHbie  BHpYChl — OJHAa M3 IJIABHBIX  yIpo3
MH(POPMALIMOHHON 0€30MacHOCTH. DTO CBSI3aHO C MAacCIITaOHOCTBHIO
paclpoCTpaHEHHs JTOTO SIBJICHUS U, KakK CJEJICTBUE, OTPOMHOTO
ymep06a, HaHOCHMOTO HH(DOpMaImoHHBIM cucTemaM [10].

KoMnbroTepHble BUPYChl OBUIM U OCTAIOTCS OJTHOM M3 HamOoiee
pacrpoCTpaHEHHBIX MPUYUH MOTepU UH(GOPMALIUU, BUPYCHBIE SIUAEMUN
CIOCOOHBI OJIOKMPOBATh pabOTy OpraHu3alui U NpeanpusITHH.

OcHOBHast OCOOEHHOCTh KOMITBIOTEPHBIX BUPYCOB 3aKJIIOYACTCS B
BO3MOXKHOCTH MX CaMOIIPOU3BOJILHOTO BHEJPEHUSI B PA3IMUYHBIE OOBEKTHI
orepanmoHHoN cucTeMbl. K Oosee monHoi XapakTepucTUKE COBPEMEHHOTO
KOMITBIOTEPHOTO BHpYyca CleAyeT N00aBUTh CIIOCOOHOCTh CO37aBaTh CBOU
TyOnuKaThl (HE 00s3aTeIbHO COBMAIAOIINE C OPUTUHAJIOM) U BHEPSTH UX B
BBIUMCIIUTENIbHBIE CETH WM (hailyibl, CUCTEMHBIC O0JIACTH KOMIIBIOTEpA U
IPOYHE BHITIOTHSEMBIE OOBHEKTHI.

OnHO W3 OOHIENPUHSATBHIX OMPEACNICHUI BUpYca, COAep alieecs: B
I'OCTe P 51275-99 «Bammra undopmarmu. OObeKT HMH(OOPMATHU3ALIMH.
®daxTopsl, BO3AeHCTBYIONMME HA HHGOpMaIio. OOIIME MOT0KECHUS !

«Ilpocpammmubtii  eupyc»  —  OTO  HCHOJTHSEMBIA WM
UHTEPIPETUPYEMBI ~ TIPOrPaMMHBIA  KOJl,  OOJIAJAlOIIMiA  CBOMCTBOM
HECAHKIIMOHUPOBAHHOTO PACHpPOCTPAaHEHHU W CaMOBOCIIPOU3BEACHUSA B
aBTOMATU3UPOBAHHBIX CUCTEMaX WM TEJIEKOMMYHUKAIIMOHHBIX CETSIX C
LEJNbI0 M3MEHUTh WIM YHUUYTOXHUTH IMPOTrPaMMHOE OO€CleueHue H/Win
JAHHBIE, XpaHAILIUECS B aBTOMATU3UPOBAHHBIX CUCTEMAX.

HeBo3MOkKHOCTB YETKOU (bopMyIHPOBKH OIpeaeICHUs
KOMIIBIOTEPHOIO BUpyca caMa 1o cebe He sABisieTcsl nmpoOieMoil. ['naBHas
npobiema, KOTopas CIEAYET U3 3TOr0, 3aKIIF0YAETCS B TOM, UTO HET YETKHX
(OHO3HAYHBIX) MPU3HAKOB, MO KOTOPHIM MOXKHO OTJIMYWTH PA3TUYHBIC
(ailbl OT «BHPYCOB», UTO HE IMO3BOJIAET B IMOJHONM MEPE YCTPAHHUTh HX
BIIUSIHUE.

Hecmotpst Ha Bce ycwiusa pa3paOOTYMKOB — aHTUBHPYCHOTO
OpOrpaMMHOIO OOECTIEYEHHUs, O CETOJHSIIHEr0 JHS HET JI0CTaTOYHO
HAJICKHBIX AHTUBUPYCHBIX CPEACTB U CKOpPEE BCEro MPOTUBOCTOSHUE
«BUPYCOIHUCATENE» U UX OMIMOHEHTOB OY/I€T MOCTOSHHBIM.
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2.1. Knaccuduxkanus KOMNbIOTEPHBLIX BUPYCOB

Knaccuguxkauyun komnoromepuvix eupycoe no cpeoe ooumanus

[lo cpene «obuTanus» BUPYCHI IEISATCS Ha:

e (paiinoBbIe;

®3arpy304HbIC;

® MaKPOBHPYCHI;

®CETEBbIC.

Daitnosvle upycel BHEAPSIOTCS B BBIMOIHAEMbIE (ailiibl (Hanbosee
pPacIpOCTPaHEHHBIN THUI BHUPYCOB), JMOO co3AaroT (alsIbI-IBOMHUKH
(KOMIIAaHBOH — BHUPYCHI), JMOO HCMOJIB3YIOT OCOOCHHOCTH OpraHU3aluu
daitnoBoii cuctemsl (link-Bupycer).

3azpy3ounsle gupycel 3aKUCHIBAIOT ce0s TMOO0 B 3arpy304HbINA CEKTOP
aucka (boot-cexTop), MO0 B CEKTOP, COMCPIKAITIA CHCTEMHBIA 3arpy34mK
xkectkoro gucka (Master Boot Record), mibo MeHsroT ykas3atrenab Ha
aKTHBHBIN DOOt-cexTOp.

Makposeupycwt 3apaxaroT (aiiabl — JOKYMEHTHI W DJIEKTPOHHbIC
TaOIUIBI TOMYJISIPHBIX O(UCHBIX TPUIIOKEHUH.

Cemeevle 6upycbl WCTONB3YIOT ISl CBOErO PacHpOCTpaHEHUs
IPOTOKOJIbI MJIM KOMAH]Ibl KOMITBIOTEPHBIX CETEH U 3JIEKTPOHHOM MOYTHI.

CymiecTByeT 00JbI10€ KOJIMYECTBO COUETaHUH, HanpuMmep, (aitinoBo-
3arpy304Hbl€ BHUPYCHI, 3apakaroliyue Kak (ailibl, Tak U 3arpy304HbIC
CEKTOpa AUCKOB. Takue BUPYCHI, KaK MPABUIIO, UMEIOT JOBOJBHO CIOKHBIN
aqropuT™M  pabOThl, YacTO  MPUMEHSAIOT  OPUTMHAIBHBIE  METObI
NPOHUKHOBEHUS B CHUCTEMY, MCIOJB3YIOT CTEJIC- M MOJUMOPHUK-
TEXHOJIOTUU. JIpyrom mpumep Takoro COYETaHUs — CETEBOM MAKPOBHUPYC,
KOTOPBIN HE TOJILKO 3apakaeT peJakTUPyeMbIE TOKYMEHTHI, HO U pacChljiacT
CBOU KOMHH 110 3JIEKTPOHHOMU MOYTE.

3apakaeMasi OMepallMOHHAs CUCTEMa SIBJISIETCS BTOPHIM YpPOBHEM
JIeNIeHUsT BUPYCOB Ha Kiacchl. Kaxaplii (ailioBblid MM CETEBOM BUPYC
3apaxkaer (ailyibl KakoW-11M00 OHOM WM HECKOJBKHUX OINPEPallMOHHBIX
cucreM. MakpoBupychl 3apaxkaror daiiel ¢popmato Word, Excel, nakera
Office. 3arpy3ounbie BUPYCHl TaKKe€ OPHCHTUPOBAHBI Ha KOHKPETHBIC
dbopMaThl PaCIONIOKEHHS CUCTEMHBIX JTaHHBIX B 3arpy304YHBIX CEKTOpax
JTMCKOB.
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Knaccugukayua komnviomepHvix upycos no 0Co0EHHOCMAM
anzopumma padoomol

ITo ocoGeHHOCTSIM aropuT™Ma paboThl BUPYCHI JCTISTCS Ha:

® PE3U/ICHTHBIC;

® CTEJIC-BUPYCHI;

® NOJIUMOP(UK-BUPYCHI;

® BUPYCHI, HCIIOJIb3YIOITUE HECTAaHAAPTHBIC TTPUEMBI.

Pe3uoenmmubwtit éupyc npu MHOUIMPOBAHUHA KOMITBIOTEPA OCTABIISCT
B OICPATHBHOM IMaMATH CBOKO PE3UIACHTHYIO YacTh, KOTOpas 3aTeM
NepexBaThlBa€T OOpAIICHWS ONEPAMOHHOM CHCTEMBI K OOBEKTaM
3apakeHUs M BHEApPSETCS B HUX. Pe3ujeHTHBIE BUPYCHI HAXOIATCS B
aMSTH W SBJISIOTCS aKTUBHBIMH BILJIOTH JIO BBIKITFOUSHHSI KOMITBIOTEPA HIIH
nepe3arpy3ku  OlepalMoHHONW cHCcTeMbl. HepesuaeHTHbIE BHUPYCHl HE
3apakaroT MaMsITh KOMIIBIOTEpA M COXPAHSIOT aKTUBHOCTH OTPAaHUYCHHOE
Bpems. K pe3uIeHTHBIM OTHOCSATCS MAaKPOBHPYCHI, ITOCKOJbKY OHH
MOCTOSTHHO TPUCYTCTBYIOT B TaMSTH KOMIIbIOTEpa Ha BCE BpeMsi paOOThI
3apakeHHOTo penakropa. [Ipu 3ToM posb onepalmoHHON cUCTEMBI OepeT Ha
cebsi pemakTop, a TMOHATHE «Iepe3arpy3ka OMEpPAIlMOHHONW CHUCTEMBI»
TPAKTYETCs KaK BBIXOJ] U3 pEaKTopa.

Hcnonw3oBaHue  cmenc-anzopummos  TO3BOJSIET  BHpycaM
MOJTHOCThIO WJIM YaCTUYHO CKpbITh ce0s B cucrteMe. Haumbonee
pacipoCTpaHEHHBIM CTEJIC-AITOPUTMOM  SIBJIIETCSI TEPEXBAT 3alpOCOB
OMEpalMOHHON CHUCTEMbI HA YTEHHE/3aIMMCh 3aPAKEHHBIX 00beKTOB. CTerc-
BUPYCHI IIPU 3TOM JIMOO BPEMEHHO JieHaT UX, JU00 «IOACTABIIAIOTY» BMECTO
ceOs He3apaKeHHbIE y4yacTKu HHGopmanuu. B ciaydae MakpoBHUPYCOB
HamOosee TMOMYJISPHBIN CIIOCO0 — 3ampeT BBI3OBOB MEHIO ITPOCMOTpaA
MaKpOCOB.

CamonmdpoBaHue U MOJIMMOPPUUHOCTD UCIIONB3YIOTCS TPAKTUYECKU
BCEMHU TUIIAMU BHUPYCOB IJIsI TOTO, YTOOBI MAaKCHUMAJIbHO YCJIOXKHHUTH
OpoLeaypy JAEeTeKTUpoBaHusi (0OHapyxeHus) Bupyca. Ioaumopghux-
supycwt (polymorphic) — 3To 10cTaTOYHO TPYIHOOOHAPYKUBAaEMBIC BUPYCHI,
HE MMEIOIIUE CUTHATYP, TO €CTh HE COAEPIKAIIUE HU OJTHOTO MOCTOSTHHOTO
ydacTka koja. B OONbIIMHCTBE CiydaeB JBa 0Opasiia OJHOTO U TOTO K
nonuMop(duK-BUpyca He OyayT HMETh HH OJHOTO COBIAJEHUS. OITO
J0CTUTaeTCsl MU(PPOBAaHUEM OCHOBHOI'O Tela BHUpPyca UM MOJU(DUKAIUSIMU
pOrpaMMbI-paciinpOBIIHKA.
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PaznuuHble HECTaHAAPTHBIE IPUEMBI YACTO UCIOIB3YIOTCS B BUpYycCax
JUISl TOTO, UTOOBI KaK MOKHO TUIYOXe CIpsiTaTh CeOsl B sIAPE ONEepPalluOHHON
CUCTEMBbI, 3alllMTATh OT OOHAPYXKEHUS CBOK PE3UICHTHYIO KOIIHUIO,
3aTPYJHUTH JICUCHHE OT BUpYyca (HalpuMep, IIOMECTHB CBOIO Kommio B Flash-

BIOS) u T. .

Knaccugpukayusa komnviomepHvlx 6upycoe no 0ecmpyKmugHvlm
603MONCHOCMAM
[To 1eCTpyKTUBHBIM BO3MOXKHOCTSIM BUPYChI MOXKHO pa3/IeIUTh Ha:
® pe36pedHnvle, TO €CTb HUKAK HE BIUSIOIIME HAa pPadboTy
KOMIbIOTEpa (KpOME YMEHBIIEHHS CBOOOAHOM TaMSATH HAa JHUCKE B
pe3yabTaTe CBOETO PaCpOCTPAHEHMS);
® HeonacHule, BIIUSIHUE KOTOPBIX OTpaHUYMBAETCS
YMEHBIIEHUEM CBOOOAHOM MaMsITH Ha IUCKE;
®  onacHwie upycel, KOTOPbIE MOTYT IPUBECTH K CEPHE3HBIM COOSIM
B pa00Te KOMIBIOTEPA;
® (QueHb oOnacHevle, B AITOPUTM pabOThl KOTOPBIX 3aBEIOMO
3aJI0KEHbI MPOLIEAYPbI, KOTOPbIE MOTYT IMPUBECTH K MOTEPE MPOrpamM,
YHUYTOXKUTh JITaHHBIE, CTEPETh HEOOXOIMMYIO I padOThl KOMIIbIOTEpA
UH(pOpMALIMIO, 3alIMCAaHHYIO B CHUCTEMHBIX OOJACTSIX NaMsITH, U Jaiee
NOBPEANTH amlmnapaTHbIE CPEACTBA KOMITBIOTEPA.

2.2. XapaKTepucTHKA «BUPYCONOA00HBIX» MPOrPaMM

K «BpemHpIM nporpamMmmam», TOMUMO BUPYCOB, OTHOCSITCSL:

o (TPOSTHCKHUE TPOrpaMMbD» (Jioruaeckue 6oMOBbl);

o YTUJIUTBl  CKPBITOTO  aJMHHHMCTPUPOBAHUS  YJAJICHHBIX
KOMITBIOTEPOB;

o «intended»-Bupychsr;

° KOHCTPYKTOPBI BUPYCOB;

o NOJTUMOP(PUK-TEHEPATOPHI.

«Tpoanckue» npozpammeul (nocuueckue 60mont). K «TpoSHCKUM
mporpaMMaM  OTHOCSTCS ~ MPOTpaMMbl,  HAHOCAIIWE  KaKHe-IMOO
pa3pyIINTEIbHBIC JEUCTBHUS B 3aBUCHMOCTH OT KaKUX-JIMOO YCIIOBHM.
Hampumep, yanmaTokenne nHGOpMAIIMA HAa AUCKAX IPH KaKIOM 3aITyCKe
WM 110 ONpeAciIeHHOMY rpaduky M T. 1. BOJBIIMHCTBO HM3BECTHBIX
CTPOSTHCKHX» MPOrpaMM SIBJISIFOTCSI pOrpaMMaMHM, KOTOPhIE MAaCKUPYIOTCS
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MOJ1 KaKMe-TM0O MOJIE3HbIC MPOrPaMMBbl, HOBBIC BEPCHU TTOMYJISIPHBIX YTHIIAT
WM JIONOJIHEHUA K HUM. O4eHb YaCTO OHU PACChUIAIOTCS IO 3JIEKTPOHHBIM
koH(pepenuusiM. [To cpaBHEHUIO C BUpyCaMU «TPOSIHCKUE» MPOrPAMMbBI HE
MOJIYYalOT —IIMUPOKOTO  PACHpPOCTPAHEHUS IO JOCTATOYHO IMPOCTHIM
IpUYMHAM — OHM JIMOO YHUUTOXAIOT C€0s BMECTE C OCTAJIbHBIMU JaHHBIMU
HA JWCKe, JMOO JAEMAacCKUpPYIOT CBO€ TMPUCYTCTBUE W YHUYTOXKAIOTCS
MOCTPAJABIIAM TOJb30BaTesieM. K «TpOosSHCKMM» TporpaMMmaMm  TakKkKe
OTHOCSITCSI TaK HAa3bIBAEMBIEC «JIPOMIIEPH» BUPYCOB — 3apaKECHHbIC (PailJibl,
KOJT KOTOpBIX TMOAMNpPABICH TaKUM OOpa3oM, YTO W3BECTHHIE BEPCUU
AHTUBUPYCOB HE ONpPEACIAIOT NPUCYTCTBUE BUpyca B daiine. Hampumep,
daiin mudpyercs WK yIaKoBbIBACTCS HEU3BECTHBIM apXUBATOPOM, UTO HE
MO3BOJISIET AHTUBUPYCY «YBUIETH 3apaKCHUE.

OTMmeTuM elie OAWH THUIl TMporpamm (MPOrpaMMbl — «3JIbI€ ITYTKW),
KOTOPBIC MCIOIb3YIOTCS JIJIS1 YCTPAIICHUS MOJIb30BaTENsl, CBUIETEIILCTBYS O
3apaXEHUU BUPYCOM HJIM O KAKUX-JIMOO MPEJACTOSIIUX JEUCTBUSIX C ITUM
CBSI3aHHBIX, TO €CTh COOOIIAIOT O HECYIIECTBYIONINX OMaCHOCTSX,
BBIHY)K/Iasl TIOJIb30BAaTENsl K AKTUBHBIM JelcTBUAM. Hampumep, K «37bIM
IIyTKaM» OTHOCSITCA MPOrPaMMbl, KOTOPBIE «IIYTakT» MOJb30BATENS
cooOmeHusiMu 0 (opmarupoBaHud ~ JUCKa  (XOTA ~ HHUKAKOTO
(dbopMaTUpOBAHMS Ha CAMOM JIeJIe HE MTPOUCXOANT), JETEKTUPYIOT BUPYCHI B
He3apaKEeHHBIX (aiinax, BEIBOASAT CTPAHHbIE BUPYCONOA00HBIE COOOIIEHUS
u T. A. K Kareropum «3IbIX IIYTOK» MOYHO OTHECTH TaKXE€ 3aBEAOMO
JIOKHBIE COOOILEHUSI O HOBBIX «Cymlep-BUpycax». Takue cooOIeHus
NEPUOANYECKU MOSABISIOTCA B ceTU VIHTEpHET U OOBIYHO BBI3BIBAIOT MAHUKY
Cpell TI0JIb30BaTEIIEH.

Ymunumer  ckpeimoco  aomunucmpupoeanua. Y TUIUTHI
CKPBITOTO aIMAHHACTPUPOBAHUS SIBJISIFOTCSI PA3HOBUIHOCTBIO (IOTHYECKUX
OoMO» («TpOSTHCKHX IPOrpaMm»), KOTOpbIE UCIIOJIb3YIOTCS
3JIOYMBIIUICHHUKAMU I YAAJIEHHOTO aIMUHUCTPUPOBAHNS KOMIIBIOTEPOB
B cetu. [lo cBoeil (yHKIIMOHAJILHOCTH OHM BO MHOTOM HAlOMHHAIOT
pazM4HbIE  CHUCTEMbl  aJMUHHCTPUPOBAHUS, pa3paldaThiBaeMble U
pacrpocTpaHsieMble Pa3IMYHBIMH bupMaMU-TIPON3BOIUTEIIMU
NPOTPaMMHBIX TPOAYKTOB. EIMHCTBEHHAss OCOOCHHOCTh 3THUX MpPOrpaMMm
3aCTaBJIsIeT KJIACCU(UIMPOBATh WX KaK BPEIHBIC «TPOSHCKUE» MPOTPAMMBI:
OTCYTCTBHE TpemynpexaeHuss 00 MHCTAUIANNK U 3amycke. [Ipu 3amycke
Takas MporpaMma yCTaHaBJIMBaeT ceOsl B CUCTEMY W 3aTe€M CIIEAUT 3a HEW,
IpY ATOM TIOJIL30BATENI0 HE BBIJACTCS HUKAKUX COOOIIEHUUN O JACUCTBHSIX
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nporpaMmbl B cucteme. Yaie BCEro cchUlka Ha TaKyl MPOrpaMMmy
OTCYTCTBYET B CIIHCKE aKTHUBHBIX MpuioxkeHuil. B  pesynbrare
MOJIb30BaTeNlhb MOXKET U HE 3HaTh O €€ MPUCYTCTBUU B CUCTEME, B TO BpEMs
KaK €ro KOMIbIOTEP OTKPBIT YISl YAJIECHHOTO YIIPaBJICHUS.

BHenpenHble B ONEPAllMOHHYID CHUCTEMY YTWJIMTBI  CKPBITOTO
yIpaBJIEHUS MO3BOJISIOT JIENIaTh C KOMITBIOTEPOM BCE UTO B HUX 3AJI0KHIT UX
aBTOp: TNPUHUMATH/OTCHUIATh (haljbl, 3allyCKaTh W YHUYTOXKATh WX,
BBIBOJIUTH COOOIICHUSI, CTUPATh HH(POPMALIUIO, TIepe3arpykaTh KOMIBIOTEP U
T.Jl. B PpE3yJbTare HTU MPOrpaMMbl MOTYT OBITh HCIOIB30BAHBI IS
OOHapyXeHUsI W Tieperayd KOH(PUIEHIMAIbHOW HMH(pOpMALIMK, NJIsl 3aIlycKa
BUPYCOB, YHUYTOKCHHS JAHHBIX U T.II.

«Intended»-eupycer. K Takum BupycaM OTHOCSATCS TPOTPAMMBI,
KOTOpBIC, Ha TEPBBIN B3I, SBISIOTCS CTOMPOICGHTHBIMH BHUPYCaMH, HO
HE CIOCOOHBI Pa3MHOXKAThCs O MpuyuHEe omubok. Hampumep, Bupyc,
KOTOPBIM MpHU 3apaXeHUH HE TOMeNaeT B Hauajo (aitia KomaHmy
nepenayu ynpaplieHHUs] Ha KOJl BUPYCa, JIMOO 3allKChIBACT B HEE HEBEPHBIN
aJpec CBOEro Kojaa, JiMOO HENMPaBWILHO  YCTaHABIMBAET  ajJpec
NepexBaThIBAEMOr0  TpephiBaHus (B OONBIIMHCTBE  MPUBOJUT K
«3aBUCAHMIO» KommbloTepa) u T. A. K kareropum «intended» rtaxxke
OTHOCSITCSL BUPYCHI, KOTOpPBHIE IO TPUBEACHHBIM BBIINIC MPUYHHAM
Pa3MHOXKAIOTCS TOJBKO OJIMH pa3 — W3 «aBTOPCKOW» KOIUU. 3apa3uB
Kakoi-mubo  (ailsi, OHM TEPSIOT CHOCOOHOCTh K JajdbHEHIIeMy
pasmuoxkenuto. [losiBisiroress  «intended»-Bupycel wamie Bcero u3-3a
HEYMEJNIOW MEPEeKOMIWIIMUA KaKOro-MuOo YXKe CYHIECTBYIOIIETO BHUpYyca,
au00 MO MPUYMHE HEJOCTAaTOYHOTO 3HAHUS S3bIKAa MPOrPAMMHUPOBAHUS,
au00 TO TPUYMHE HE3HAHUS TEXHUYECKUX TOHKOCTEW OIepaluoHHOM
CUCTEMBI.

Koncmpykmopwt eéupycos. K n1anHOMy BUIY «BPEIHBIX» MPOrpamMmm
OTHOCSITCSl  YTWJIMTBI, MpETHA3HAYEHHBIC JJII HW3TOTOBJICHUS HOBBIX
KOMITbIOTEPHBIX BHUPYCOB. M3BeCTHBI KOHCTPYKTOpbI BupycoB misi DOS,
Windows u wmakpoBupycoB. OHH TO3BOJISIIOT T'CHEPHPOBATH HCXOHBIC
TEKCTbl ~BUPYCOB, OOBEKTHbIE MOIYJM, W/WIK  HEMOCPEICTBEHHO
3apakeHHbIe (ailsibl. HeKoTOopbie KOHCTPYKTOPHI CHA0KEHBI CTaHAapTHBHIM
OKOHHBIM HWHTEpQEeicoM, I/[€ MpU IOMOIIU CHCTEMbl MEHIO MOXKHO
BbIOpaTh THIN BUpyca, nopaxkaembie 00bekThl (COM w/mwm EXE), Hanuune
WIM  OTCYTCTBUE  caMOIIUM(POBKH, MPOTUBOACHCTBUE  OTJIATUHKY,
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BHYTPEHHUE TEKCTOBBIC CTPOKH, BbIOpaTh A(PPEKTHI, COMPOBOKIAAIOIINE
paboTy BUpyca, u T. II.

Honumopgnoie 2enepamopwvr. IlonumopuK-reHEpaTOPbI, Kak U
KOHCTPYKTOPBI BUPYCOB, HE SIBJISIFOTCSI BUPYCaMH B TIPSIMOM CMBICIIE 3TOTO
CIIOBa, TIOCKOJbKY B UX alTOpUTM HE 3aKJIaJbIBAlOTCS  (PyHKIUU
pPa3MHOXXEHHUS, T. €. OTKPBITHS, 3aKpbITUA W 3amUCH B (Daiiibl, YTCHUS U
3alliCU CEKTOPOB M T. A. ['NaBHON (PyHKIMENH MOIOOHOr0 pojaa MmporpaMm
aBsieTcss 1M(ppoBaHUE Tela BUpPyca M TEHEpalusl COOTBETCTBYIOIIETO
pacumdpobiyka. OObBIMHO MOJIMMOP(HBIE TEHEPATOPBI PACIIPOCTPAHSIIOTCA
B BHJe (aina-apxuBa. OCHOBHBIM (haiiJIoOM B apXHBE JIIOOOT0 reHepaTropa
SBIISIETCS OOBEKTHBIN MOYJIb, COJIEPIKAIIIUIN 3TOT TreHEPaTop.

2.3. AHTUBHPYCHBIE IPOTrPAMMBI

Onnum u3 Haubosee 3PPEKTUBHBIX COCOOOB OOPHOBI C BHUpPYCAMU
SIBIIICTCS WCIIOJIb30BAHUE AHTUBHPYCHOTO MPOTPAMMHOIO OOeCTeueHHs.
Anmueupycnaa npocpamma — nporpamma, npeaHa3HayYeHHas Ui MOUCKa,
OOHapyXeHUsl, KJacCUPUKaUU U YIAJICHUS KOMIBIOTEPHOIO BUpYyca U
BUPYCOIMOAOOHBIX MPOTPAMM.

Bmecre ¢ TeMm, HeEOOXOIMMO TIPU3HATH, YTO HE CYLIECTBYET
AHTUBUPYCOB, TapaHTUPYIOUIMX CTOMPOIEHTHYIO 3alllUTy OT BUPYCOB,
NOCKOJIbKY Ha JIF0OOM alNrOpuTM aHTHUBUPYCA BCETAa MOXKHO NMPEMJIOKUTH
HOBBII aJITOPUTM BUPYCa, HEBUIUMOTI'O JJIs1 TOrO aHTUBUPYCA.

[Tpu pabore ¢ aHTUBHPYCHBIMH NpPOrpaMMaMHd HEOOXOAMMO 3HATh
HEKOTOPBIE MOHATHS:

o «JloxkHOoe cpabaTbiBaHHE» — JETEKTUPOBAHHE BHUpyca B
He3apaXKeHHOM 00bekTe ((aiiie, CeKTOpe Ui CUCTEMHON TTaMsITH ).

o «lIponyck Bupyca» — HEIETEKTUPOBAHUE BUPYCa B 3apAKEHHOM
oOBEKTE.

e «CkaHHMpOBaHHE IO 3alPOCY» — IOUCK BHUPYCOB IO 3aMpoCy
noJib30BatTeisl. B 3ToOM pexuMe aHTUBHpYCHAsl MPOrpaMMa HEAKTUBHA J10
TEX MOp, MOKa He OyAeT BbI3BaHA MOJIb30BATEIEM M3 KOMAaHJIHOW CTPOKH,
KOMaHAHOro (haiiia Uik MporpaMMbl-paciucaHusl.

o «CkaHMpOBaHME Ha JIETy» — IOCTOSIHHAsI NMPOBEPKAa HA BUPYCHI
00BEKTOB, K KOTOPBIM MIPOUCXOAUT OOpaItieHue (3amycK, OTKPBITHE, CO3TaHNE
U T. I1.). B 3TOM pexume aHTUBUPYC MOCTOSTHHO aKTUBEH, OH MPUCYTCTBYET B
HNaMsITH «PE3UICHTHO» U MPOBEPSET 0OBEKTHI O€3 3ampoca MoJib30BaTelIsl.
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Knaccugurkayusa anmugupychnovix npozpamm

CaMbiMu  TIOMYJISIpHBIMH =~ U d(PPEKTUBHBIMH ~ aHTUBUPYCHBIMH
nporpaMMaMu  SBJISIOTCS  aHTUBHpycHble  ckaHepbl, CRC-ckanepsr
(peBuzophl). CyllleCTBYIOT TakK€ aHTUBUPYCHI  OJOKUPOBIIMKHA U
UMMYHHU3ATOPHI.

Ckanepot. lpuamun paboThl aHTUBUPYCHBIX CKaHEPOB OCHOBAaH Ha
IpoBepKe (HaiyioB, CEKTOPOB M CHCTEMHOW IMaMSATH M IOMCKE B HHUX
W3BECTHBIX W HOBBIX (HEHM3BECTHBIX CKaHepy) BupycoB. [l moucka
M3BECTHBIX BUPYCOB HCIOJB3YIOTCS TaK Ha3bIBaeMble «MacKu». Mackoi
BHUpyCa SBJISETCS HEKOTOpas MOCTOSHHAs I10CJIeIOBAaTEILHOCTh KOJa,
cnenuduyuHas I 3TOro KOHKPETHOTO BUpyca. Eciii BHpyC HE COAEPKUT
MOCTOSSHHOM MacKW WJIM JIJIMHA 3TOW MAacKH HEJIOCTaTOYHO BEIIMKA, TO
UCIIONB3YIOTCS Jpyrue MeTonapl. [IpuMepom Takoro MeToja SBISETCS
AITOPUTMHYCCKHUM S3BIK, OINMCHIBAIOIIUA BCE BO3MOJKHBIC BapHAHTHI
KOJIa, KOTOPBIE MOTYT BCTPETHTHCS IPH 3apaKeHWH ITOJ00HOTO THIIA
BUpyCOM. Takoil MOJIXO0J HCIOJIb3YETCS] HEKOTOPHIMA AHTUBUPYCAMHU IS
JIETEKTUPOBAHUS TTOTUMOP(UK-BUPYCOB.

Bo MHOrumx ckaHepax UCIOJB3YIOTCA TaKXe  aJrOpPUTMBI
«OBPUCTUYECKOTO CKAaHMPOBAHUA», T. €. AHAIU3 IMOCIEI0BATEIHLHOCTH
KOMaHJl B TMPOBEpPSEMOM OOBEKTE, HA0Op HEKOTOPOM CTAaTUCTHKU H
OPUHATHE PEIICHUS i1 KaXJI0ro MnpoBepseMoro oobekTa. ITockonbky
ABPUCTUUYECKOE CKAaHUPOBAHUE SBJISIETCSI BO MHOTOM BEPOSITHOCTHBIM
METOJIOM TMOMCKa BUPYCOB, TO HA HErO PaclpOCTPAHAIOTCS MHOTHE 3aKOHbI
TEOpUM BeposATHOCTEH. Hampumep, dem BbIlI€ MPOLIEHT OOHAPYKUBAEMBIX
BHUPYCOB, T€M OO0JBIIIE KOJTUIECTBO JOKHBIX CpabaThIBaHUH.

CkaHeppl TaKKe€ MOXKHO pa3eiWTh Ha JBE KATCrOpuM —
«YHUBEPCATBHBIC» U «CHEIUATM3UPOBAHHBIC». YHHUBEPCAIBHBIE CKAaHEPHI
paccuuTaHbl Ha TMOUCK U OOE3BpPEKMBAHUE BCEX THUIIOB BHUPYCOB BHE
3aBHUCHUMOCTH OT ONEPallMOHHON CUCTEMBI, Ha pPabOTy B KOTOPOMl paccuuTaH
ckanep.  CrneuuManu3MpoBaHHBICE  CKaHEpbl  NpeJHA3HAYCHbl IS
00€3BpEKMBAHUSI OTPAHUYCHHOIO YHCJIa BUPYCOB WM TOJBKO OJHOTO HX
KJ1acca, HalpyuMep MaKpOBUPYCOB.

CkaHeppl TakKe JENAITCd Ha  «PE3UJACHTHBIE» (MOHHUTOPHI),
NPOU3BOJAIIME CKAHHUPOBAHUE «HA JIETY», U  «HEPE3UJCHTHHICY,
o0ecreurBarole MPOBEPKY CHCTEMBbI TOJBKO MO 3ampocy. Kak mpasuro,
«PE3UJICHTHBIC» CKaHEpbl O00eCTeUnBaOT 0Oo0jiee HAASKHYIO 3allUTy
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CHCTEMBI, TTIOCKOJIbKY OHM HEMEJICHHO pearupyroT Ha TOsBICHUE BUpYCa, B
TO BpeMsl KaK «HEPE3UJICHTHBIIN) CKaHep CIOCOOEH OIMO3HATh BUPYC TOJBKO
BO BpEMsi CBOEIr'0 OYEPETHOTO 3aITyCKa.

K  nmocromHcTBaM  CKaHEpOB  BCEX  TUIIOB  OTHOCHUTCS  UX
YHUBEPCAIbHOCTh, K HEAOCTAaTKaM — pa3Mephbl aHTUBUPYCHBIX 0a3, KOTOPHIC
CKaHepaM MPUXOJUTCS XPAaHUTh U MOMOJIHIThH, 1 OTHOCHUTEIHHO HEOOIbIIas
CKOPOCTb ITOUCKA BUPYCOB.

CRC-ckanepor. Ilpunmun pabotrei CRC-ckanepoB OCHOBaH Ha
nojicuere CRC-cyMM (KOHTPOJIbHBIX CyMM) ISl IPUCYTCTBYIOIIMX HA JIMCKE
daitnos/cucteMHbIX cekTOpoB. T CRC-CcyMMBI 3aTeM COXpaHstOTCs B Oa3e
JTAHHBIX aHTUBUpPYCA, KaK, BOPOYEM, M HEKOTOpas apyras uHQopmaIus:
JUHbL  GalaoB, JaThl WX TocienHer wMoaudukaimuu u T. A. llpu
nocnenytomieM 3amycke CRC-ckaHepbl cBepsIOT JaHHbBIE, COAepKaIiecs B
0a3e JaHHBIX, C pEAIbHO TMOJCYMTAHHBIMM 3HaYeHUSAMH. Ecim
uHdopmaruss o aiiie, 3amMcaHHas B 0a3e JIaHHBIX, HE COBIAJACT C
peanpbHbIMU 3HaueHUsIMH, TO CRC-ckaHepbl CHTHAMM3UPYIOT O TOM, YTO
(aiin ObUT U3MEHEH WIN 3apa’K€H BUPYCOM.

CRC-ckanepbl,  HCHOJNB3YIOIIME  «AHTH-CTEIC»  AITOPUTMBI,
pearupyrotr mnpaktuuecku Ha 100 % BuUpYcOB cpa3y Mmocliie MNOSIBICHUS
MU3MEHEHU Ha KOMIbIOTEpE. XapaKTepHbIM HEAOCTATOK STUX aHTHBUPYCOB
3aKJII0YAeTCs B HEBO3MOXXHOCTU OOHApy>KEHHsI BUPyCa C MOMEHTa €ro
NOSIBJICHUSI M JI0 T€X IOp, MOKa He OyAyT MpOM3BENCHbI U3MEHEHUS Ha
komnbtotepe. CRC-ckaHepbl HE MOTYT ONPENEIUTh BUPYC B HOBBIX (paitinax
(B DJIEKTPOHHOM MOYTE, HA JUCKETaX, B BOCCTAHABIMBAEMbIX (haiyiax WM
Opy pacnakoBke (ailyioB M3 apxuBa), MOCKOIbKY B HMX 0a3ax JaHHBIX
OTCyTCTBYeT MH(pOpMaIus 00 3Tux (ainax.

bnokupoewuku.  AHTUBUpYCHBIE  OJIOKMpPOBIIMKA  —  3TO
PE3UJICHTHBIC  TMPOTrpaMMBbl,  MEPEXBATHIBAIOIINE  «BUPYCOOMACHBIC)
CUTyalluu U cooOIiaromuye o0 3ToM MoJib3oBarento. K «BUpycoomacHbIM»
OTHOCSITCSI BBI3OBBI Ha OTKPBITUE JUISl 3allMCH B BBIMOJHAEMbIC (ailibl,
3aMKUCh B 3arpy304HBIM CEKTOp AMCKA M Jp., KOTOPbIE XapaKTEpHbI s
BUPYCOB B MOMEHTBI X PA3MHOKECHHUSI.

K nocromHcTBaM OJOKHMPOBIIMKOB OTHOCHUTCSI HUX CIIOCOOHOCTH
oOHapyXuBaTh M OJIOKUPOBAaThH BHUPYC HA CaMOW paHHEH CTaguM €ro
Pa3MHOXXEHHSI, UTO, KCTaTH, ObIBACT OYEHB MOJIE3HO B CIy4asx, KOTJa JaBHO
M3BECTHBIN BUPYC TOCTOSSHHO aKTUBU3UPYETCS.
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Hmmynuzamopor. VIMMvyHU3aTOpbl  ACNATCA HAa JBa  TUIA!
UMMYHH3ATOpbI,  COOOIIAIONIME O  3apPAKEHUM, MW  HWMMYHHU3AaTOPBI,
OJIOKUPYIOIIIHE 3apaKCHUE KaKUM-JIMOO TUTIOM BHUpYCA.
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Daxkmopul, onpedenaoujue Kauecmeo AHMUGUPYCHBIX NPOZPAMM

KauecTBO aHTUBHPYCHOW MTPOTrpaMMBbl OIIPEAEIISAETCS HECKOIbKUMU
(akTOpamu, NEPEYUCINM UX IO CTETICHU BaXKHOCTH:

e HanexHocts 1 ya00CTBO pabOTBl — OTCYTCTBHE «3aBUCAHUID)
aHTUBUPYCA M MPOYUX TEXHUYECKUX MpoOjieM, TpeOYyHIUX OT
NO0JIb30BaTEN CHEUUAIBHON MOATOTOBKH.

e KauectBO OOHAapyXEHUSI BHUPYCOB BCEX paCIpPOCTPAHEHHBIX
TUIIOB, CKAHUPOBAHUE BHYTPH (PAISIOB-TOKYMEHTOB/Ta0JINLI, YITaKOBAHHBIX
U apXMBUPOBAHHBIX (ailioB. OTCYTCTBUE <IOXKHBIX CpaOaTbIBAHUN.
B03MOXHOCTB JiIedeHHUs 3apaXKEHHBIX OOBEKTOB.

e (CymlecTBOBaHME BEpCHUW AHTUBHpYCA MOJl BCE IMOMYJISIPHBIC
tatdopmel (DOS, Windows, Linux u T. 1.).

e B03MOXXHOCTb CKAHUPOBAHHUSI «HA JIETY.

e (CylllecTBOBaHUE CEPBEPHBIX BEPCUl C BO3MOXKHOCTBIO H
aIMUHUCTPUPOBAHUS CETH.

e  CkopocTb paOoTHI.

2.4. IIpopmiakTka KOMIBIOTEPHBLIX BUPYCOB

OgHuM U3 METOJ0B OOpbOBI C BUPYCAMH SIBISICTCS, KaKk U B
MEIUIMHE, CBOEBpeMeHHas npoduiiaktrka. KomnbrotepHas npoduiakTuka
npeanoyiaraeT  CoOJMIOJCHHE  MpaBuil  («KOMITBIOTEPHON  TUTHEHBI»),
MO3BOJISIOIIMX 3HAYUTEIBHO CHU3UTH BEPOATHOCTh 3apaKEHUSI BUPYCOM U
NOTepy KaKuX-MuO0 JaHHBIX. [IpoduinakTika KOMMBIOTEPHBIX BHUPYCOB
HAYMHAETCS C BBISABIICHUSA NyTEM NPOHUKHOBEHUS BHUPYCa B KOMIIBIOTEP U
KOMITbIOTEPHBIE CETH.

Xapaxkmepucmuka nymeil npOHUKHOGEHUA GUPYCOE
6 Komnviomepol
PaccmoTpyM  OCHOBHBIE MyTM  IPOHMKHOBEHUSI BHUPYCOB B
KOMITBIOTEPHI ITOJIB30BATEIIEH:
['1o6anbHbIEC CETU — DJICKTPOHHAS MOYTA.
DiekTpoHHbIC KOH(DepeHmH, daiiia-ceprepsl ftp.
[Tuparckoe mporpaMmmHoe oOecrieueHue.
JlokanbHBIE CETH.
[lepcoHasibHbIE KOMIIBIOTEPHI «OOIIIETO TTOHL30BAHUS.
CepBuCHBIE CITYKOBI.

oo~ wdE
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I'nooanvnwie cemu — nexkmponnas nouma. OCHOBHBIM UCTOYHUKOM
BUPYCOB HA CErOJHAIIHUMA JIEHb SIBJIAETCA TioOalibHas ceTh HHTepHeT.
HauOomnbliiee 4YuCio 3apakeHUd BUPYCOM MPOUCXOAUT MpPU OOMEHE
QJIGKTPOHHBIMH ~ TUChbMaMH  4epe3  IMOYTOBbIe  cepBepbl  E-mail.
ITonp30Batenb MOJIy4aeT »JJICKTPOHHOE IIMCBMO C BHUPYCOM, KOTOPBIiA
aKTUBHU3UpYETCs (MpUYEM, Kak MPaBUIIO, HE3aMETHO I TOJb30BaTENIs)
nocJjie mpocMoTpa ¢aiiaa-BiI0KEHUsI 3JIEKTPOHHOro mnucbma. Ilocie storo
BUpPYC (CTEJNC) BBIMOJHSAECT cBoM (yHKIMU. B mepByro ouepenb, BUPYC
«3a00TUTCSI» O CBOEM Pa3sMHOXKEHHUHU, [Ji1 D3TOro  (QPOpMHUPYIOTCS
AJIEKTPOHHBIE MTMCbMa OT UMEHU IMOJIb30BATEINS 110 BCEM aJIpecaM aJIpecHOMN
KHUTHU. Jlanee uaer uenHas peakuus.

Jlokanvhbte cemu. JIpyroii myTh «OBICTPOIO 3apaXKEHUsD» — JIOKAIbHBIC
cetu. Ecnu He mpuHUMATh HEOOXOIMMBIX MEp 3alllMThI, TO 3apa’KeHHas
paboyasi CTaHIUsA TPU BXOJE B CETh 3apa)kaeT OJIMH WM HECKOJbKHUX
caykeOHbIX (haiyioB Ha ceppepe. Jlamee monb3oBaTeNM MPU OYEPEIHOM
MOJKJIFOYEHUHM K CETH 3aIlyCKaloT 3apakeHHbIC (haiijibl C cepBepa, U BUPYC
TaKUM 00pa3oM MOJIy4aeT JOCTYH Ha KOMITbIOTEPHI TIOJIb30BATENICH.

Ilepconanvuvie Komnviomepovt «odugezo noavoeanus». ONacHOCTDH
OPEJICTaBISAIOT TAaKKE  KOMIIBIOTEPHI, YCTAHOBJEHHBIE B  y4EOHBIX
3aBefieHUIX. Eciiu oAMH U3 CTYJEHTOB MPUHEC HA CBOMX JAMCKETaX BUPYC U
3apa3uil Kakou-1n0o y4eOHbIH KOMITBIOTEP, TO OYEpPEAHOU BUpYC Oyner
T'YJISITh 110 BCEMY Y4EOHOMY 3aBEJICHUIO, BKIIIOYAsl JIOMAIIIHUE KOMIBIOTEPHI
CTYJICHTOB U COTPY/IHUKOB.

IHupamckoe npocpammnoe ooecneuenue. HenerampHple Kovu
IpPOrpaMMHOTO OOECIEUEHHs, KaK 3TO ObUIO BCETAa, SIBJSIOTCS OJHOW W3
OCHOBHBIX «30H pHCKa». YacTo MNHpaTCKUe KOMUM  Ccojiepkar (aiiibl,
3apa’K€HHbIE CaMbIMH Pa3HOOOpa3HBIMM THUNaMU BHUpPycoB. HeoOxomumo
MOMHHTB, YTO HU3Kasi CTOMMOCTb MPOrpaMMbl MOXKET JOPOTO0 OOOUTHUCH MPHU
NOTEPE JaHHBIX.

Cepesucnule ciysrcowvl. JIoCTaTOUHO PEJIKO, HO JO CHUX IIOp BIIOJIHE
pealbHO 3apa)K€HHWE KOMIbIOTEpAa BHPYCOM IMPU €ro PEMOHTE WU
IpOPUIAKTUUECKOM OCMOTPE B CEPBUCHBIX LIEHTPAX.

Hpaeufm 3auiumbsl Om KOMRbIOMEPHBIX 6UPYCOB

YuureiBas BO3MOKHBIC IMIYyTH INPOHUKHOBCHUS BHUPYCOB, IIPUBCIACM
OCHOBHBIC ITpaBHJIa 3alIUTBI OT BUPYCOB.
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BHUMaTENbHO OTHOCUTECH K IIpOrpaMMaM U JOKYMEHTaM, KOTOpPbIe
nojiyyaere u3 rnodanmbHbIX cereil. [lepen Tem, kak 3amyctuth (aitin Ha
BBITIOJTHCHUE WM OTKPBITh JOKYMEHT/TaONuIly, 00sS3aTeIbHO MPOBEPHTE
€ro Ha HaJU4Iue BUPYCOB.

HcnonpayiiTe crieluan3upoBaHHbIE aHTUBUPYCHI JUIS MMPOBEPKH «HA
aery» (manpumep, SplDer Guard u3 makera Dr. Web u ap.) Bcex aiinos,
OPUXOJAIIUX 110 AIEKTPOHHOU nouTe (M u3 MIHTepHeTa B LIEJIOM).

Jlis  yMmeHbIIEHHUs  pUCKa «3apa3uth» (Gaia Ha  cepBepe
aJMUHUCTpATOpaM CeTel cJeayeT aKTUBHO HCIOJIBb30BaTh CTaHIAPTHHIC
BO3MOXHOCTH  3alllUTBI  CETH, TaKuWe KakK: OrpaHdyYeHue IIpaB
MOJIL30BaTENCH; YCTAHOBKY aTpHOYTOB «TOJILKO HA YTEHHE» WM «TOJIbKO
Ha 3aIyCK» JJIs BCEX BBITIOJIHAEMBIX (ailiioB (K COXKaJIEHUIO, 3TO HE BCera
OKa3bIBaCTCS BO3MOKHBIM) U T. [I.

Perynspro mpoBepsiiTe cepBep OOBIYHBIMA  AHTUBUPYCHBIMU
nporpaMmmamH, Uil yI00CTBa U CUCTEMHOCTH MCIIONBb3YUTE TIIaHUPOBITUKH
3aJIaHUM.

[lenecooOpa3HO 3amyCTUTh HOBOE MPOTPaMMHOE OOecreueHrue Ha
TECTOBOM KOMITBIOTEPE, HE MOAKIIOUYEHHOM K OOIIEH CeTH.

Hcnonb3yiite JULIEH3UOHHOE POrpaMMHOE obecrieueHue,
npuoOpeTeHHOe Yy 0(UIIMATIbHBIX MPOAABIIOB.

JHucTpuOyTUBBI KOMUI MPOTPAMMHOr0 oOecredyeHus (B TOM YHUCIie
KOMNUI ONEpallMOHHON CUCTEMBbI) HEOOXOAUMO XPAaHUTh Ha 3allUIIEHHBIX OT
3aMUCH JTUCKaX.

[lonp3yliTeCh ~ TOJMBKO ~ XOPOIIO  3apEKOMEHIIOBABIIMMH  CeO0st
UCTOYHUKAMU MIPOrpaMM U Npoyux ¢Gansos.

[TocTosstHHO OOHOBIISITE BUPYCHBIE Oa3bl MCIOIB3YEMOTIO aHTUBHUPYCA.

CrapaiiTech HE 3allyCKaTh HENPOBEPEHHBbIC (aiiyibl, B TOM YHCIIE
MOJTy4YEHHBIE U3 KOMIbIOTEpHOU ceTu. llepen 3amyckoM HOBBIX MPOTrpaMMm
00s13aTEIbHO MTPOBEPHTE UX OJTHUM UM HECKOJIBKUMHU aHTUBUPYCAMHU.

OrpanuybTe (110 BO3MOXKHOCTH) KPYT JIMII, AOIYIIEHHBIX K paboTe Ha
KOHKPETHOM KOMIIBIOTEPE.

[lonmb3yiiTech yTUIMTaMU TIPOBEPKH  IIEJIOCTHOCTH WHGpOpMAaIIUH.
Takue yTUIMTBI COXPaHSIOT B CHEIMAILHBIX 0a3ax JAaHHBIX HHGOPMAIUIO O
CUCTEMHBIX OO0JIACTSIX JHUCKOB (WM IIEIMKOM CHCTEMHbIE 00JIacTH) U
uHpopmaimo o dainax (KOHTPOJIbHBIE CYMMBI, pa3Mephl, aTpuOyThI, AaThl
nocieaHer mogudukauu (hauIoB H T. 1.).
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[lepuonuueckn coxpaHsSIUTE Ha BHEUIHEM HocuTene (Qaiibl, ¢
KOTOPBIMU BeeTCs padoTa.

ITpu pa6ote ¢ Word/Excel BkirounTe 3aIiuTy 0T MaKpOCOB, KOTOPas
cooOIaeT O TPUCYTCTBUU MakKpoca B OTKPHIBAEMOM JIOKyMEHTEC H
IPEOCTABIIICT BOBMOXKHOCTD 3allPETUTh 3TOT Makpoc. B pe3yibraTte Mmakpoc
HE TOJILKO HE BBITTOJIHACTCS, HO M He BujieH cpeacTBamu \Word/Excel.

Oonapyscenue maxkposupyca

XapaKTepHBIMH MTPOSBICHUSIMH MAaKPOBUPYCOB SIBJISTFOTCS:

e Word: HEBO3MOXXHOCTh  KOHBEPTHPOBAaHUS  3apa’kKCHHOI'O
nokymenTa Word B npyroii ¢popmar;

e Word: 3apakennsle (aiipl uMmetorT dopmar Template (mabmon),
IOCKOJNBKY TIpu  3apaxkeHur \WOrd-Bupychl KOHBEPTHPYIOT (haiiibl M3
dopmara Word Document 8 Template;

e Excel/Word: B STARTUP (ABTO3arpy3Kka)-KaTayiore
NPUCYTCTBYIOT «IIOCTOPOHHHEY (hailibl;

e Excel: namuune B Kuaure (BOOK) nuimHuX W CKpBITBIX JIMCcTOB
(Sheets).

Jlis mpoBepKM CHUCTEMBl HAa TPEeIMET HaIW4YUs BHpPyca MOYKHO
UCTOJIb30BaTh MyHKT MeHI0 CepBuc/Makpoc. Eciam oOHapy>KeHBI «dyXue
MaKpOChD», TO OHU MOTYT NpHUHAJUIekKaTh BUpycy. OIHAKO 3TOT METOJ HE
paboTaeT B Clly4ae CTEJIC-BUPYCOB, KOTOpBIE 3alpeniaroT padoTy 3TOro
MYHKTa MEHIO, YTO, B CBOIO OYEPE/b, SIBJISIETCS JOCTATOYHBIM OCHOBAHHEM
CUUTATh CUCTEMY 3aPa’KECHHOMU.

MHorue BUpPYChl MMEIOT OMIMOKM WM HEKOPPEKTHO paboTaroT B
pasnmmunbix Bepcusx Word/Excel, B pesynasTate yero Word/Excel Bergaror
coob1ieHus o0 omuoke.

Eciu Takoe cooOllieHue MOSBISETCS MPU PEAAKTUPOBAHUM HOBOTO
JOKYMEHTa WJIA TaOJMIIbl U MPU ITOM 3aBEOMO HE HCIIOJIB3YIOTCSA KaKue-
au00 TOJB30BATEILCKUE MAKPOChI, TO 3TO TaKXKE MOXKET CIYXKHUTh
MPU3HAKOM 3apa’KEHUS CUCTEMBI.

CurHajioM o BHUpYycE SBISIOTCS W HW3MEHEHHMs B ¢aiinax u
cuctemHol konurypamuu Word, Excel u Windows. Muorue BUpychol TeM
WM UHBIM 00pa30oM MEHSIOT MYHKThI MEHIO, pa3pelialoT WK 3arpeniaroT
HEKOTOpble (PYHKIMH, YCTAaHABIMBAIOT Ha (Qaiiapl Taposib MNpU HUX
3apakeHuH. bosbilioe KOJINYeCcTBO BUPYCOB CO3/1a€T HOBBIE CEKIIMH W/ WIIN
oy B daitne kondurypamun Windows (WIN. INI).
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ECTEeCTBEHHO, 4YTO K TMPOSIBJICHUSM BHpPYyCa OTHOCATCS TAKUE
OueBU/IHbIC (DAKTHI, KakK IOSIBJICHUE COOOIICHWNA WU JUAJIOrOB C
JOCTaTOYHO CTPAHHBIM COJEP’KaHWEM WA Ha S3bIKE, HE COBIIAJIAIOIIEM C
SI3BIKOM ycTaHoBIeHHOH Bepcun Word/Excel.

Koumponwvusie sonpocwot no pazoey Ne2

1. KakoBbI XapaKkTepHbIE YePThl KOMIBIOTEPHBIX BUPYCOB?

2. JlaiiTe ompenenieHne MporpaMMHOTO BUpYyca.

3. Kakoii Bum BupycoB HauboJjiee pacnpoCTpaHSEMbId B
pacnpe/IelIeHHBIX BRIYUCITUTENBHBIX ceTsaXx? [Touemy?

4. Tlepeuncnure KiacCU(UKAIMOHHBIC MPU3HAKKA KOMITBIOTEPHBIX
BHPYCOB.

5. B uem 0cOOEHHOCTH pEe3UICHTHBIX BUPYCOB?

6. Ilepeunciure HECTPYKTUBHBIE BO3MOXKHOCTH KOMITBIOTEPHBIX
BHPYCOB.

7. Tloscaute camoimdpoBaHre U NOIMMOP(HUIHOCTH KaK CBOMCTBA
KOMIIBIOTEPHBIX BUPYCOB.

8. Ilepeuncnute BUIBI «BUPYCOMOAOOHBIX)» MPOrPAMM.

9. Tlosichure  MexaHW3M  (PYHKUMOHHPOBAHUS  «TPOSHCKOM
nporpamMmbl» (JIOTHYeCKOH OOMOBI).

10. TlosicHUTE MOHSTHS «CKAHUPOBAHUE HA JIETY» U «CKAHHUPOBAHUE
0 3ampoCy».

11. TlepeuncauTe BUAbl aHTUBUPYCHBIX MPOrPamMM.

12. OxapakTepu3yiTe aHTUBUPYCHBIE CKAHEPHI.

13. B yem 0COOEHHOCTU ABPUCTUUYECKUX CKAHEPOB?

14. Kakue QaxkTopsl  ONPENCNAIOT Ka4eCTBO  AHTUBUPYCHOMU
porpamMmmbl?

15. Tlepeunciute HamOosee PACIPOCTPAHCHHBIE MYTH 3apakeHUs
KOMIILIOTEPOB BUPYCAMHU.

16. TlepeunciuTe OCHOBHBIE MpaBWUJa 3alIUThl OT KOMIBIOTEPHBIX
BHPYCOB, MOJIy4a€MbIX HE U3 BHIYUCIUTEILHBIX CETEH.

17. XapakTepHble 4epThl MaKpOBUpPYCA.

18. Kak npoBepuTh CUCTEMY Ha HAJIMYKE MaKpoBHUpyca?

19. SlBnmsercss M HaMMUWE CKPBITBIX JUCTOB B EXcel mpusHakom
3apaKEHUs] MAaKPOBUPYCOM?

39



3. AHOOPMAIIMOHHASA BE3OITACHOCTD B
KOMIIBIOTEPHbBIX CETAX

3.1. O0mme cBeieHus1 0 0€30MACHOCTH B KOMIILIOTEPHBIX CETAX

OCHOBHOM OCOOCHHOCTBIO JIFOOOH CETEBOM CHCTEMBI SIBJIIETCS TO, UTO
€€ KOMIIOHEHTBI pacIpeieieHbl B IPOCTPAHCTBE U CBS3b MEXKAY HHUMHU
(U3NYECKN  OCYIIECTBISICTCS TPH TOMOIIM CETEBBIX COEAUHEHUM
(koakcuanbHbIN Kabeab, BUTas Napa, ONTOBOJOKHO U T. I1.) U MPOTPAMMHO
Opy TIOMOIIM MexaHu3Ma cooOmieHuid. I[Ipu 3ToM Bce ymnpaBlsolIne
COOOILIEHUSI U JIaHHBIE, NIEPECHUIAEMBIE MEXKIY O0BEKTAMH pacipeiesieHHOM
BBIUMCIIUTEIBHONW CUCTEMBI, IEPEAAOTCS IO CETEBBIM COCIMHEHUSIM B BUJIE
nakeroB ooOmeHa [10].

CereBble CHUCTEMBbI XapaKTEpHbI TE€M, YTO HapsJy C JIOKaJbHBIMU
yrpo3aMu, OCYIIECTBIISIEMbIMHU B MPEJEIaX OJHON KOMITBIOTEPHON CUCTEMBI,
K HUM TPUMEHUM CHelnuUUecCKHil BHUJ yIpo3, OOYCJIOBJICHHBIN
pacnpeIeieHHOCThI0 PECYpCcOB M MH(GOpMalMKM B MPOCTPAHCTBE. DTO TaK
Ha3bIBAEMbIE CETEBbIC WJIM YyAAJEHHbIE yrpo3bl. OHM XapaKTEepHBI, BO-
NEPBBIX, TEM, YTO 3JOYMBIIUICHHUK MOKET HAXOIUThCA 3a THICAYU
KUJIOMETPOB OT aTaKyeMOro OObEKTa, U, BO-BTOPBIX, TEM, YTO HamaJCHUIO
MOXXET TIO/IBEPraThCsi HE KOHKPETHBIM KOMIIbIOTEp, a HH(poOpMalus,
NEepEeNaromascs N0 CETeBbIM coelMHEHUSAM. C pa3BUTHEM JIOKAJIbHBIX U
INI00AJIbHBIX CETe MMEHHO YJAaJICHHbIC aTaKh CTAHOBSITCS JIMAUPYIOIIUMU
KaK 10 KOJIMYECTBY MOIBITOK, TAK U MO YCIEUIHOCTH WX NMPUMEHEHUS U,
COOTBETCTBEHHO, 00ecrieueHne O€30MaCHOCTH BBIYHMCIUTEIbHBIX CETEH C
TOYKM 3pEHHS TMPOTUBOCTOSHUS YyAAJICHHBIM aTakaM MpuoOpeTaer
NEPBOCTEIIEHHOE 3HAaYECHHUE. Crneuuduka pacnpeeIeHHbIX
BBIYHMCIIUTEILHBIX CHUCTEM COCTOUT B TOM, UYTO €CJIM B JIOKaJIbHBIX
BBIYMCIIUTENIBHBIX CETSIX HAan0OJIee YaCThIMU SIBJISIFOTCS YTPO3bl PACKPBITHS
U LEJIOCTHOCTH, TO B CETEBBIX CUCTEMAX HA NIEPBOE MECTO BBIXOAUT yrpo3a
OTKa3a B 0OCITYKUBaHUM.

Yoanennasa yepoza — noteHMaabHO BO3MOXKHOE MH(GOPMAIIMOHHOE
paspyliaroliee BO3ICHCTBUE HA PACIPENCICHHYI0 BBIYMCIUTEIBHYIO CETh,
OCYILIECTBIISIEMAasl MPOrPaMMHO IO KaHajgaMm CBSA3H. OJTO OIPENEICHUE

OXBaTBIBAET 00€ OCOOEHHOCTH CETEBBIX CHUCTEM — paclpeiesieHHOCTh
KOMIIBIOTEPOB W paclpeleieHHOCT, uH(popmaruu. Ilostomy mnpu
PacCMOTPCHHUH BOIIPOCOB nH)OPMAITHOHHOM 0e30macHOCTH
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BBIYMCIIMTEIBHBIX CETEN pacCcMaTPUBAIOTCS JIBa MOJBUJIA YIAJIECHHBIX YTPo3
— 3TO yoaneHHble Yy2P0o3bl HA UHEPACMPYKmMYPY U NPOMOKOIbL Cemu U
YyOanenHuvle y2po3vl HA MEN1eKOMMYHUKAUUOHHblEe cayxcobl. llepBbie
UCIIOJIB3YIOT YSI3BUMOCTH B CETEBBIX IIPOTOKOJIAX U UHPPACTPYKTYPE CETH, a
BTOPBIC — YSI3BUMOCTH B TEJIEKOMMYHHUKAIITMOHHBIX CITYK0aX.

Lenn cereBoM 0E€30MACHOCTU MOTYT MEHSTHCS B 3aBUCHUMOCTH OT
CUTyallid, HO OCHOBHBIC II€JIW OOBIYHO CBSI3aHBI C OOECIEYECHUEM
COCTaBJISIIOIINX «MH(OPMAITMOHHON 0€301IaCHOCTI:

1) 11e7I0CTHOCTH TaHHBIX;

2) KOH(DUICHIIMAILHOCTH JTAHHBIX;

3) JOCTYITHOCTH JTaHHBIX.

Ilenocmnocms  Oamnplx — OOHA W3  OCHOBHBIX  LEJEH
nH(OPMAIMOHHONW 0€30MacHOCTU CeTe - MperojiaraeT, 4To JaHHbIE HE
OBLIM U3MEHEHBI, OJAMEHEHbI WM YHUUYTOXKEHBI B MPOIIECCE UX TMepeadu
MO JIMHUSAM CBSI3M, MEXIY Y3J1aMH BBIUMCIWTEILHON ceTH. llenocTHOoCTh
JAHHBIX JIOJDKHA TapaHTUPOBAaTh UX COXPAaHHOCTh Kak B CiIy4ae
3JIOHAMEPEHHBIX ~ JCUCTBUM, Tak U  chydaiHocTel. (OobecrieueHue
[IEJIOCTHOCTH JIAHHBIX SIBJIIETCS OOBIYHO OJHOM M3 CaMbIX CIIOKHBIX 3a]1a4
CeTeBOM OE30MaCHOCTH.

Konguoenyuanonocmos oannvix — BTOpasi TIABHAS LENb CETEBOM
oe3omnacHocTy. [Ipu nHPOPMAIIMOHHOM OOMEHE B BBIYMCIMUTEIILHBIX CETAX
0OJIBIIOE KOJUYECTBO HH(OpPMAlMM OTHOCUTCS K KOH(PHUACHIIMAIBHOM,
HaTmpumep, JUdHasg HHPopMalus MOoJIb30BaTeNel, YyUeTHbIE 3anucy (MMeHa
Y TIAPOJIN ), TAHHBIE O KPEAUTHBIX KapTax u Jp.

Jlocmynnocmb OaHHbIX — TPEThs 11eJb 0€30MaCHOCTH JIaHHBIX B
BBIYHCIIUTENBHBIX CETSIX. OYHKIUSIMU BBIYUCIUTEIBHBIX CETEU SIBIISFOTCS
COBMECTHBIN JOCTYIl K alMapaTHbIM M MNPOTPaMMHBIM CPEJICTBAM CETH U
COBMECTHBIM  JocTynm K JaHHbIM. Hapymienue uHdopmaimoHHON
0€30IacCHOCTH KaK pa3 U CBsi3aHa C HEBO3MOXKHOCTHIO peaiM3allid ITUX
GyHKIUN.

B nokanbHOM ceTH JOKHBI OBITh JOCTYIHBI: TIPUHTEPHI, CEPBEPHI,
pabouune CTaHIMH, TaHHbIE TOJIb30BaTeNIeH U Jp.

B rnoGanbHBIX BBIUUCIUTEIBHBIX CETSAX JOJDKHBI OBITH JTOCTYITHBI
UH(OPMAITMOHHBIC PECYPCHI U PA3IUYHBIE CEPBUCHI, HAIPUMEP, MOYTOBBIN
cepBep, cepBep JTOMEHHBIX HMEH, Web-cepBep | Jp.
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[Ipu paccMOTpeHUH BOIIPOCOB, CBSI3aHHBIX C HMH(POPMAIIMOHHON
0€30MacHOCThIO, B COBPEMEHHBIX BBIUMCIMTEIBHBIX CETAX HEOOXOIUMO
YUUTHIBATH CIACAYIONMINE (PAKTOPHI:

® I00aJNbHYIO CBSA3aHHOCTH;

®  Pa3HOPOJIHOCTH KOPIOPATUBHBIX HH(POPMAIIMOHHBIX CHCTEM;

®  pacHpocTpaHEHUE TEXHOJIOTHH «KJIUEHT/CEPBEP».

[IpuMeHuTETPHO K CHCTEMaM CBs3M Tj00ajibHash CBSI3aHHOCTH
O3HAYaeT, YTO PeYb HACT O 3allUTe CeTeH, IMONB3YIOIINXCSI BHEITHUMHU
cepBucaMu, OCHOBaHHbIMU Ha Tporokojax TCP/IP, u npemocTaBistonux
aHAJOTUYHBIC CEPBUCHI BOBHE. BechbMa BEpOSTHO, YTO BHEIIHHE CEPBUCHI
HaXOMATCS B APYTMX CTpaHax, MO3TOMY OT CPEACTB 3aIllUuThl B JTaHHOM
ciydyae  TpeOyercs — ClelOBaHME  CTaHAapTaM, TPU3HAHHBIM  Ha
MEXKIyHApOIHOM YpoBHE. HalmoHambHBIC TpaHUIIb, 3aKOHBI, CTAHAAPTHI HE
JOJKHBI TIPEMSATCTBOBATH 3AIIMTE MOTOKOB JaHHBIX MEXTY KIUCHTAMH U
CepBEpaMH.

N3 ¢akrta 100adbHON CBSI3aHHOCTH BBITCKAET TAKXKE MEHbBIIAsA
3 peKTUBHOCTh Mep (PU3NUECKOHN 3alUThI, O0IIee YCIOKHEHUE MPodIIeM,
CBSI3aHHBIX C 3alIUTON OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa, HEOOXOIUMOCTD
NPUBJICUCHUS JJI UX PEIICHUS] HOBBIX IPOIPAMMHO-TEXHUYECKUX CPEJICTB,
HaIpUMep, MEXKCETEBBIX SKPAHOB.

PasHopomHOCTE ammapaTHeIX M MPOrpaMMHBIX IiatdopM TpedyeTr oT
U3rOTOBUTENEN CPEICTB 3alIUTBl  COOJIIOJICHUS ONPEIETICHHON
TEXHOJIOTUYECKON AUCUMIUIMHBL. BaXHbl HE TOJBKO YHCTO 3alllUTHBIC
XapaKTePUCTUKA, HO H BO3MOXKHOCTb BCTpaMBaHUSl OSTUX CHUCTEM B
COBPEMEHHBIE KOPIHOpaTUBHbIE HWH(POPMAIIMOHHBIE CTPYKTYypbl. Eciu,
HaImpumep, NPOAYKT, MPeTHA3HAUYCHHBIN JIJIs1 KpUNITOrpaduuecKon 3aIiuThl,
criocobeH (QyHKIIMOHMPOBATh HCKIOYUTENbHO Ha Iwiardopme Wintel
(Windows+Intel), To ero mnpakThueckas PHUMEHUMOCTb BBI3bIBACT
CEpbE3HBIE COMHEHUSI.

KopnopatuBHble ~ MHGOPMAllMOHHBIE  CUCTEMBbI  OKa3bIBAIOTCS
Pa3HOPOJHBIMU €III€ B OJJHOM Ba)KHOM OTHOIIIEHHWU — B PA3HBIX YACTAX ATUX
CUCTEM XpaHsATCS U 00pabaThIBAIOTCS JaHHBIE pa3HOM CTEMEHU BaXXHOCTH U
CEKPETHOCTH.

Vcronb30BaHusl TEXHOJOTHU «KIMEHT/CEPBEP» C TOUKH 3PEHUS
nHGOPMAIIMOHHON 0€301MacCHOCTH UMEET CIISIYIOIINE OCOOCHHOCTH:
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® KaXIbli CEPBUC HMMEET CBOIO TPAKTOBKY TIJIABHBIX aCIIEKTOB
HH(pOpMaIIOHHOM 0€30MacHOCTH (ToCTymHOCTH, 1IEJIOCTHOCTH,
KOH(UICHIIUAIBHOCTH);

®  KaXIbIM CEPBHUC MMEET CBOIO TPAKTOBKY MOHITHH CyOBEKTa U
00BEKTA;

®  KaXJIbIi CEPBUC UMEET CIeU(UISCKUE YTPO3BI;

® B KaXJbIH CEPBUC HYXKHO TI0-CBOEMY aIMUHUCTPUPOBATD;

e cpeacTBa 0€30MaCHOCTH B KaXbIi CEPBUC HY)KHO BCTPaWBATh
0-0cO00OMYy.

Cneyugura cpeocme 3auiumsl 6 KOMHbIOMEPHBIX CEMAX

OCOOCHHOCTH BBIYHUCIHMTEIBHBIX CETEHM W, B TEPBYI OYepeb,
rJI00ATbHBIX, NPEIONPENCIIIOT ~ HEOOXOAMMOCTh  HCIOJIB30BaHUS
crien(PUIecKux METOJIOB M CPEICTB 3aIlUThI, HATIPUMED:

®  3aIWTAa MOJIKIIOYCHUN K BHCITHUM CETSIM;

®  3alUTa KOPIOPATUBHBIX INMOTOKOB JAHHBIX, IMEpeIaBaeMbIX IO
OTKPBITHIM CETSIM;

®  3aIUTa MOTOKOB JAHHBIX MEXYy KJIMECHTaMH U CEpBEpaMU;

e o0OecrieueHne OE€30MACHOCTH PACTPEICIICHHON MPOTrPaMMHOMN
Cpepl;

e 3amWTa BAXHEHUIINX CcepBHCOB (B mepByro ouepens Web-
CEpBHCA);

B nocnennee BpeMsi Bce yeTdye MpOCMaTPUBACTCA HE3AIUILIEHHOCTD
BBIYUCIIUTENBHBIX CETEH OT r100aIbHBIX aTakK.

3.2. CeTeBble MOIE/IH NEPeAAYN TAHHBIX

Ionamue npomokona nepedauu 0aHHbIX

O6men undopmarment Mmexxay 9BM Ha OOJbIIMX PacCTOSIHUSX BCEraa
Kazajcs Oojee BaKHOM 3ajadueld, 4eMm JIOKajdbHbIA oOMeH. [loatomy emy
yIEIUIOCh OOJbllle BHUMAHUS M, COOTBETCTBEHHO, BEJIOCH OOJbIlIee
¢buHaHCUpOBaHWE BO MHOTMX cTpaHaX. OJWH W3 HEMHOTUX OTKPBITHIX
ITPOECKTOB o VICCIIEIOBAHUIO BBIYMCIIUTEIbHBIX ceTe,
¢bunancupoBaBmmiics BoeHHbIM BemomctBoM CIIIA, wu3BecTeH mOf
naspanueMm cethb ARPA - Advanced Research Projects Agency. C camoro
Hayvajia B paMKax 3TOr0 MPOEKTa BETUCH PA0OTHI IO O0BEAMHEHHUIO PECYPCOB
MHOTHX BBIYUCIUTEIBHBIX MAIIUH pa3mudHoro tuma. B 1960 — 1970-e roamr
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MHOTHE PEe3yJIbTaThl, MOTYyUYECHHbIE NpU dKcIutyaTauuu cetu ARPA, Obun
OITyOJINKOBAaHbl B OTKPBITOM Me€YaTh. ITO OOCTOATENHCTBO, a TAKKE TOT
(aKT, UYTO TOYTH BCE CTpPaHbl 3aHSJIUCh MPAKTUYECKHA  CIICTIBIM
KOIUPOBAHUEM HE TOJILKO aNlapaTHOW AapXUTEKTYpPhl aMEPUKAHCKUX
MallvH, HO U 0a30BOro0 MPOrpaMMHOr0 00ecrieyeHusl, 00yCIOBUIIM CUIIBHOE
Biusinue cetu ARPA Ha MHOrue apyrue cetd, UMEHHO MO3TOMY IPHUHSITO
cuntath, 4yTo cetb ARPA sBisercs npeamecTBEHHULIEH 3HAMEHUTOU
BCEMUPHOW KOMITBIOTEPHOU ceTu MIHTEpHET.

OcHOBHOI 3a/1aueil ceTeBoil OOIIECTBEHHOCTH SIBUJIach pa3padoTka
IPOTOKOJI0B 0OMeHa nH(popmanuen. J1a 3aja4a COBEPIICHHO CIIPABEAJIMBO
MPEACTaB/sUIACh BaKHEHINEH, TMOCKOJIbKY HACTOSTENBHO TPEOOBAIOCH
3aCTaBUTh MOHUMATh JAPYT JIPyra KOMIIBIOTEPHI, 00JaJaBIINE Pa3TUYHOM
apXUTEKTypOl UM MporpaMMHbIM  oOecrnieuenueM. [lepBoHaudanbHO
pa3pabOTYMKK MHOTOYHMCIIEHHBIX KOPHOPATUBHBIX CETEW OTOBAPHUBAIIUCH
O BHYTPEHHHUX MPOTOKOJaX MH(OPMAIMOHHOTO OOMEHA B CBOMX CETSX.
Huxkako# crangaptuzanuu He Obu1o. Ho yxke B 70-¢ ToabI crienuaiuctaM
CTaJO COBEPUIEHHO SICHO, YTO CTaHJApPTH3alUsl HeoOXoauMa U Hen30eKHa.
B otu rompl men OypHBIA TIpoOLIECC CO3/1aHHUS MHOTOUYUCIICHHBIX
HAllUOHAJIBHBIX M MEXAYHAPOJIHBIX KOMHUTETOB W KOMHUCCUH TIO
CTaHJApTU3allMd MPOrPAMMHBIX M ammnapaTHBIX CPEACTB B 00JacTH
BBIYUCIIUTEILHON TEXHUKUA U UH()OPMAIITMIOHHOTO OOMEHa.

B o0mem cnyyae npomokon cemesozo oomena ungopmavueit
MOKHO ONpENEINTh Kak IepedeHb (POopMaToB IepeaBacMbIX OJIOKOB
JTAHHBIX, a TaK)Xe MpaBUJI UX OOpPaOOTKH M COOTBETCTBYIOIIMX JCHCTBHIA.
Jpyrumu  ciioBamH, TPOTOKOA OOMEHa JaHHBIMM — 3TO MOJApoOHas
MHCTPYKLIUA O TOM, KAaKOro THIa UHQOpMAaIUsl NepeAacTcss MO CETH, B
KaKkoM TIOpsiIke 00padaThIBAIOTCS JIaHHBIE, a Takke Ha0op TMpaBUII
00pabOTKM ITUX JTAHHBIX.

YernoBek — oneparop KOMITBIOTEPA, BKIFOYEHHOTO B CETh, TEM HIIM UHBIM
CHOCOOOM, HaIlpUMEp, C MOMOIIBIO MPOrpaMM-TIPUIIOKEHUH, (popmMupyer u
NepesaeT Mo CETH COOOIICHMSI, TPeTHA3ZHAYCHHBIC JJIs APYTUX JIIOJIeH WU
KOMITbIOTEPOB. B OTBET OH Takke OXHUIACT MOCTYIUICHUS cooOIieHus. B
TOM CMBICJIE COOOLIEHUE MPECTABISIET COOOW JIOTMYECKH 3aKOHUEHHYIO
nopuuto MHGOpPMaIMK, TPETHAZHAYCHHYIO ISl MOTPEOJICHUST KOHEYHBIMU
TTOJIL30BATENSIMU — YEJIOBEKOM WJIM TIPUKJIAAHOM ITporpammon. Hanpumep, 31o
MO>KeT ObITh HabOp andaBuTHO-IMPPOBON U Tpaduveckoit HHPOpMAIMKA HA
skpane win (aiin nemikoMm. Celigac COOOICHUST HEPa3phIBHO CBS3BIBAIOT C
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NPUKJIAIHBIM YPOBHEM WJIH, KaK €ro eIie Ha3bIBalOT, YPOBHEM MPHIIOKECHUN
CETEBBIX ITPOTOKOJIOB.

Coo0rieHnsi MOTYT TPOXOAWTH JOBOJILHO CJIOXKHBIM IMyTh TIO CETSIM,
CTOSITh B OYEPEISIX Ha Mepeaady Wik 00paboTKy, B TOM YHCIIE HE IOXOIUTh 10
ajzipecaTa, 0 YeM OTIIPABUTEIIb TAK)KE JOJHKEH OBITh YBEIOMJICH CIIeIIHaIbHBIM
COOOILIEHUEM.

[lepBoHauaaIbHO BBIYMCIUTEIIbHBIC CETH OBLIM CETIMU KOMMYTAIlUU
coo0mieHuit. 910 OBUIO OMpaBAaHO, MOKa COOOIIECHUS ObLIM CPAaBHUTEIHLHO
KOpoTKuMH. Ho mapamienbHO ¢ 3THM BCera CYIIeCTBOBAIM 3aJlayu
nepesayu Ha paccTosiHuE OOJBIIMX MAacCUBOB MH(popMalnu. Pemienne 3Toi
3a7]a4i B CETSAX C KOMMYTaIMed COOOIIeHUN sBseTCS HEIP(HEKTUBHBIM,
MOCKOJIbKY JUIMHBI COOOIIEHUN HMMEIOT OOJbIION pa3zdpoc — OT O4YEHb
KOPOTKHUX JI0 OYCHb JUIMHHBIX, YTO XapaKTePHO i1 KOMIIbIOTEPHBIX
CeTeH.

B cBsi3u ¢ 3TUM OBUIO MPEUIOKEHO pa3OUBaTh JJIMHHBIE COOOIICHUS
Ha 4JacTu (IMaKeThl) M IepeaaBaTh COOOIICHHS HE IIEJTUKOM, a IMaKCTaMH,
BCTaBJISIA B TPOMEXKYTKaX MakeThl Jpyrux coodOmenuii. Ha wmecte
Ha3HAYeHHUs COOOIIEHUs coOMparoTcsi u3 makeToB. KopoTkue cooOrieHus
IIPY 3TOM OBLIM BBIPOXKACHHBIM CITy4aeM MaKeTa, paBHOT'O COOOIIEHHIO.

B HacTosimiee BpeMs IOYTH BCE€ CETH B MHUpPE SBISIOTCA CETSIMU
KOMMYTAIIUM TTaKETOB.

Ilpunyunwvt opzanuzayuu 00OMeHa OGHHLIMU 8 BLIYUCTUM ETIbHBIX
cemsax

CyIecTByIOT JiBa MPUHIIMIIA OPTaHU3AIIMN OOMEHA TaHHBIMU:

® YCTAHOBJICHUE BHUPTYaJbHOTO COCIUHEHHS C TOJATBEPIKICHUEM
npreMa KaKJoro makera;
e [iepeaava gaTarpamm.

Yemanoenenue eupmyanvnoco coedunenuss WU CO3/IaHUE
BUPTYaJIbHOTO KaHajia SBJSIETCS Oojiee HaJASKHBIM CIIOCOOOM OOMEHa
uHpopmarmen. [TosTromy oH Gosee MpenrnodTUTENICH PH Mepeaade TaHHbIX
Ha OOJbIIME PACCTOSHUA W MO (U3WYECKUM KaHallaM, B KOTOPBIX
BO3MOXHBI ToMexu. [Ipw BUPTyalnbHOM COCIWHEHUW ITYHKT TpUEMa
uHPOpMAITMK  YBEJAOMJISIET  OTIPABUTENS O  NPAaBUIBHOM  HIIM
HEMPaBUJIHLHOM IMMPHUEME KaKI0ro makera. Eciim kako#-To makeT MpUHST
HENPABUJILHO, OTIIPABUTEIb TTOBTOPSIET €0 Nepenady. Tak JIATCS 10 TeX
mop, IMOKa Bce cooOmmieHue He Oyaer ycmemrHo nepenaHo. Ha Bpems
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nepeaadyr HHPOpMAIUU MEXIY IBYMsl yHKTaMU KOMMYTHUPYETCSl KaHal,
noJOOHBIM KaHaly MpU TeIePOHHOM pa3roBope. BHUpPTyalbHBIM €ro
Ha3bIBAIOT MOTOMY, YTO B OTIMYHE OT TE€IE(HOHHOIO KOMMYTHPOBAHHOTO
KaHana oOMeH MH(OpMaIMenr MOXET UATH MO Pa3IMYHbIM (PU3NUECKUM
IyTSAM JIaXKe B IIPOLIECCE MEePENaYr OJHOIO COOOIEHUS.

TepMuH oOamazpamma o00pa30BaH 1O AHAIOTMM C TEPMUHOM
TenerpaMma. AHAQJIOTHMS 3aKII0YaeTcs TOM, 4YTO KOPOTKHE TaKEThl -
COOCTBEHHO JlaTarpaMMbl — IEPECBUIAIOTCS aapecary 0e3 MOATBEPIKICHUS
NOJTYYEHHs] KaKAoro u3 HUX. O MOIy4eHMH BCEro COOOUIEHHs LEIUKOM
JOJKHA YBEJIOMUTH 1I€JIEBasi Mporpamma.

Tpaucnopmmuwiit npomoxoa TCP u mooens TCP/IP

3a BpeMs pa3BUTHS BBIUMCIMTEIBHBIX CETEH OBLIO TPEIJIOKEHO H
peaIM30BaHO MHOTO MPOTOKOJIOB OOMEHA JaHHBIMU, CAMBIMH YIaYHBIMU 13
KOTOPBIX SIBIUIMCh ceMeiictBo mpoTtokoioB TCP/IP  (Transmission
Control Protocol/ Internet Protocol — mpoTtokon ynpasieHus repenadeii/
MEXXCETEBOM TIPOTOKOI).

TCP/IP — »T0 HaOOp MPOTOKOJOB, COCTOSIIMH M3 CJIEIYIOIIUX
KOMITOHEHTOB:

o medxccemesouu npomokon (Internet Protocol), oOecneunBaronuii
anpecanyio B cetax (IP-agpecanuio);

® Mediccemesoll npomokon ynpasienus cooowenuamu (Internet
Control Message Protocol — ICMP), kortopsiii obecrnieunBaet
HU3KOYPOBHEBYIO MOJIAEPKKY MpoTokoia IP, BkiItouas Takue QPyHKIIUH,
KaKk cooOmeHus o0  omMOKaxX, KBUTAHIIUM, COJECHUCTBUE B
MapuIpyTU3aluu U T. 11.;

o npomokon paspeuienusn aopecoe (Address Resolution Protocol —
ARP), BeimonHsonmMi npeodpazoBaHue JOTMUYECKUX CETEBBIX aJIPECcOB B
anmapatHble, a Takxke oopatHbiii emy RARP (Reverse ARP);

e npomokon noavzoeamenvckux oamazpamm (User Datagram
Protocol — UPD);

e npomokoa ynpaeienus nepedauen (Transmission Control Protocol
—TCP).

[Iporokon UDP obecneunBaer mnepenady MakeToB 0O€3 MPOBEPKHU
JOCTaBKM, B TO BpeMs Kak mnpoTokon TCP TpeOyer ycraHoBieHUS
BUPTYAJIbHOT'O KaHaJIa U COOTBETCTBEHHO MOATBEPIKICHUSI JOCTaBKHU IMaKeTa
C TIOBTOPOM B CJTy4yae OIIMOKH.
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ITOT HabOp MPOTOKOJIOB 00PA3YET CaMYIO PACIIPOCTPAHEHHYIO MOJAECTb
CEeTeBOro OOMEHAa JaHHbIMM, NoayuyuBlIyr0o HasBanue TCP/IP. Monens
TCP/IP uepapxuueckasi U BKJIIOYAET YETHIPE YPOBHSI:

YpoBeHb HazBanue O yHKLIMSA
4 [TpuknagHon [Ipunoxenus II0JIb30BaTENEH, CO3/1aHUE
COOOLIEHUI
3 TpchnopTHmﬁ JIOCTaBKa JAaHHBIX MCKAY IMporpaMmMamM B CCTH
2 CereBoit Anpecanys U MappyTru3anus
I KananbHb1it CeteBble anmapaTHbIE CPEACTBA U UX JIpaBEPbI
Ilpuxknaonon  ypoeenn onpeaeser CIrioco0 oO1IIeHU S

MOJIb30BATEIIbCKUX  TPWIOKEHUM. B cucTeMax — «KIIMEHT-CEPBEP»
NPUIOKEHUE-KJIIMEHT JIOJDKHO  3HaTh, KakK IOChUIATh  3ampoc, a
NPUJIOKEHUE-CEPBEP JOJDKHO 3HAaTh, KaK OTBETUTh Ha 3ampoc. OTOT
YPOBCHB OO€ecIIeUrBacT Takue mpoTokojbl, kak HTTP, FTP, Telnet.

TpancnopmHmbwiit ypoeeHs TO3BOISIET CETEBBIM MPUIIOKEHUAM MOJTY4aATh
COOOIIEHUS] MO CTPOTrO ONPEICICHHbIM KaHallaM C KOHKPETHBIMU
napaMeTpamu.

Ha cemeeom ypoene onpenensrorcs aapeca BKIOYEHHBIX B CETh
KOMIIBFOTEPOB, BBIJAECISIOTCA JOTHYECKUE CETH M MOJCETH, PEATU3YETCS
MapIIpyTU3aALHS MEXIY HUMH.

Ha kananonom yposne onpenensiercs azapecanus (QU3NUYECKUX
UHTEp(ENCOB CETEBBIX YCTPOMCTB, HAMpuUMep, cereBbix miar. K stomy
YPOBHIO OTHOCSITCA MPOrpamMMbl YIpaBieHUS (PU3UUECKUMHU CETEBBIMU
YCTPOMCTBAMHU, TaK HA3bIBAEMBIE IPANBEPHI.

Kak yxe orMmedanoch paHee, B CETAX C KOMMYTAalUMEN IAKETOB, a
mozaens TCP/IP oTHOcHTCS K TakuM, JJIS MEpedavd MO CETH COOOIICHHE
(chopmupoBaHHOE Ha MPUKIAJAHOM YPOBHE) pa3OMBAETCs HA IMAKEThl WU
natarpamMmbl. [laker WM pararpaMMa — 93TO 4YacTh COOOMICHUS C
N00aBJICHHBIM 3ar0JI0OBKOM MaKeTa WK 1aTarpaMMbl.

Ha TpancnopTHOM ypoBHE K MOJIE3HOM HMH(pOpMalUu T00ABISETCS
3aroJioBOK — CiyxeOHass uHdopmaims. i1 ceTeBOro ypoBHS MOJIE3HOM
uH(popMalrel SBISETCS yXKe€ TMaKeT WM JararpaMMa TPaHCIOPTHOTO
ypoBHsi. K HUM 100aBIsieTCst 3ar0JIOBOK CETEBOTO YPOBHHI.

[Tonyuennsiii 070Kk maHHBIX HasbiBaeTcsa IP-makerom. I[lonesHoit
HArpy3Kou JJi KaHAJIBHOTO YpOBHS siBisieTcs yxke |IP-maker. 3nech mepen
nepeaaydeii mo KaHaiay K HeMy J0OaBJISIOTCS COOCTBEHHBIN 3arojIOBOK U €IIIe
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3aBepuntTenb. [lomyuuBimiics 0510k Ha3biBaeTcs kaapoM. OH U miepenaeTcs
IO CETH.

[lepenanHblil 10 CeTH KaJp B MYHKTE Ha3HAYeHUs MpeolOpaszyercs B
00paTHOM MOPSJIKE, IPOXO/Is 10 YPOBHIM MOJIETIU CHU3Y BBEPX.

48



3.3. Mogesb B3aumoaeucTBus OTKPbITHIX cuctem OS1/ISO

Cpasnenue cemeswvix mooenei nepeoavu oaunvix TCP/IP
u OSI/1SO

B konne 80-x romoB HaOmopayics MOJIMHHBIA OyM, BBI3BaHHBIN
pa3paboTkoii  MeXIyHapoJHOW oOpraHu3ald 10  CTaHAapTU3aluu
KOMMYHUKAITMOHHBIX ~ mpoTtokosmoB  —  (International  Standard
Organization). Pa3pab6orannas I1SO cnenudukamnms, Ha3BaHHAS MOJECIBIO
B3auMoiericTBUs OTKPHITHIX cucteM (OSI — Open Systems Interconnection),
3amoJIoHWJIa Hay4yHble myOnukanuu. Kazamock, 4To 3Ta MOAenb 3ailMer
NEpPBOE€ MECTO M OTTECHUT WIUPOKO pactpoctpanusmuiics TCP/IP. Ho
ATOro He mpou3onuio. OJHON U3 NPUYUH SBUIIACH TIIATEIbHAs TPOpadOTKa
nporokosioB  TCP/IP, wux (QyHKIMOHAIBHOCTE M  OTKPBITOCTH K
HapalMBaHUIO0 (PYHKIIMOHAIBHBIX BO3MOXKHOCTEH, XOTS K HACTOSIIEMY
BPEMEHM JOCTaTOYHO OYEBUIHO, YTO OHU HUMEIOT W MHOXECTBO
HefocTaTkoB. lIpuBeneM CpaBHUTENBHYIO CXEMY YPOBHEBBIX MojeeH
nporokosoB OS| u TCP/IP (puc. 1).

7 I[IpuKIiagHON YPOBEHD 4 |IIpuKIagHOi yPOBEHB
6 [IpencraBuTesibHBIN YPOBEHD
3) CeaHCOBBII YPOBEHb 3 |TpaHCHOpTHBIN YPOBEHD
4 TpaHcnOpTHBIN YPOBEHB
2 |MexceTeBoil ypOoBEHb
3 CereBoli ypoBEHb
1 |CerteBoil ypOBEHb
2 KananbHbIlt ypoBeHB
1 DU3NYECKUN YPOBEHD

Puc. 1

MHoOroypoBHEBOE MPE/ICTABIICHUE CPEACTB CETEBOTO B3aMMOACHCTBUS
UMEET CBOIO CIelu(UKy, CBI3aHHYIO C T€M, YTO B Tpoliecce oOMeHa
COOOIICHUSIMU YYaCTBYIOT JBE€ CTOPOHBI, TO €CTh B JIaHHOM Ciyd4ae
HEOOXOJIMMO OpPTraHU30BaTh COIJIACOBAHHYIO PabOTy [BYX «HUEpaAPXUil»,
paboTaronux Ha pa3HbIX KommbloTepax. (O0a ydacTHHKA CETEBOTO
oOMeHa O KHBI MPUHATH MHOXECTBO coryamieHuil. Hanpumep, oHu
JOJDKHBI  COTJIaCOBaTh YPOBHU U (POpMY DJIEKTPUUECKUX CHUTHAJIOB,
croco0 ompeaeneHus: JJIMHBI COOOIICHHUH, JOTOBOPUTHCS O METOAaX
KOHTPOJISI JTOCTOBEPHOCTH W T. M. JIpyrumMu cjaoBaMH, COTJIAIICHUS
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JOJKHBI OBITH MPUHSTHI JJIs1 BCEX YPOBHEHN, HAUMHAs OT CaMOI'0 HU3KOTO
— YpOBHS Mepeadyu OMTOB — JI0 CAMOT'0 BBICOKOT'O, PEaTU3YIOIIEro CEPBUC
TJIS IOJIL30BAaTEIEN CETH.

Pacnpedenenue ¢ynkyuii 6OezonacHocmu no yposHam mooeu
OSI/1SO

Mogenb B3auMOJICUCTBHS OTKPBITBIX cucTtem (Open System
Interconnection, OSI) ompenenser pa3TUYHBICE YPOBHH B3aMMOJICHCTBHSI
CHUCTEM B CETIX C KOMMYTAIIMEN MAKETOB, JA€T UM CTAaHIAPTHHIC UMEHA U
YKa3bIBACT, KaKue (PYHKIIUU JTOJHKEH BBIMOJHATH KaXK/Ibl YPOBEHb.

Mopnens OSI Oplma pazpaboTaHa Ha OCHOBAaHWH OOJBIIIOTO OIBITA,
MOJIYYEHHOTO TMPU CO3JIaHUM KOMIIBIOTEPHBIX CETE€H, B OCHOBHOM
robanbHbiX, B 70-¢ rogael. B momenu OSI cpeactBa B3auMoJeHCTBUS
JIEIATCA HAa CEMb YPOBHEW: NMPUKIIAJHOMN, MPEACTABUTEIBHBIN, CEAHCOBBIH,
TPAHCHOPTHBIN, CETEBOM, KaHaIbHBIA M (u3nueckuil. Kaxaplii ypoBeHb
UMEET [IeJI0 C OINPEACICHHBIM AaCHEKTOM B3aMMOJAECHCTBHUS CETEBBIX
YCTPOWCTB.

QDu3uyeckuii ypo6eH» HWMEET JI€JI0 C Tepeaadyerl oOumoe 10
du3MYecKUM KaHajdaM CBS3M, TaKUM, KaK KOAKCHAJIbHBIN KaOenb, BUTas
napa, ONTOBOJIOKOHHBIN KaOesib Wiu HU(PPOBOM TEPPUTOPHUATBHBIN KaHaI.
K 3TOMy ypOBHIO MMEIOT OTHOILIEHUE XapaKTEPUCTUKU (PU3MUECKUX CPEll
nepeaayu JAHHBIX, TaKue KaK 110J1I0Ca IIPOITYCKaHUs,
MIOMEXO03AIUIIEHHOCTD, BOJJHOBOE COINPOTUBJICHUE U APYTHUE.

OnHOM U3 3a[1a4 KAHAIbHO20 YPOEHA SIBIIETCS IPOBEPKA JOCTYITHOCTH
cpenpl mnepenaun. Jlpyrasg 3agaya KaHaJIbHOIO YPOBHSA — peanu3anus
MEXaHU3MOB OOHAPYKEHUS M KOPPEKUMHU OMMOOK. s 5TOro Ha KaHaIbHOM
yYpOBHE OWTHI TPYIITUPYIOTCS B HAOOpPHI, Ha3biBacMble kKampamu (frames).
KananmpHbIil ypoBEeHb OO0ECHEUMBAECT KOPPEKTHOCTh TMEPEAaud KaxKJI0To
Kazapa.

Cemeeoil yposeny CiyXuT 111 00pa30BaHUsl €UHON TPAHCIIOPTHOM
CUCTEMbI, OOBEAMHSAIONICH HECKOJIbKO CETeH, MPUYEeM OTH CETH MOTYT
UCIIOJIb30BaTh Pa3IMYHbIE MPUHIMIBI TEPEAavyd COOOIICHUM MEXIy
KOHECYHBIMHM y3JlaMd W 00JaJaTh MPOW3BOJIBHOM CTPYKTYpOH CBSI3EH.
BHyTpu onHON ceTHM J0CTaBKa JaHHBIX OOECIEYMBACTCA KaHAIbHBIM
YPOBHEM, a BOT JOCTAaBKOM JAHHBIX MEXAY Pa3JIMYHBIMUA CETSIMH
3aHUMAETCS CETEBOM YPOBEHb, KOTOPBIM M TOIJIEPKUBAECT BO3MOKHOCTH
NpaBUJIBHOTO BBIOOpA Mapuwipyma Tepenaud COOOIICHUS JTaXe B TOM
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Cily4ae, Korja CTPYKTypa CBS3€H MEXKIY COCTABIISIFOIIUMU CETIMU UMEET
XapaKkTep, OTIUYHBIA OT MPUHSITOTO B MPOTOKOJIaX KaHAIBHOTO YPOBHSI.

Cetn coeaMHSIIOTCS MEXIY COOOM CHenuaibHbIMUA YCTPOWCTBAMU,
Ha3bIBAEMBIMU MaplipyTuzaropamu. Mapuipymuzamop — 3TO YCTPOICTBO,
KOTOpoe coOupaeT MHGOPMAIIMIO O TOMOJIOTMH MEXKCETEBBIX COCANHEHUN U
MIepechlIaeT MaKeThl CETEBOTO YPOBHS B CETh HazHadeHHUs. UTOOBI mepenaTh
COOOIIIEHNE OT OTIPABUTENS, HAXOAALIETOCS B OAHOM CETH, MOJIy4aTellto,
HAXOJIAIIEMYCS B IPYTOM CETH, HY)KHO COBEPIINUTh HEKOTOPOE KOJIMYECTBO
TPAH3UTHBIX Mepeaad MEeXKIy CETSIMHU.

Tpancnopmmuwlii ypoeens 00ECIICUMBACT MPUIOKEHUAM WIA BEPXHUM
YPOBHSIM CT€Ka — MPUKIIATHOMY M CEaHCOBOMY - Tepefady JaHHBIX C TOU
CTETICHbIO HAJICKHOCTH, KoTopas uMm Tpedyercs. Moaens OSI onpenenser
ISITh KJIACCOB CEPBHICA, MPEIOCTABISIEMBIX TPAHCIOPTHBIM YPOBHEM. DTH
BUIbI CEpPBUCA OTJIMYAOTCS KAuyeCTBOM TPEIOCTABIIEMBIX  YCIYT:
CPOYHOCTBIO, BO3MOXKHOCTBIO BOCCTAHOBJICHHS IIPEPBAHHOM  CBS3H,
HaJIUIUEM CPEACTB MYJIbTUILUICKCUPOBAHMS HECKOJBKUX COSIUHEHUI
MEXAY pa3Iu4YHbIMM  TMPUKIATHBIMA  TPOTOKOJAMH  4epe3  OOIui
TPAHCIIOPTHBIA MPOTOKOJI, & TJIABHOE — CHOCOOHOCTHIO K OOHApYKEHUIO U
UCIPaBJICHUIO OMUOOK TMepeaayd, TaKUX KaK HCKaKEHHE, IMOoTeps U
DyOIMpoOBaHUE MMAKETOB.

Ceancoewlii  yposéenb  00€CICUUBACT  YINPABICHHE  JIUAJIOTOM:
buUKCcUpyeT, KaKas U3 CTOPOH SIBJISIETCS AKTUBHOM B HACTOSIIIUA MOMEHT,
NPEAOCTABISET CpeACTBa CUHXpoHM3aluu. I[locienHue Mo3BOJISIIOT
BCTaBJISITh KOHTPOJIbHBIE TOYKW B JUIMHHBIE MEpe/layd, 4TOObl B Cllydae
0TKa3a MO>XHO ObLJIO BEpHYThCS Ha3aJl K MOCIEAHENH KOHTPOJIIbHON TOUKE, a
HE HAa4YWMHAThL BCE CHadana. Ha mnpakTuke HEMHOTHE MNPHIOKEHUS
UCIIOJIB3YIOT CEAHCOBBIM YPOBEHb, M OH PEAKO pean3yeTcss B BUJE
OTHCNIbHBIX TMPOTOKOJIOB, XOTS (YHKIHMHU DTOTO YPOBHS  YaCTO
00BEUHSIOT ¢ QYHKIUAMH MPUKIAAHOTO YPOBHS U PEATU3YIOT B OJHOM
POTOKOJIE.

Ilpeocmaeumenvnulit  ypoeéenp uMeeT naeI0 ¢ (popmoi
peJCTaBICHUs TepeaBaeMold MO ceTu MH(opmaluu, HE MEHss Npu
ATOM €€ COJiep>KaHus. 3a CueT YpOBHS TMpelCTaBieHUs HHGOpMAIINS,
nepenaBaeMas MPUKIAJAHBIM YPOBHEM OJIHOM CHCTEMBbI, BCETJa MOHSTHA
MPUKJIATHOMY YPOBHIO JPYron cuUCTeMbl. C MOMOIIBIK) CPEICTB TAHHOTO
YpOBHS  MPOTOKOJBI ~ MPUKJIAAHBIX  YPOBHEH  MOTYT  MPEOJ0JIETh
CHHTAaKCUYECKHUE PA3INUMs B TIPEACTABICHUHU JAHHBIX WU K€ PA3IMUUs B
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KoJax cuMBoJioB, HampuMmep, B kojgax ASCIl u EBCDIC. Ha atom ypoBHe
MOKET BBIMIOJIHATHCA MU (PpoBaHUE U JeU(ppPOBaHUE JAHHBIX, Ojaromaps
KOTOPOMY CEKPETHOCTh OOMEHA JaHHBIMU OOECIIEUMBAETCS Cpa3y il BCEX
NPUKIIAIHBIX CIYKO. [IpuMepoM Takoro MmpoTOKOJa SBJISIETCS MPOTOKOII
Secure Socket Layer (SSL), koTopblii oOecricunBaeT CEKPETHBIH OOMEH
COOOUIEHUSIMU 1Sl TPOTOKOJIOB MPUKIATHOTO ypoBHS creka TCP/IP.

Ilpuknaonoii ypoeens — 310 HAOOpP Pa3HOOOPA3HBIX MPOTOKOJIOB, C
MNOMOIIBIO KOTOPBIX MOJIb30BATENIM CETH MOMYYarOT JOCTYI K pa3ieisieMbIM
pecypcaM, TakuM Kak aiiibl, TPUHTEPHl WM TUnepTekcroBbie Web-
CTpPaHUIIBI, a TaKXe OPraHU3yIOT COBMECTHYIO paboTy, Hampumep, C
IIOMOIIBID TPOTOKOJA JJIEKTPOHHOM TMOYTHIL. EAWHUIIA JTaHHBIX, KOTOPOWU
oTepupyeT MPUKIIATHON YPOBEHB, 0OBIYHO HA3BIBACTCS COOOIICHUEM.

®ynkunu Beex ypoBHer moaenu OS| MoryT ObITh OTHECEHBI K OJHOM
U3 JBYX Tpynm: Jau00 K QYHKIWAM, 3aBUCAIIMM OT KOHKPETHOMN
TEXHUYECKOW peasi3arii CeTH, MO0 K (DYHKIUSIM, OpPUCHTUPOBAHHBIM Ha
paboTy ¢ IPUIOKECHUSIMHU.

Tpu HWKHUX YpOBHS — (PU3MYECKHN, KaHAJbHBIM U CETEBOM —
ABIIIIOTCSI CETE3aBUCUMBIMHM, TO €CTh IPOTOKOJBI 3TUX YPOBHEH TECHO
CBA3aHbl C TEXHUYECKOM pealu3aledl CceTd W UCHOJIb3yeMbIM
KOMMYHHUKAIIMOHHBIM 000PY/IOBAaHUEM.

Tpu BepXHUX YypPOBHA — TMPUKIATHON, TMPEACTABUTEIBHBIN U
CEAHCOBBI — OPUEHTHPOBAHbI HA TPWIOKEHUS M MaJo 3aBUCAT OT
TEXHUYECKUX OCOOEHHOCTEM MOCTpoeHuss ceTh. Ha mpoToKoNbl ATUX
YPOBHEHN HE BJIMSIOT Kakve Obl TO HU ObLTO U3MEHEHUS B TOMOJIOTUU CETH,
3aMeHa 000PYI0BaHMSI WIIHA MEPEX0/T Ha APYTYIO CETEBYIO TEXHOJIOTHIO.

TpaHCTIOPTHBIN YPOBEHD SBJIAECTCS TPOMEKYTOUHBIM, OH CKPBIBAET BCE
netan (PyHKIIMOHUPOBAHUS HUKHUX YPOBHEH OT BEPXHHUX. DTO MO3BOJIAET
pa3pabaTbiBaTh MPWIOKEHUS, HE 3aBUCAIIME OT TEXHUYECKHX CPEICTB
HEMOCPEICTBEHHON TPAHCTIOPTUPOBKHU COOOIIICHUM.

Cronb mosipodHoe paccmorpenue moaemu OSI/ISO crszano ¢ TeMm, UTo
npu pa3pabOTKE CTAaHAAPTOB W CHEHU(PHUKALUUA MO CETEBOM OE30MacCHOCTH
CHEIHUAIMCTE OPUEHTUPYIOTCS Ha 3Ty MEPCHEKTUBHYIO MoJenb. Tak, B
«O0MMX KpUTEPUSIX» MPUBOAUTCA pacrpeeneHue pyHkimii 6e30macHOCTH

M0 YPOBHSM STaJIOHHOU ceMuypoBHeBou monenu OSI, mokazano B Tabnuile
1.
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Tabnuua 1
Pacnipenencnne Gynkimii 0ezonacuoctu mo ypousm OSI/ISO

OyHKIMSA 6€301aCHOCTH Yposens OSI

1 2 |3 |4 |5 6 7
AyTteHTuukanus - - + |+ |- - +
YnpasiieHue JOCTYIIOM - - + |+ |- - +
KoHpuneHnansHOCTh COSTUHEHUS + + |+ |+ |- n n
KouduneHnamsHOCTh BHE | - r |+ |+ |- n "
COCTMHCHUS
N30upatenbHas - - - - - + +
KOH(HICHIINATBLHOCTh
KondunennuansHocts Tpaduka + - + |- - - +
I{e10CTHOCTD ¢ BOCCTAHOBIICHHEM - - - + |- - +
IlenocTHOCTH O€3 BOCCTAHOBJICHUS - - + |+ |- - +
N30upaTenbHas 1EJIOCTHOCTh - - - - - - +
Lle0CTHOCTL BHE COCIUHEHMS - - + |+ |- - +
HeoTkazyeMocTh - - - - - - +

"+" -  JaHHBIK YPOBCHb MOXKET MPEAOCTABUTh  (DPYHKIIHIO
0e30IT1aCHOCTH;

-"' - TaHHBIN YpOBEHb HE MOJXOMMT IS MPEIOCTABICHHUS (YHKIIMH
0€30IMaCHOCTH.

3.4. Axpecanus B 1i100aJIbHBIX CETSX

OcHnoebt |P-npomoxona

OnHo¥ U3 TIaBHBIX MPOOJIEM MOCTPOCHUS MIOOATBHBIX CETEeH SIBIISCTCS
npobsiema azapecaru. C OIHOM CTOPOHBI, TOCTOSIHHOE paCIIMPEHUE
rio0anbHOM cet MIHTEepHET NpUBEIO K HEXBATKE YHUKAIBHBIX aJpPECOB IS
BHOBb MOJKIIOYaeMbIX y3710B. C Jpyrod CTOpOHBI, CHCTEMa ajpecaiud B
TaKUX CETAX JODKHA OBITh 3alllUIieHa OT BO3MOXKHOTO BMEIIATEIhCTBA
3JIOYMBIIIJICHHUKOB, CBSI3aHHBIX C TIOJIMEHOM aJpecoB U peau3aliueii
00XOHBIX MAPIIPYTOB TIEpeIaun COOOIICHUH.
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Anpecanusi coBpeMeHHoro MHTepHera ocHOBaHa Ha mpotokosie IP
(Internet  Protocol), wucTopus KOTOpPOro HEpa3phIBHO CBs3aHa C
TpaHCIIOPTHBIM TIpoTokojoM TCP.

Konuemuumst nporokona |P mnpencraBinser ceTh Kak MHOMXECTBO
KOMIIBIOTEPOB  (XOCTOB), TMOJKIIOYEHHBIX K HEKOTOPOM HMHTEPCETH.
HNHuTepceTrh, B CBOIO OYEpPEb, PpPAaCCMAaTPUBAETCA KaK COBOKYIHOCTh
(¢u3MYecKuX CceTed, CBSA3aHHBIX MapuipyTuzatopamu. DusnUecKue
OOBEKTBI (XOCTBI, MapUIPYTU3aTOPbI, MOACETH) HUIACHTU(PUIMPYIOTCS MpU
oMoty crienuaibHbix IP-anpecos. Kaxnapiii IP-anpec npencrasmisier codoi
32-0utoBbil uaentudukarop. [lpunaro zanuceiBath IP-agpeca B Buge 4-x
JECATUYHBIX YHUCE, pa3/IeICHHBIX TOUKAMM.

st sToro 32-x OutoBselid IP-aapec pa3duBaeTcsi Ha YEThIPE TPYIIIIbI
nmo 8 Our (1 Oaifr), mocie Yero KaXIplii OalT ABOMYHOIO CJIOBa
npeoOpa3oBhIBACTCSI B JACCATUYHOE YHUCIO IO M3BECTHBIM MpaBUJIAM.
Hanpuwmep, IP-aapec:

10010011 10000111 00001110 11100101

npeoOpa3oOBhIBAETCS YKa3aHHBIM CIOCOOOM K CIIEAYIOIIEMY BHUIY:
147.135.14.229.

Knaccwl aopecoeé évtuucnumenvnulx cemeil

Kaxnplii anpec SBISETCS COBOKYIMHOCTBIO ABYX HIACHTHU(PUKATOPOB:
cetu — NetlD, u xocta — HostID. Bce Bo3mokHbIE ajipeca pa3aeneHsl Ha S
KJIACCOB, CX€Ma KOTOPBIX IPUBEJICHA HAa PUCYHKE 2.

N3 pucyHka 2 BHJIHO, YTO KJIACChl CETEW ONPEACTIAIOT Kak
BO3MOXXHO€ KOJIMYECTBO ITHX CETEH, TaK M YUCIO XOCTOB B HHX.
[IpakTH4YECKH UCIIOJIB3YIOTCS TOJBKO MEPBBIE TPU KJlacca:

Knacc A onpeneneH i ceTed ¢ yuciaom XocToB g0 16777216. Iloa
nojie NetlD orBeneno 7 out, mox mosie HostlD — 24 Gura.

Knacc B ucnions3yercs 1 cpeqHemacmtabHbix ceteir (NetlD — 14
out, HostID — 16 Ourt). B kaxnoil Takoil cetu MOXeT ObITh A0 65536
XOCTOB.

Knacc C npumenserca mnsa HeOompmmx ceredt (NetlD — 21 Owur,
HostID — 8 6uT) ¢ unciaom xocToB 110 255.
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31 23 15 7 0
Knacc A |(

——

Homep cetu (8 Our) Homep y3m1a (24 Outa)

KnaccB| 10 Howmep ceru (16 Gur) Homep y3na (16 our)

KraccC 11 0 Howmep cerit (24 Onra) Howmep y3ma (8 Onr)

KmaceD /11 /1]0 Anpeca 21 MHOrOMYHKTOBOI! ajpecauui

KnaccE|1/1[1]1 0 Peseps agpecos

Puc. 2

Cucmema 0omMeHHBIX UMEH

[ToctosinHOEe pacmupenue cetu Internet mpuseno k geduuury
YHUKQJIBHBIX QJPECOB IS BHOBb IMOJKIIOYaeMbIX Yy3J0B. C apyrou
CTOPOHBI, CUCTEMA aJIpecallii B TAKOH CETU JOJKHA ObITh YHHBEPCAILHON
U yaoOHOM 1ysi mosb3oBarens. IlocinenHee 0OCTOATENBCTBO OCOOEHHO
OBIO BaXHO C HAYaJIOM MCIOJB30BAHUS PECYPCOB CETU HE TOJIBKO
CHelUAIUCTaMH, HO U HEMOATOTOBJIECHHBIMU TIOJIb30BATENISIMHU, HE
BJIAJICIONIMMHU TOHKOCTSMH aJipecallid B CETH. Pelarpmum apryMeHToM
Ui TIepexojia K aJlbTEpHATUBHBIM CIIOCOOaM aJpecaliid B CETH, YAOOHBIM
Uit pabOThl  MOJb30BaTEIC, OBLIO HEYJ0OCTBO 3allOMUHAHHS 32-X
OUTOBOTO KOJAA, UACHTU(UIUPYIOLIETO OTACNIbHBIN y3el. OTO HEeyA00CTBO
NOPOSIBWJIOCH Cpa3y ke, KOrJa CeTh HCIOJIb30BAJlaCh Y3KUM KpPyrom
cneruanncToB. [loaToMy mosiBUIach aJibTepHAaTUBHBIE (DOPMBI 3amucu 32-X
outoBoro IP-anpeca — mecstuunas (195.224.11.77) u miecTHagnaTepuyHas
(Oxffffff80) nor-morammm. Ilociaennss dopma 3ammcu 0coOEHHO ObLIA
yA0OHOM J1JIsl MPOTrPaAaMMHUCTOB, YACTO MPUMEHSIONIUX IIECTHAAIIATCPUIHBIN
andaBUT IJ1s 3aMIMCH KOJa TPOTPAMMBI.

BrocnenctBun ¢ MOSBIEHHEM B CETU PA3IUYHBIX CEPBHCOB
(9JIEKTpOHHAS TIOYTa W JIPYTUe CIYyXKObI), a TAKKE C YBEIUUCHUEM YHUCIa
y370B U Takas ¢opma 3alucd OKa3ajlaCch HEYIOOHOW, MOCKOJIbKY
JIOCTATOYHO CJIOKHO 3alIOMHUTH HECKOJIBKO ITU(POBBIX aJPECOB, Jake B
JIECATUYHON AOT-HOTAIMU. JTO 00ycioBwiIo mosBiieHne B cetu ARPANET
NPUHIIMIHAIBPHO HOBOTO CIOCO0a ajpecaliiy, 3aKJIIOYaroIerocs B
NPUCBOCHUH Y3JIaM CETU JOMEHHOTO UMEHHU. B maHHOM ciydyae mpaBuibHEe
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TOBOPUTH O HOBOM CIIOCOOE MMEHOBAHMS Y3JIOB CE€TH, TOCKOJIbKY TOMEHHOE
UMs HE SBISETCS JIOTUYECKHMM ajpecoM, Hampumep, kak IP-agpec wumu
bU3UYECKUM aJpecoM, Kak, Hamnpumep, IIECTUOAWTOBBIA aapec CETEBOIrO
uaTepdeiica. JJoMeHHOE MMSI — 3TO TOJIBKO JIMIIb YA00HAs JUISl TI0JIb30BaTEsA
(opMa uACHTU(PUKALIMY Y3714 BBIYUCIUTENBHONU CETU (CEPBUC).

Jlomen — Tpymma Yy3JIOB CETH (XOCTOB), OOBEAMHEHHBIX OOIIMM
UMEHEM, KOTOpO€ [Uii YyI00CTBa HECET OIPENEICHHYI0 CMBICIOBYIO
Harpy3ky. Hampumep, noMeH «rU» OOBEIWHSET y37bl HAa TEPPUTOPUHU
Poccun, a momeHn «SpOrt» — y31bl, OTHOCSIIHECS K CIIOPTUBHBIM
OpraHU3aIlMsAM WIH cojiepKalire HHGOPMAITHIO O CIIOPTE | T. 1.

B OGomnee mupokoM CMbICTE MO JTOMEHOM IOHMMAETCS MHOXKECTBO
y3JI0B  BBIUMCIUTEILHOM  CETH, KOTOpbIE aIMUHUCTPUPYIOTCS U
MOJIJIEPKUBAIOTCS KaK OJTHO IIEJIOE.

Jlomennoe uma — DTO YHUKQIbHBIM  andaBUTHO-UU(PPOBOM
uaentudukarop yzna (cocrout uz cumbosioB ASCll-kona — OykB ot A o Z
natuHckoro andasuta v udp ot 0 10 9, Takxke Aomyckaercs aeQuc «-»).

BBenenre OMEHHBIX UIMEH MOCTaBUJIO MEpe] pa3padoTUYMKaMU 3a/1auy
OIpEAENICHUSI COOTBETCTBUSI MEXIY TOMEHHBIM UMEHEM U JIOTH4ecKuM |P-
aapecoM y3na cetu. [lomobHas 3amada paspadorunkamu ARPANET Oblna
penieHa, Koraa Juisl ONpeeieHUs COOTBETCTBUS MEXKIY Jorudeckum |P-
agpecoM W (PU3MYECKUM aJpecoM ceTeBOoro uHrepdeiica B mpeaenax
JIOKaJIbHOM ceTr ObutM BBeAeHbl NpoTokoiibl ARP u RARP. Onnako aiis
rJ1I00aJIbHOM CETH PEIlICHNE TaKOM 3a/1aui SIBJSIETCA 00JIE€ CIOKHBIM.

IlepBonauansHo, korma ARPANET cocrosiia u3 HEOONBIIOro 4ucia
y3JI0B, COOTBETCTBHE MEXIY TOMEHHbIMH MMeHaMu U IP-ampecamu y3noB
nepeuncisuioch B ogHoM daiiie (hosts.txt) B Buae TabaMIBI COOTBETCTBHS
1 (ppoBOTO aapeca UMEHU MalllMHBbI.

ABTOPCTBO co3fanus 3TuX Tabmul npuHaiexut Jxony Ilocrento.
VIMeHHO OH TIepBBIM MO yIepKUBaI (aia hosts.txt, koTopblii MOKHO OBLIO
nosiyuuTh o FTP. DtoT daitn xpaHuics B ceTeBOM HH(OPMAIMOHHOM
neatpe  Crandopackoro wucciemoBatenbckoro  uHcTHTyTa  (SRI).
AnMuHHCTpaTOphl ceTel mepenaBaid B SRI jmomonHeHus w mM3MeHEHUs,
OpoUCHICIIME B  KOH(Urypaluu  aJIMUHUCTPUPYEMOM HMH  CETH.
[lepuonuueckn aJIMUHUCTPATOPHI MEpPENHUCHIBAIM O3TOT ¢aiil B CBOHU
CHUCTEMBI.

B nokanpHbIX cersx (daiibl  hOStS HCHONMB3YOTCS JA0CTATOYHO
ycrmemHo A0 cux mop. [IpakTudecku Bce OMNEpaliOHHBIE CUCTEMBI OT
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pasmnunbix Bepcuii Unix mo Windows mocienHux Bepcuil moaIepKUBarOT
ATy CUCTEMY COOTBETCTBUS |P-agpecoB MeHaM XOCTOB.

[Tonb30oBarens miig oOpalieHuss K y3JIy MOTr HCHOJIb30BaTh Kak |P-
aapec y3ma, Tak W ero wums. Ilpouenypa UCIHONb30BaHUSA WMEHU
3aKITF0YAeTCs B CICMYIONIEM: CHadaia mo uMeHu B Qaiine hosts maxomsr IP-
anpec, a 3arem 1o IP-agpecy ycTaHaBIMBaIOT COEAUHEHUE C YJIaJICHHBIM
MH(OPMALIMOHHBIM PECYPCOM.

C poctom cetu ARPANET »T0 ctano upe3BpluaiiHO 3aTPyIHUTENIBHO,
MOCKOJIbKY (haiiyl yBEIMYUBAJICA B pa3Mepax, a ero Mnepechlika 1o ceTyu M
XpaHEHHUE Ha KaXJoM y3Jie TpeOOBaJIO 3HAYUTEIBHBIX pecypcoB. OaHaKO
IJIaBHOE HEY/IOOCTBO 3aKJIHOYAJIOCh B TOM, UYTO TaKOW CIOCOO HE MO3BOJISII
OTEPATHUBHO YYNUTHIBATh BCE U3MCHEHUS B CETH.

B 1984 rony B cetu ARPANET crana ucnonb3oBaThCs Cityx0a,
HOJTYYMBIIIAs Ha3BaHKE CHCTEMBI JOMEeHHbIX nMeH (Domain Name System —
DNS). DNS 6Opiia ommcana ITosom MokanerprcoM B JIByX JOKYMCHTAX:
RFC-882 u RFC-883 (mo3:xe 311 1oKkyMeHThl ObLIH 3ameHeHbl Ha RFC-1034
n RFC-1035).

B coorBerctBun ¢ RFC-1034 u RFC-1035, ommceBarommumu DNS,
pOJIb JOMEHHOTO MMEHU B MPOIECCE YCTAaHOBKU COEIUHEHHUS OCTalach
npekHEeH. DTO 3HAYUT, YTO IJIaBHOE, s yero ucnodbszyercs DNS ciyxo0a,
— 910 mnonyudenue IP-aapeca y3na ceru. Ucexonms w3 srtoro, nmodas
peamm3anuga DNS sBisieTcss npukiIagHbIM MPOLIECCOM, KOTOPBIN padoTaeTt
HaJl CTEKOM IIPOTOKO0JIOB MexkceTeBoro oomena TCP/IP. Takum oGpazom,
0a3zoBbIM 2semMeHTOM anapecaruu B cerssx TCP/IP ¢ BBegenuem DNS
octaics IP-aapec, a moMeHHO€ MMEHOBaHME (CHCTEMa JOMEHHBIX HMEH)
UTPAET POJIb BCIIOMOIaTeILHOTO CEpBHUCA.

DNS cocTtout u3 Tpex OCHOBHBIX YaCTEH:
® TIPOCTPAHCTBO (MHOKECTBO) IOMEHHBIX MMeH (domain name space);
® CepBepoB JIOMEHHBIX MMeH (domain name Servers);

o xiueHtoB DNS (Resolver).

[IpocTpaHCTBO JOMEHHBIX UMEH MMEET BHJI JepeBa (MepapXuu) Yy3JIOB,
KaK MOKa3aHo Ha PUCYHKE 3 U MOJUuHAETCs ciaeayromum npasuiam (RFC-
1034):
® UMS KOpHS — MycTas CTpPOKa, TO €CTh IOJHOE HUMS O00S3aTEIbHO

3aBepIIaeTCs TOUKOM '}

! B HEKOTOPBIX CIIy4asx, HAaIpUMep, MPH 3alMCH IIOYTOBBIX AAPECOB 3aKIIOYNTENbHAS TOYKA JOIDKHA OBITH
OMyIIeHA.



e KaXIBIH y3€l JepeBa JOJDKCH OBITh TOMEYCH TMPOCTHIM HMCHEM,
BKJTIOYAFOIIIAM JIOITYCTHMBIC CHMBOJIBL;

® IIPOIMCHBIC U CTPOYHBIC OYKBHI B IOMCHHBIX HMEHAX HE Pa3IUYarOTCS;

® JIONMyCTUMAs JJTUHA IIPOCTOTrO UMEHHU HE 0oJiee 63 CUMBOJIOB,;

e JIOMCHHBIC MMCHA Yy3JI0B B IpejaeiiaX OJHOIO JOMEHA JOJIKHBI OBITH
YHHKAJIbHBI;

® JIOIyCKAaeTCs NMPUMCHECHHE OJIMHAKOBBIX JIOMEHHBIX HMMEH B Pa3HBIX
JOMEHaX, KaK IIOKa3aHO Ha PHUCYHKE 3, TJIe JIOMEHHOEe MM «.Miby»
UCIIOJIb3YeTCs Il 00O3HAYCHHUS JOMEHA IIEPBOrO0 YPOBHS M JIOMCHA
BTOPOT'O YPOBHS, SBIISIONICTOCS ITOIOMCHOM JIOMEHA «.IU»;

® [IOJIHOC MMs y3ja 00pa3yeTcsl M3 IOC/ICIOBATSILHOCTH MMEHH CaMOro
y3J1a ¥ BCEX UMEH JIOMEHOB, KOTOpPbIC C HUM CBSI3aHBI (CHU3Y BBEPX I10
COOTBETCTBYIOIIIEH BETBHM J€peBa) JIO0 KOPHSA BKIIIOUMTEIBHO,
3aIMCBhIBACMBIX CJIEBA HAIIPaBO M Pa3JeiseMbIX TOUKaAMH, HaIpUMED,
KaK Mmoka3zaHo Ha pucynke 3, y3iay «.Ekfacultety coorBercrByer
cienyroniee moiHoe nomeHHoe ums «.Ekfacultet.urgi.krasnoyarsk.ruy;

® MakcHUMaJbHasl JUIMHA ITOJIHOTO UMEHH — 255 CUMBOJIOB, BKJIFOYAsI TOUKH;

e MakCHMAJIBHOE YHCIIO YPOBHEH nepesa — 127

e kpome noaHoro (abcomotHoro) mMmenum y3ma (FQDN, fully qualified
domain name) momyckaeTcs MPUMEHEHHE OTHOCHTEIBHOTO (OTHOCHUTEIHLHO
HEKOTOPOTO OIOPHOTO y3Jla) UMEHH, B OTOM CITydae 3aBepIIaroiias TouKa
OTCYTCTBYET;

® TMOJJICPEBO JIOMEHHBIX HMEH BMECT€ CO CBOMM KOPHEBBIM Y3JIOM
Ha3bIBa€TCS JOMEHOM (TIOJIOMEHOM), HampuMmep, O0O0O3HAa4YeHHAs Ha
pucyHke 3 BeTBb OTHocHTCS K Tpymme y3moB («. Ekfacultety,
«.Urfacultety, «.Phfacultet», «.Dizfacultet», «.Reefacultety) u mon-
JlomenoB («Krasnoyarsk.» «.urgi»), BXOJSIIUX B JOMEH «.fU», a Bce
y3J1bl, IOKa3aHHbIC HA PUCYHKE 6 HA CaMOM HIDKHEM YPOBHE, BXOJST B
noMeH (TIOIZIOMEH ) TPEThETro YPOBHS «.Urgi» U T. II.

e  00BEIMHEHHE Y3JI0B B IOMEHBI SIBJISICTCS YHCTO JIOTHUECKHUM, TO €CTh HE

3aBUCSIIMM HH OT MECTOPACMOJOKeHMs, HH OT |IP-aapeca, Hu oT cmocoba

MapIIpyTH3AIHH.

2 o
Ha MPAKTUKE MPUMEHCHNUE JOMCHHBIX UMCH C YHMCJIOM YPOBHCHU oonee 3-x 3aTPYAHUTCIIBHO IJIs MOJIB30BATCIIA.
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Puc. 3

[TorHoe pJOMEHHOE UMS y3/1a HCMOJB3YETCS KakK KIHo4eBas
uHopmanms s noucka IP-agpeca y3ma B 0a3e gaHHBIX, cojaepkaiien
TaOJUIBI COOTBETCTBUS IOMEHHBIX UMEH U JIOTUYECKUX aJpECOB.

Kopenb — 310 MHOXkeCTBO Bce y3i0B Internet. JlanHoe MHOXKECTBO
HoApa3essieTCsl Ha JIOMEHBI TIEPBOTO WM BepxHero ypoBHs (top-level wuimm
TLD).

Kopnesoii 300011 Internet u cucreMoit KOpHEBBIX CEPBEPOB YIPABIISIET
ICANN, B wactHoctu, ICANN nenerupyer (repenaer) mpaBa yrnpaBJICHUS
30HamMu tepBoro ypoBHs (TLD (generic top-level domains, nomeHsl
BEPXHEr0 OpraHM3anoHHOTrO ypoBHs) U CCTLD (country code top-level
domains, HaroHanbHbIE JOMCHBI).

B COOTBETCTBUU C MPUHITHIMA paBUJIaMU paBo
aJIMUHUCTPUPOBAHUS KaXXJIOTO JIOMEHA TIEPBOTO YPOBHS IMEpPENaeTcs OJHON
KOHKPETHOM opraHu3anuu (oneparopy perucrpa; aJIMUHHACTPATOPOM
noMeHHOM 30HBI «IU» sBisiercsi PocHUMPOC). 3apeructpupoBats 10MEH
BTOPOTO YPOBHsI, HAIlpUMEp, B JOMEHHOM 30HE «IU» MOXHO Yy OJIHOTO W3
MHOTOYHUCJICHHBIX PErUCTPaTOPOB (KOMMEPUYECKHE OpTaHU3aIK, UMEIOIINE
JOCTYT K O0IIel 06a3e JaHHBIX OrepaTopa perucTpa Al JaHHON JTOMEHHOU
30HBI).

[lepponauambHo B ARPANET 0ObUI0 ceMb JOMEHOB BEPXHETO
OpraHU3aIMOHHOTO YPOBHS:

1. com (koMMepUYECKUE OpTraHU3aLNN );
2. edu (oOpa3oBatesbHbIe Opranu3anuu, B ocHoBHOM H3CIIIA);

iy

f
Ll

b
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lha
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gov (mpaBurenbcTBeHHBIE opranuzaiuu CIIA);
INt (MEXIyHAPOIHBIC OpPraHU3aIUH );
mil (Boeunsie opranuzanuu CIIA);
net(opranuzaium, 00ECeUNBAIOIINE CETEBYIO HH(PPACTPYKTYPY);
Org (HeKoMMepUeCKHe OpraHu3aIum ).
B 90-x rogax k HUM ObLIN JOOABJIEHBI CICAYIOIIUE JOMEHBI:
8. aero (opranusaiyu, CBsI3aHHbIC C aBUAITUEH);
9. arpa (ucnonb3yercs g OTOOpakeHUs aApPEeCOB B UMEHA);
10. biz (komMmepueckue opraHu3aIm);
11. coop (koorepaTuBkbl);
12. info (pa3Hnoe);
13. museum (my3en);
14. name (nepcoHaJIbHbIEC JOMEHBI);
15. pro (JquieH3upoBaHHbIC TPOPECCUOHATIBI).

Crucok ngomeHoB CCTLD 6azupyercs Ha cTaHmapte IBYXOYKBEHHBIX
KOJIOB TocyaapcTs u Teppuropuii (1SO 3166).

[Ipumepbl nOMEHOB BepxHero ypoBHA CCTLD, cooTtBerctByromue
OTJEJIbHBIM FOCYIapCTBaM, MMPUBEACHBI B TA0OHUIIE 2.

B Internet cucrema AOMEHHBIX WMEH pealM30BaHa B BUJIE
pacripe/iefiecHHOM 0a3bl JITaHHBIX, BKJIOYaromied B cedsi cepBepbl DNS,
kareHThl DNS (resolver), o0beauHeHHbIE 0OMIUM IIPOTOKOJIOM 3aIllPOCOB K
0aze TaHHBIX U 0OMeHa nHGOopMaIel MEXTy CEpBEPaAMH.

No oA~ W

Tabmuna 2

[Ipumepbl HAMOHAIBHBIX JOMEHOB BEPXHETO YPOBHS

Crpana Kon CrpaHa Kon
ApreHTrHa ar Kunp cy
ApmeHus am Kupruscran kg
ABcTpus at Kazaxcran kz
AzepOarimxan az Kanana ca
benopych by Wuans id
benbrus be JlaTBus LV
bonrapus bg JlutBa It
Yexus cz MoazoBa md
OcToHUS ee Hunepnannbt nl
Ounnaa s fi [Tonpmra pl
Opanmus fr [Topryranms pt
I'epmanus de Poccus ru
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['penust gr CrnoBakus sk
['py3ust ge CroBeHus Si
Janus dk Hcnanus es
Benrpus hu HIBenus se
Nranmst it [IBeiimapus ch
SAnonus jp Y30ekncTan uz
YKpauHa ua TypKkMeHuCTaH tm
Benukobpuranus gb Coenunennsble HITaTel us

Nudopmarmsi, COOTBETCTBYIOIIAS KaXIOMY JOMEHHOMY WMEHH,
XxpaHuTcs B 3ammcsax pecypcoB RR - (resource records) DNS-ceprepa.
OcHoBHBIM THIIOM XpaHuMoW uH(opmanuu sBisercs IP-agpec. OgHomy
JOMEHHOMY HMMEHU MOXET COOTBETCTBOBATh HeCKOJbKO IP-aapecoB (B
Cllyuae  WCIIOJIb30BaHMSI  HECKOJBKMX  CETEeBBIX  HWHTEpdeiicoB  Ha
KoMIibioTepe). Kpome 3Toro, B 3ammcsXx pecypcoB MOXKET XPaHHTHCS
JOTIOJTHUTEIbHAS HWH(pOPMAIUSA, HalpUMep, MaKCUMaJbHO JOITYCTHMOE
BpeMst K3IIIHPOBaHKs ronyuernoil nadopmarmu (TTL, time to live).

B cucreme JOMEHHBIX WMMEH pa3iIMyalOT HECKOJbKO THIOB DNS-
CEpBEPOB.

B 3aBrcHMOCTH OT THmNa OTKJIMKA Ha 3alpoc CEepPBEPhI NETATCS Ha
aBTopuTeTHbIC (authoritative) u HeaBTopureTHbie (NON authoritative).

Aemopumemnwiit omkauk (authoritative response) Bo3Bpariaror
CEpBEPhI, KOTOpHIC SABISIOTCS OTBETCTBEHHBIMU 3a 30HY, B KOTOPOU
onucaHa uHpopMaius, Heooxoaumas kiueHty DNS.

Heasmopumemmnwtii omxuk (Non authoritative response) Bo3epariaroT
CEpBEPBI, KOTOPhIE HE OTBEYAIOT 32 30HY, COJEPXKALIYID HEOOXOIUMYIO
KJIMEHTY UH(OpMAIHIO.

B 3aBucumoct oT cmocoba mojsep:kaHus — 0a3bl  JJTAaHHBIX
aBroputeTHble DNS-cepBepsl nmenmsarcs Ha mepBuuHBIC (primary) wu
ayompyromue (secondary).

Ilepsuunwlii cepeep NOMEHHBIX WUMEH SBJICTCS OTBETCTBEHHBIM 3a
UHGOPMAITUI0O O KOHKPETHOW JTOMEHHOM 30HE" W [I0OTOMY XPaHUT OITY
MHGOPMAITHIO, 3arpyX,aeT €¢ Il OTBETOB KIMEHTaM C JIOKAJIBHOTO JTUCKA
y37a, Ha KOTOPOM OH (yHKIMOHUpYyeT. OmnucaHue 30HbI 3TOTO CEepBepa
BEICTCSI HEMIOCPEACTBEHHO aIMUHUCTPATOPOM 30HBI.

3 KBIHI/IpOBaHI/Ie I/IH(i)OpMaIII/II/I 3aKJII09acTCA B €€ 3alIOMWHAHWU 3allPpOCUBIINM Y3JIOM WA DNS-cepBepOM Oonee
HHU3KOI'0 ypOBHH. Ilo ncreuennu YKa3aHHOT O BpECMCHHU AdHHAA I/IHq)OpMaL[I/Iﬂ MOXKET OBITh yaajicHa KIIMCHTOM.
4 I[J'IH Ka)K,HOﬁ ,HOMGHHOﬁ 30HBI MCPBUYHBIM MOKCT OBITH TOJBKO OAWH CCPBEP, IMOCKOJIBbKY «ICPBOUCTOYHUK»
MOXET U JOJIXKCH OBITH TOJIBKO OJUH.
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Jlyonupyrowuit  cepgep  NOMEHHBIX HWMEH TaKXe  ABJISETCA
OTBETCTBEHHBIM 3a 3Ty JOMEHHYIO 30HYy. B ero QyHkumm BXOAUT
nyOnMpoOBaHKWE MEPBUYHOTO CEpBEpa Ha Clydyaid HapyIIEHUS €ro padoThI.
Kpome »storo, aybmupyrommii cepBep, 00pabaTbiBas 4YacTh 3aIllpOCOB,
CHHUMAET Harpy3Ky C MEepBUYHOTO CEpBEpa.

AJMUHUCTpATOp AYOJIMPYIOIIETO CepBepa HE W3MEHSACT JIaHHbIC
OMKCaHUsl JOMEHHOW 30HbI, @ TOJBLKO 00ECIIEYMBACT CUHXPOHU3AINIO 0a3bl
JTAHHBIX TYOJMPYIOIIETO cepBepa ¢ 0a30i TaHHBIX IIEPBUYHOTO CEPBEpa.

[IpuMepoM Takoil OpraHM3aluu SIBJSIETCS CUCTEMa KOpPHEBBIX (r0Ot-
servers) DNS-cepsepos Internet. Beero B cetu Internet 13 xopaeBsix DNS-
CEPBEPOB.

KopneBbie cepBepbl SBISFOTCS OCHOBOM BCEU CHUCTEMBI JIOMEHHBIX
UMEH, MTOCKOJIbKY SIBJIIIOTCS A6MOPUMEMHbIMU cepeepamu sl KOPHEBOH
30HBI U COAEPKAT CCHUIKU Ha TaKUE K€ CEPBEPHI 30H MEPBOr0 YPOBHS WJIU
caMu SIBJIAIOTCS ABTOPUTETHBIMM CEpBEpaMH HEKOTOPHIX 30H TIEPBOTO
ypOBHS (Hammpumep, COM. wiu net.).

Ha 3ampoc o oMeHe KOpHEBOM CEPBEP BO3BPAIIAET KAK MUHUMYM
UM W aJpec YIOJIHOMOYEHHOIO CEpBEpa JOMEHA IEPBOrO YPOBHS, B
KOTOPBIM BXOAWT YKa3aHHbIM B 3ampoce y3el. OOpaTuBIIMCH IO
MOJIyYEHHOMY aJpPECy, MOKHO IMOJYYUTh UM M aJIpeC YINOJHOMOYEHHOTO
cepBepa JOMEHA BTOPOTO YPOBHS H T. I.

N3 Bcero cnucka KOPHEBBIX CEPBEPOB TOJBKO OAWH W3 HUX
(A.ROOT-SERVERS.NET) sBnsercs mTepBUYHBIM, a BCE OCTAJIbHBIC
DyOIUpYIOIIKE, XOTS OHU COJEPKAT UACHTUYHYIO HH(POPMALIHIO.

brnaromapst Takod opranuzamuu Internet Beigepkand HECKOJIbKO
IJI00QJIBHBIX aTaK 37I0YMBIIICHHUKOB.

3amuta DNS-cepBepoB 11000r0 ypoBHS, a OCOOCHHO KOPHEBBIX,
SBJIICTCS] OJTHOM U3 MPOoOJIEM COBpEeMEHHOM ceTu Internet.

O060011eHHas cxema padOThl CUCTEMBI IOMEHHBIX UMEH CJIEYIOIIAs.

[Tonp30BaTenh WHHIMUPYET 3ampoc K Web-cepBepy (Hampumep K
"Www.urgi.ru"). B cooTBeTCTBMU ¢ HACTPOMKAMM CETEBOTO ITOIKIIIOUYCHHUS
DNS-kmuent dopmupyer DNS-3anpoc k 6mkaiiimemy DNS-cepBepy (kak
npasuiio, o ymondanuio DNS-cepBep mpoBaiiaepa) 06 IP-agpece y3na, Ha
KOTOpPOM (DYHKIIMOHHPYET JaHHbIA Web-cepsep.

Ecim  DNS-cepBep mnpoBaiimepa sBIsSI€TCS aBTOPUTETHBIM IS
JIOMEHHOM 30HBI «.IU», TO OH BO3BpAIACT Y3JIy MOJb30BaTENs (a BEpHEE
nporpamMme, HWHHIMUpoBaBmield 3ampoc) DNS-oTKiMK, B  KOTOpOM
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coaepkutcs TpeOyemblid IP-anpec (B mpennosoKeHUH, YTO Takor Web-
cepBep BOOOIIIE 3aperUCTPUPOBAH).

B cmyuae, ecnu DNS-cepBep mpoBaiimepa He  SABISIETCS
aBTOPUTETHBIM 11 JOMEHHOW 30HBl «.fU», TO OH (opMHUpYET
anajmornunbii DNS-3ampoc k Beimectosmemy DNS-cepBepy (4are Beero,
HO He oO0si3arenbHO, KopHeBoMy DNS-cepBepy). KopueBoii DNS-cepsep B
OTBET Ha ToJydyeHHBIM 3amnpoc ¢dopmupyer DNS-otknmk, B kKoTOpoMm
conepxurcs |IP-anpec aBTopuTeTHOTO IS JAaHHOW JOMEHHOM 30HBI DNS-
cepBepa, nomyunB Kotophiii, DNS-cepBep mposaiifepa chopmMupyer Kk HEMY
3arpoc Y TOJYYCHHBIH OTKJIMK BEpPHET KJIMEHTy. lIpu 3TomM mosyueHHas
uHdopmarusa Oyaer 3aHeceHa B kamI-namsath DNS-cepBepa nposaiinepa. B
cllydae TIOBTOPHOTO 3ampoca OT mojis3oBatens IP-aapeca web-cepsepa
(HampuMep K «Www.urgi.ru»), DNS-cepBep mnpoaiizepa cdopmupyer
OTKJIMK, WCIOJIb3ys HWHpOpMamuio W3 KIII-MaMATH, W He Oyaer
oOpaiatbces K BeimecTosiiemy DNS-cepsepy.

3anpockl KIMEHTOB (MJIM CEPBEPOB) MOTYT OBITh PEKYPCHUBHBIMU WITU
UTEPATUBHBIMU. PexypcuBHbIi 3anpoc MO/IPa3yMEBAET, 4TO
3arpaliMBaeMblil CEpPBEP MOJDKEH CaMOCTOSITEIbHO MpoOekaThCs MO BCel
CUCTEME CEPBEPOB (BIUIOTH O KOPHEBOIO) JI0 MOTYYEHUs] KOHEUHOIO OTBETA
(B TOM yMCIie OTPUIATEIBHOTO) U BEPHYTh €ro KiueHTy. IIpu sTom cam
CEpBEpP MOKET TMOJIb30BAThCS HWTEPATUBHBIMU WM PEKYPCUBHBIMU
3anpocaMu. CepBep MOXKET OTKAa3aThCs BHIMIOJIHITH PEKYPCUBHBIE 3aIIPOCHI
«CTOPOHHUX» KJIMEHTOB. [IpuM wuTEepaTUBHOM 3ampoce cepBep JelaeT
TOJIBKO OJWH IlIar TOMCKAa W BO3BpAllla€T CChUIKY Ha aBTOPUTETHBIN
cepBep (WM KOHEYHBIM OTBET, €CJIM OH CaM SIBJISIETCS. aBTOPUTETHBIM JIJIs
JAHHOTO JJOMEHa). JlanbHEHINIA MOWCK NPOU3BOAUTCS CAMUM KIIMEHTOM.

O4eBUIHO, YTO CEPBEP JOMEHHBIX UMEH U KJIMEHTCKOE MPOrpaMMHOE
o0ecrieyeHre pean3yloT 3ajiokeHHylo B DNS  apXxurTektypy «KIMEHT-
CepBEp», a NPOrpaMMHBIE CPEICTBA, YKa3aHHbIE B IIOCJIEIHEM ITyHKTE,
MO3BOJISIIOT YIIPOCTUTH HACTPONKY CEpBEpa U YIPABJICHUE UM.

Uctopusi passutus cetu MHTepHET mokaspiBaeT, yTo DNS-cepsep
ABJISIETCS. OOBEKTOM aTak CO CTOPOHBI 3JIOYMBIIIJIEHHUKOB, MOCKOJIBKY,
BBIBEJISI U3 CTPOS ATOT CEPBEP WM M3MEHUB JIaHHBIC €ro 0asbl, MOXKHO,
HApYILIUTh pabOTy CETH.
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3.5. Knaccudukanus yaajJeHHbIX YIPO3 B BHIYUCINTEIbHBIX CETAX

VY nanieHHbIe yrpo3bl MOKHO KIIACCU(UIIUPOBATH MO CICAYIOIINM
IpU3HAKaM".

Ilo xapaxmepy 6030eiicmeus.

e nmnaccuBHbIe (kiacc 1.1);

e akTuBHbIC (Kiacc 1.2).

Iaccuenvim BO3IEHUCTBUEM HA PACIHPENCICHHYIO BBIYUCIUTEIBHYIO
CUCTEMY  Ha3bIBA€TCA  BO3JCWUCTBHE,  KOTOPOE  HE  OKa3bIBaET
HEMOCPEICTBEHHOTO BIUSIHUS Ha PabOTy CHUCTEMbI, HO MOXKET HapyllaTh €€
MOJIMTUKY Oe30macHOCTH. IMEHHO OTCYTCTBHE HEMOCPEACTBEHHOTO BIIUSHUS
Ha pabOTy CETU MPUBOIAUT K TOMY, UTO MACCUBHOE YJaJIEHHOE BO3/ICHCTBUE
MPaKTUYECKU HEBO3MOXKHO OOHApYKUTh. [IprMepoM macCHBHOTO TUIIOBOTO
YIQJICHHOTO  BO3JCHUCTBUS B BBIUMCIMTEIBHBIX  CETAX  SBJISICTCS
OpOCITYIIMBAaHME KaHala CBA3U B ceTH. [lon akmuenwvim BO3IEWCTBUEM Ha
BBIUHMCIIUTEIBHYIO  CE€Th  TOHMMAaeTCs  BO3JCUCTBHE,  OKa3bIBAIOIIEE
HEMOCPEJICTBEHHOE BIIMSIHUE HA PaboOTy ceTH (M3MEHEHUE KOH(Urypaluu,
HapylleHue paboTOCIOCOOHOCTH U T. J.) M Hapyllarollee MPUHATYIO B
HEel MOJUTUKY Oe30macHOCTU. [IpakTudecku Bce TUIBI YAAJIECHHBIX YTPO3
ABJISIFOTCSI aKTUBHBIMU BO3/I€MCTBUSIMM.

Ilo yenu eo30eiicmeus.

e HapyuieHue KoH(puaeHIManbHoCcTH nHpopManuu (knacc 2.1);

®  HapylIeHHUE LEJOCTHOCTU nH(popManuu (kiace 2.2);

® HapylleHHE J0CTymHOCTH HHMopManuu (padoTocnocoOHOCTH
cucteMsl) (kmacc 2.3).

OTOT KJIAaCCU(UKAIIMOHHBIN MPU3HAK SIBISIETCS MPSIMOM MPOEKIUEH
TPEX OCHOBHBIX THUIIOB YIPO3 — PACKPBITHS, LEJIOCTHOCTA M OTKas3a B
00CITy>KUBaHHH.

OgHa W3 OCHOBHBIX 1ENEW 3J0YMBIIUICHHUKOB — IOJTYYEHUE
HECAHKIIMOHUPOBAHHOTO JocTyna K wuHpopManuu. CyliecTBYIOT [Be
NPUHIIMITMATIBHBIE BO3MOXKHOCTH JIOCTyNa K HWHGOpMAaIuu: TepexBaTr u
UCKakeHne. Bo3MOXHOCTh mepexBaTta HHGOpMAIMKU 03HAYAET MOIYYCHHE K
HEl JI0CTyma, HO HEBO3MOXKHOCTH ee Momuduxanuu. CreaoBareibHo,
nepexBar MHQPOpPMAIMKM BEIET K HapYIICHUIO €€ KOH(HUACHIUAIHHOCTH.
[IpumepoM miepexBaTa HHPOPMAIMA MOXKET CIY)XUTh MPOCITYIITMBAHUE

® Mengenoscknii M.J1., CembsioB I1.B., ITnatono B.B. Araka gepe3 Internet /Tlox pen. mpod. I1.1A.3erxmer/ HITO
"Mup u cemps-95", 1997.
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KaHaja B CETU. B 3TOM ciydyae MMEETCs HECAHKLIMOHUPOBAHHBINA JIOCTYI K
uHpopMa 0e3 BO3MOXKHOCTU €€ HUCKakeHusl. OYEeBUIHO TakKkKe, 4TO
HapyllleHue KOH(PUIEHIIMATBLHOCTH WH(POPMAIMKA  SBIISICTCSI MaCCUBHBIM
BO3JICICTBHEM.

Bo3MOXHOCTh HMCKaxeHUs MHQOpMAIMK O3HA4aeT JIMOO MOJIHBIN
KOHTPOJIb HaJl WH()OPMAIIMOHHBIM TOTOKOM MEXIY OOBEKTaMU CUCTEMBI,
aM00 BO3MOKHOCTh TIE€pelaud COOOIIEHHWH OT HMMEHU APYroro OOBEKTa.
Takum 00pa3oM, OYEBHJIHO, YTO HCKaKEHHE HWH(POpMAIMM BEIET K
HapyUIEHUIO €€ LeIoCcTHOCTH. [laHHoe wH(pOpMaMOHHOE pa3pyllarollee
BO3CUCTBHE MPEACTABISET COOOM SPKUN MPUMEP AKTUBHOTO BO3JEHCTBUA.
IIpumepom ypaneHHOW Yrpo3bl, LEJIb KOTOPOW HApYyLIEHUE LEJOCTHOCTH
UH(OPMAIIUY, MOXKET CIIY’KUTh TUTIOBAs yIAJICHHAsI aTaka «JI0KHBIA OOBEKT
pacnpeeieHHON BBIYMCIUTEIBHON CETH.

[IpuHuunuansHO Jpyras Uedb MNPECIEAYETCS 3JI0YMBIIIJIECHHUKOM
Opyv peaiu3aldy yrpo3bl AJIs HapylIeHUs pabdOTOCIOCOOHOCTH ceTu. B
ATOM Cly4ya€ HE€ NPEANoJiaraeTcs IMOJyYeHHEe HECAaHKIMOHUPOBAHHOIO
nocryna Kk uHpopmaruu. Ero ocHOBHasi 1enb — JAOOUTHCS, YTOOBI y3€l
CETU WJIM KaKOM-TO U3 CEPBUCOB, MOIJEPKUBAEMBIN UM, BBIIIEI U3 CTPOS U
JUISL BCEX OCTAJIbHBIX OOBEKTOB CETH JIOCTYN K pecypcaM aTakOBAHHOTO
oObekTa ObUT Obl HEBO3MOXKEH. [IpuMepoM ynameHHOW aTaku, IENbIO
KOTOPOM SIBJISIETCA HapylleHHe pPabOTOCIOCOOHOCTH CHUCTEMBI, MOXKET
CITy’KUTb TUIIOBAsI YAAJICHHAs aTaKa «O0TKa3 B OOCIIYKUBAHUI.

Ilo ycnosurw nauana ocyuiecmenenus 6030eicmeus. Y JAICHHOE
BO3/ICHCTBHUE TaK K€, KaKk U JI000E APYroe, MOKET HayaTh OCYIIECTBIIATHCS
TOJIKO TIPHU OIPENEICHHBIX YCIOBUSX. B BBIUUCIMTENBHBIX CETAX MOXKHO
BBIJICIUThH TPU BHUJIa YCIOBUI Hayajla OCYILIECTBIICHUS y1aJ€HHOM aTakH:

®  aTaka IO 3aIllpocy OT aTaKyeMoro oobekTa (kiace 3.1);

®  araka [10 HACTYIUICHUIO 0)KUJAEMOr0 COOBITUS HA aTAKyEMOM
obbekTe (kmacc 3.2);

e Oe3ycioBHas araka (kiacc 3.3).

B nmepBoMm ciyyae 3JMOYyMBIIUIEHHUK OXHUIAET TMepeAayd ot
NOTEHLUAILHON 1IeNTM aTaku 3ampoca OMNPEJEIICHHOIO THUMA, KOTOPbIA U
Oyzmer yclIOBMEM Hauaja OCYILECTBICHUSI Bo3aelcTBus. I[Ipumepom
noao0HbIX 3ampocoB B cetu Internet ciyxar DNS-3anpocel. OTMeTumM, 4To
JAHHBIN TUN yAaJEHHBIX aTak HauOoJee XapakTepeH Uil paclpeesieHHbIX
BBIYHMCIIUTEIbHBIX CETEH.
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Bo BTOpoM ciyyae 3JI0yMBIIUIEHHUK OCYHIECTBIISIET MOCTOSHHOE
HAOJIIOJICHUE 3a COCTOSIHUEM ONEPALMOHHON CHCTEMBl YNAJCHHOW LIEIU
aTaki M TIPU BO3HUKHOBEHHM OMPEJICICHHOTO COOBITHSI B 3TOM CHCTEME
HauMHAaeT BozlehcTBUME. Kak W B mOpeaplayIeM ciydae, HWHUIIMATOPOM
OCYIIIECTBJICHUSI HaUaJla aTaKu BBICTYIIAET CaM aTaKyeMbIil 0ObEKT.

Peanu3zanusi TpeThero BHUJA aTaKu HE CBs3aHAa HU C KaKUMHU
COOBITHSIMA U peanu3yercs 0€3yCIOBHO MO OTHOIIEHUIO K LU aTakd, TO
€CTh aTaka OCYILIECTBISETCS HEMEJICHHO.

Ilo nanuuur odopammnoii ceaszu c amaxyemvim 00beKmom:

e ¢ oOpaTHO¥ cBs3bIO (Kiacc 4.1);

e  (Oe3 oOpaTHOI CBsI3M (OHOHAIIPABJICHHAs aTaka) (kiacc 4.2).

VY nanennast araka, OCylIECTBIsieMasl IPU HaJIMYUKU OOpaTHOM CBA3U
C aTakyeMbIM OOBEKTOM, XapaKTEepU3yeTCs TE€M, 4YTO Ha HEKOTOpbIC
3ampocChl, MEpPEaHHbIe Ha aTaKyeMbld OOBEKT, aTakyrolleMy TpeOyeTcs
MOJIYYUTh OTBET, a CJIEIOBATEIbHO, MEXAY aTaKYyIOIIMM M IEJIbI0 aTaku
CYLIECTBYET oOpaTHasi CBsI3b, KOTOpasi MO3BOJIAET aTaKyIOIIEMY aJ€KBATHO
pearupoBaTh Ha BCE U3MEHEHUS, MPOUCXOAIINE Ha aTAKyEMOM OOBEKTE.

B ommmuue ot arak ¢ OOpaTHOM CBSA3BIO yAAJEHHBIM arakam Oe3
oOpaTHOM CBsI3U HE TpeOyeTcs pearupoBaTh Ha KaKUE-TMOO W3MEHEHWS,
NPOUCXOMAIIME HA aTaKyeMOM OOBEeKTe. ATaKu JaHHOTO BHAA OOBIYHO
OCYILIECTBIISIIOTCS Mepeayeii Ha aTaKyeMblid 0ObEKT OJMHOYHBIX 3alPOCOB,
OTBETHl Ha KOTOpbIE aTaKylolleMy He HYyXHbL. [logoOHyI0 ynaneHHYIO
aTaky MOJKHO HAa3blBaThb OJHOHANPABICHHOW YIAJCHHOM AaTaKOW.
[IpuMepoM OJHOHAMNPABIICHHBIX aTaK SIBJIIETCS TUIIOBAsl ylalieHHAs aTaka
«OTKa3 B O0CITY)KUBAHU».

Ilo  pacnonoswcenuro  cyovekma  amaku  OMHOCUMENbHO
amaxyemozo o0vekma:

e BHyTpucerMeHTHoe (kiacc 5.1);

®  MEXKCerMeHTHoe (Kiacc 5.2).

PaccmoTpum psig onpeneneHui.

CyObeKT aTaku (MM UCTOYHUK aTaKW) — 3TO aTaKylolasi mporpaMma
WJIM 37I0YMBIIIJIEHHUK, HEMOCPEICTBEHHO OCYIIECTBIISIOIINE BO3ACHCTBUE.

Mapmpyruzarop  (router) —  ycTpoiicTBO,  oOecredYrBaromiee
MapIIpyTU3aIMIO TAKETOB OOMEHA B TJI00AbHOM CETH.

[Toxcets (subnetwork) (B Tepmunosioruu Internet) coBoKymHOCTH
XOCTOB, SIBJISIIOIIUXCS  4YacThlO  TJI00AMbHOM CETH, I  KOTOPBIX
MapuIpyTU3aTOPOM BBIJICJIEH OJITMHAKOBBIA HOMEP IMOJCETU. XOCTbl BHYTPU
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OJTHOU MMOJICETHU MOT'YT B3aMO/I€HICTBOBATH MEXIY cobon
HEMOCPEACTBEHHO, MUHYS MapIIpyTH3aTOp.

CerMeHT cetm — (¢u3nueckoe oObeauHEeHHe XocToB. Hampumep,
CErMEHT CETH 00pa3yeT COBOKYITHOCTh XOCTOB, ITOJKIIFOUEHHBIX K CEPBEPY 10
cxeme «oOmras muHay. [Tpu Takol cxeme MOoAKIIIOUEHUST KaXK bl XOCT UMEET
BO3MOYKHOCTh IMOBEPraTh aHAIN3Y JIFOOOH MTAKeT B CBOEM CETMEHTE.

C ToukM 3peHHS YIAJICHHOM aTakh YPE3BBIYAMHO Ba)KHO, KaK IO
OTHOIICHHIO JPYT K JIPYry pacrlojiaraloTcsi CYOBEKT M OOBEKT aTaKH, TO
€CTh B OJIHOM WJIM B pa3HBIX CETMEHTaX OHU HaxoadaTcs. B ciydae
BHYTPHCETMEHTHON aTakW, KaK CJICAyeT W3 Ha3BaHHS, CYyOBEKT U OOBEKT
aTakl HaXOaATCsS B OJHOM cerMeHTe. [Ipyr MeXCEerMeHTHOM aTake CyObeKT
U OOBCKT aTakKu HaxoJATCSI B  Ppa3HBIX CerMeHTax. JlaHHbIH
KJIACCU(PMKAIIMOHHBIN TPU3HAK TO3BOJISET CYIUTh O TaK Ha3bIBaeMOM
«CTETICHU yJIaJICHHOCTHY aTaKHu.

BaxxHo OTMETHTh, YTO MEXKCErMEHTHAas yJaJICHHas aTaka
IPEJCTABIISIET TOPa3i0 OOJBIIYI0 OMACHOCTh, YEM BHYTPHCETMEHTHas. DTO
CBS3aHO C TEM, 4YTO B CJIy4ae MEKCErMEHTHOW aTaku OOBEKT €€ u
HETOCPEJICTBEHHO aTaKYIOIIN MOTYT HaXOJUTHCA HAa PACCTOSHUA MHOTHX
TBICSY KAJIOMETPOB JpPYyr OT Jpyra, 9YTO MOXET CYIIECTBEHHO
BOCTIPEMSATCTBOBATH MEpPaM I10 JIOKIM3AIMN CYyObEeKTa aTaKH.

Ilo ypoenwo moodeau 1SO/OSI, Ha KOTOPOM OCYIIECTBISCTCS
BO3/CHUCTBHE:

e (dusuueckuii (knacc 6.1);

KaHaJIbHBIN (KJace 6.2);
ceTeBol (kiacc 6.3);
TpaHCIIOPTHBIN (Ki1acc 6.4);
ceaHCOBbIH (kiacc 6.5);
npeAcTaBUTENbHBIN (Ki1acc 6.6);
npukiaaHou (kimacc 6.7).

3.6. TunoBbIie yIaJIeHHbIE ATAKH M UX XaPAKTEPUCTUKA

Tunoeasn yoanennan amaxa — 3TO yAaJleHHOE WH(OPMAIIMOHHOE
paspyliaronee BO3ACUCTBUE, MPOTPAMMHO OCYIIECTBIISIEMOE IO KaHaJlaM
CBSI3U U XapaKTEPHOE ISl JIF0OOM pacpeieICHHON BIYUCIUTEILHON CETH.

OCHOBHOI OCOOEHHOCTBIO PACIPEICTICHHON BBIYUCIUTEIBHON CETH
SBIIICTCSL PACHPEEICHHOCTh €€ 0OOBEKTOB B MPOCTPAHCTBE M CBSA3b MEKIY

67



HUMH TI0 (U3UYECKUM JMHUSIM CBsi3U. [lpu 3TOM BCe ympaBistolne
cooOIlleHUsT W JaHHbIe,  IIEPEChUIAEMbIE  MEXAYy  OOBbEKTaMu
BBIYMCIIMTEIBHON CETH, MEPENAIOTCS MO CETEBBIM COCAUHEHUSIM B BUJE
nakeToB 0OMeHa. JTa 0COOCHHOCTh NMPHBEJA K MOSBJICHUIO CHEU(PUIHOIO
JUISL  pACTIPEICIICHHBIX BBIYMCIUTEIBHBIX CETEH THUIOBOTO YAAJIECHHOIO
BO3JICMCTBUS, 3aKJIIOYAIOIIETOCs] B MPOCIYIIMBAHWM KaHalla CBSI3H,
HA3bIBAEMOTO AHAIUZOM CENe8o20 mpagduka.

AHaym3 ceTeBoro Tpaguka rmo3BoIseT:

® U3YYUThb JIOTUKY pPabOThl pacHpeAcCHHON BBIUUCIUTEIHHON
CETH, 3TO JIOCTUTAETCsl MyTEeM IepexBaTa W aHajM3a MaKeTOB oOMEHa Ha
KaHAJIbHOM YPOBHE (3HAHUE JIOTUKU PAa0OTHI CETH MO3BOJISICT HA TPAKTUKE
MOJIETTUPOBATh U OCYIIECTBIISITh IPYTUE TUIIOBBIC YIaJICHHBIC aTaKHN);

®  [IEPEXBATUTH MOTOK JAHHBIX, KOTOPHIMA OOMEHUBAIOTCSI OOBEKTHI
CETH, TO €CTh YJaJCHHas aTaka JAHHOTO THUIIA 3aKJIOYAETCs B MOJTYYCHUHU
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K MH(POpPMAILUUA, KOTOPOH OOMEHHUBAIOTCS
MoJib30BaTeN (MPUMEPOM TMEPEXBAYCHHOW IPH MOMOIIY JAHHOW THUITOBOM
yIQICHHOW aTaku WHOOpPMAMM MOTYT CIYXHUTh HUMA U IapoJib
M0JIb30BaTelIs, IIEpechbuIaeMbIe B HE3aIIU(PPOBAHHOM BHJIE 11O CETH ).

Opnoit u3 mpobiem Oe3oracHocTy pacnpenenenHoin BC sBisercs
HEJOCTAaTOYHAsl HMASHTU(UKAIMSI | ayTeHTUdukanus (ornpeaeacHue
MOJTMHHOCTH) YAAJICHHBIX IPYT OT Apyra o0bekToB. OCHOBHASI TPYIHOCTh
3aKJIIOYaeTCd B OCYIIECTBJICHHWM  OJIHO3HAYHOW  WJAEHTU(UKAIUU
COOOIIECHUHN, TmMepelaBacMbIX MEXAy CyObekTaMu U 00bEeKTaMu
B3auMoiecTBUsl. OOBIYHO B BBIYMCIUTEIBHBIX CETAX d3Ta mpodiema
penaeTcsi UCMOJIb30BaHWEM BUPTYaJIbHOTO KaHalla, TI0 KOTOPOMY OOBEKThI
O0OMEHHBAIOTCSI ONPENEIECHHON uHbopMaImei, YHUKAJIBHO
uaeHTAUQUIUpYoIel AaHHbIM KaHal. [l ampecaniuu COOOIICHWM B
paclpeeIeHHbIX BBIYMCIUTEIBHBIX CETSAX HCIOJIb3YETCs CETEBOM ajpec,
KOTOPBIM YHUKaJICH IJisi KaXJ0ro oObEeKTa CHUCTEMbl (Ha KaHaJbHOM
ypoBHe Mojaenu OS| — 3T0 ammapaTHbI agpec CETeBOro ajanrtepa, Ha
CETEBOM YPOBHE — aJIpeC OMPEAENSIETCS MPOTOKOJIOM CETEBOIO YPOBHS
(mammpumep, IP-aagpec). CeTeBoil agpec TakKe MOXKET MCIOJIb30BaThCS IS
uaeHTH (UK 00BEKTOB CETH.

B Tom caydae, korma B BBIYMCIMTEIBHOW CETU MCIIOJB3YIOT
HECTOMKHE  aJlrOpUTMbl  HUACHTU(PUKAIIMU  yHAJCHHBIX  OOBEKTOB,
OKa3bIBAE€TCSI BO3MOXKHOW THUIOBAasl yAAJICHHAs aTaka, 3aKIIOYaroliasics B
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nepenaye mo KaHajaaM CBSI3M COOOIIEHUH OT MMEHH MPOU3BOJIBHOIO 00BEKTa
WM CYObEKTa CETU, TO €CTh HOOMEHA 00beKma uiu cydvekma cemu.

Henocrarouno HaJIeKHasI UJICHTU(PUKaLHS CETEBBIX
YIPABISIOIMX YCTPONCTB (HAmpuUMep, MapUIpyTHU3aTOPOB)  SIBISIETCA
MIPUYMHOW BO3MOYKHOTO BHEJPEHHUS B CETh JIOXKHOTO OOBEKTa IyTEM
M3MEHEHHUS MapIIpyTU3aIluy MTaKeTOB, ITePeIaBacMbIX B CETH.

CoBpemeHHbIE  r00aldbHBIE  CETHM  MPEICTaBISIOT  COOOM
COBOKYITHOCTh CETMEHTOB CETH, CBSI3aHHBIX MEXKIY COOOW uepe3 CeTeBbIe
y31bl. [Ipu aTOM MappyToM Ha3bIBae€TCS MOCIEIOBATEILHOCTD Y3JIOB CETH,
10 KOTOPOM JaHHBIE TEPEAaroTCs OT HMCTOYHWKA K MpUeMHHUKY. Kakmbrit
MapUIpyTH3aTOp UMEET CIEIUaIbHYI0 TaONUIly, Ha3bIBAEMYIO madiueil
mapuipymusayuu, B KOTOPOM JId KaXIOro ajapecata YKa3bIBaeTCs
ONTUMAJILHBIA MapmpyT. TaOiumpl MapIIpyTH3alMH CYIIECTBYIOT HE
TOJILKO y MapIIPyTU3aTOPOB, HO U Y JIIOOBIX XOCTOB (y3J10B) B TJIOOAILHOM
cern. [l obecrieueHus 3HEKTHBHOM M ONTUMAIHLHOM MapIIPyTHU3AlUA B
pacupeneneHHbix BC  mpUMEHSIOTCS  CICNWAIbHBIC  YIPABIISIIONINAC
POTOKOJIBI, MO3BOJISIOIINE MapuIpyTU3aTopam O0OMEHUBATKLCS
uHpopmanueii apyr ¢ apyrom (RIP (Routing Internet Protocol), OSPF
(Open Shortest Path First)), yBegoMiisaTh XOCThI O HOBOM MapIpyTe —
ICMP (Internet Control Message Protocol), ynmaneHHO yIIpaBIATH
mapmpyruzaropamu (SNMP  (Simple Network Management Protocol)).
OTHU NPOTOKOJIBI TO3BOJISIIOT YAAICHHO W3MEHSATh MapIIPyTU3alMIO B CETU
HHTEepHET, TO €CTh ABJSAIOTCA MTPOTOKOJIAMHU YIIPABIICHUS CETHIO.

Peamm3zanyss 1aHHOM TUIOBOM YIAJIEHHOW aTaKyd 3aKJIO4YacTCs B
HECAHKIIMOHUPOBAHHOM HCIIOJIb30BAHUU TPOTOKOJIOB YIPABICHUS CEThIO
JUIA  W3MEHEHMSI HWCXOJHBIX TaOmuIl MapupyTuzauud. B pesynbrate
YCIEITHOTO U3MEHEHHUSI MapIIpyTa aTaKyIOIIUNA MOJYYUT MOJIHBIN KOHTPOJIb
HaJ TOTOKOM HH(pOpMAaIMK, KOTOPOH OOMEHMBAIOTCS OOBEKTHI CETH, U
aTaka TMeperieT BO BTOPYIO CTAJIMIO, CBSI3aHHYIO C MPUEMOM, aHAIIM30M U
nepegavend cooOIeHUH, MOMTy4aeMbIX OT J€3MH(GOPMUPOBAHHBIX OOBEKTOB
BBIYHUCITUTEILHOMN CETH.

[TosmydnB KOHTPOJIb HAJl MPOXOASAIIUM MMOTOKOM HH(POPMAIIN MEXKTY
O00BEKTaMH, JIOKHBI OOBEKT BBIUUCIUTEIBHOM CETH MOXKET MPUMEHSTH
pazu4HbIe METOAbl BO3JCUCTBUS Ha IMEPEXBAYEHHYIO HH(POpPMAIIHIO,
HaIpUuMep:

1) ceneknus moToka MH(MOPMAIIMKM U COXpPAaHEHHE €€ Ha JIOKHOM
00BbeKTe (HapymeHne KOH(GUICHINAIbHOCTH );

69



2) Moaudukaius nHhOpMaIUu:

e Moau(UKAIMA JAHHBIX (HAPYUICHHUE IIEJIOCTHOCTH);

e  MoaudUKaIKs UCIIOIHIEMOTO KOJIa U BHEAPEHUE pa3pyIIaronIuX
OPOrpaMMHBIX ~ CPEACTB —  MPOTPaMMHBIX  BHUPYCOB  (HapylieHUE
JTOCTYITHOCTH, IIEJIOCTHOCTH);

3) mnoaMeHa uHGopManuu (HaApyIICHUE IEJIOCTHOCTH).

OngHOMl W3 OCHOBHBIX 3a/Ja4, BO3JIaraéMbIX Ha CETEBYIO
OTEPAITMOHHYIO CHUCTEMY, (DYHKIIMOHUPYIOIIYIO Ha Ka)XXJIO0M U3 OOBEKTOB
pacmpeieicHHOW  BBIUMCIUTEIBLHOM  CETH, sBJSETCS  oOecledeHue
HAJIG)KHOTO YAAJICHHOT'O JIOCTYIa C J00ro o0beKTa CeTH K JTaHHOMY
00beKkTy. B 001ieM ciaydae B CETH KaXIbld CYOBEKT CHUCTEMBI JIOKEH
UMETh BO3MOKHOCTh TOJIKITFOUUTHCS K JIFOOOMY OOBEKTY CETH M TIOJYIUTh B
COOTBETCTBUM CO CBOMMH IIpaBaMH yJIAJICHHBIM JOCTYII K €ro pecypcam.
OOBIYHO B BBIYUCIUTEIBHBIX CETSIX BO3MOXKHOCTH IPEIOCTABICHUS
yIIaJICHHOTO JIOCTYIa peaju3yeTcsl CIAeAyIoImMUM o0pa3oM: Ha OOBEKTE B
CETEBOM OIIEPALMOHHOW CHUCTEME 3allyCKalOTCsl Ha BBINOJHEHUE PN
nporpaMMm-cepepoB (Hampumep, FTP-cepsep, WWW-cepsep u 1. 11.),
NPEAOCTABISIONINX YAAICHHBI JOCTYyH K pecypcaM JaHHOrO OOBEKTA.
JlaHHbIE MIPOrpamMMBbI-CEpBEPHI BXOIAT B COCTaB TEICKOMMYHHUKAIIMOHHBIX
CIIy0 TPEeNOoCTaBJICHUS YJAJIEHHOrO JOCTyIa. 3ajJada cepBepa COCTOUT B
TOM, YTOOBI ITOCTOSIHHO OKUJIaTh MOJYYEHHS 3aIIpoca Ha MOJKIIOYEHUE OT
yIaJICHHOTO 00BEKTA U, MOJYYUB TaKOW 3aIpoc, MepeiaTh Ha 3apOCUBIIHIA
OOBEKT OTBET Ha pa3pelieHHe TMOAKIIYeHus Jmbo Ha otka3. [lo
aQHAJIOTUYHOM CXEME MPOUCXOIUT CO3/IaHNE BUPTYAIbHOTO KaHaJla CBS3H, 110
KOTOPOMY OOBIYHO B3aMMOJCUCTBYIOT OOBEKTHI CeTU. B 3TOM ciyuae
HEMOCPEJICTBEHHO OIepallioOHHasl CHUcTeMa o0pabaThIBaeT MPHUXOIAIINE
W3BHE 3aIllpoChl Ha CO3/IaHHE BHUPTYaJbHOrO KaHala W TEpPelacT UX B
COOTBETCTBUM C MJICHTU(PUKATOPOM 3arpoca (HOMEp MopTa) MPUKIATHOMY
IPOIECCY, KOTOPBIM SIBJISIETCSI COOTBETCTBYIOLIUM cepBep. B 3aBucumocTu
OT Pa3JIMYHBIX MapaMeTPOB OOBEKTOB BHIUUCIUTEIBHON CETH, OCHOBHBIMU
U3 KOTOPBIX SBIsItOTCA ObicTponerictBue OBM, o00beMm omnepaTuBHOMN
naMsATd ¢ TPOIMYCKHAas CIOCOOHOCTh KaHajga CBA3H, KOJIMYECTBO
OTHOBPEMEHHO  yCTAaHABIMBAEMbIX  BHUPTYyaJbHBIX  MOJKIIOYCHHUH
OTPAaHWYEHO, COOTBETCTBEHHO  OTPAaHWYCHO M  YHUCJIO  3alpoOCOB,
oOpabaTeiBacMbIX B €AWHHUIYYy BpeMeHH. C 3TOH OCOOCHHOCTBIO PaOOTHI
BBIUMCIIUTEIBHBIX CETEH CBs3aHa TUIOBAs YAAJICHHAs aTaka «omKa3 6
00CYHCUBAHUW.
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Pesynprar mpuMeHEHUs 3TOW YNAJICHHOM aTakd — HapyLIEHUWE Ha
aTaKOBAHHOM OOBEKTE pPabOTOCIOCOOHOCTH COOTBETCTBYIOIIEH —CITY:KOBI
MPENOCTaBICHUS YIAJICHHOIO I0CTYyMa, TO €CTh HEBO3MOXKHOCTh TOJTYy4EHUS
yIaJICHHOTO JIOCTYTA C APYTHX OOBEKTOB BBIYHUCIUTEIHHOM CETH — OTKAa3 B
oO0cnyxkuBaHuu. OIHAa U3 Pa3HOBUIHOCTEHM ATOM TUIIOBOM YJaJIE€HHOM aTaku
3aKJIF0YAETCS B IIEpe/iaue ¢ OJHOrO ajpeca TaKoro KOJIMYECTBa 3alIpOCOB Ha
aTaKyeMblil 00BEKT, KOTOpOoe Mo3BojsieT Tpaduk. B 3TOM ciydae, ecinu B
CUCTEME HE TPEAyCMOTPEHbl TMpaBWja, OrPAHUYMBAIOIIME  YUCIIO
MPUHUMAEMBIX 3aPOCOB C OJJHOTO 00OBEKTa (aapeca) B €AMHUILY BpEMEHH, TO
pe3yJbTaTOM JTOH aTaKh MOXKET SBJISTHCS KaK TEPENOJHEHUE OYepenu
3alpOCOB M OTKa3a OJHOM W3 TEJIEKOMMYHHMKAIIMOHHBIX CIIY)kKO, Tak W
MOJIHasE OCTAHOBKAa KOMIbIOTEpAa HU3-32 HEBO3MOKHOCTH  CHUCTEMBI
3aHUMAaThCd HUYEM JPYTHUM, KpoMme o0paboTku 3ampocoB. W mocienaHew,
TPEThEH PA3HOBUIHOCTHIO aTaKd «OTKa3 B OOCITY)KUBAaHUMY, SIBIISICTCS
nepegada Ha  aTaKyeMbli  OOBEKT  HEKOPPEKTHOrO,  CIEHHAIbHO
1o100paHHOro 3anpoca. B 3ToM ciiyyae npy HaJIMuuu OIMOOK B yIaJIeHHON
CUCTEME BO3MOKHO 3allUKJIMBAaHUE TpoLEaypbl 00pabOTKH 3arpoca,
nepenojaHeHrue Oydepa ¢  MNOCIAEAYIOIIMM  3aBUCAHUEM  CHCTEMBI.
OCHOBHBIMM TIPUYMHAMHU YCII€Xa YIAJIEHHBIX YIPO3 B BBIUHUCIUTEIbHBIX
CETAX SIBJISIIOTCS:

1.  OtcyrcTBHE BBIICTIEHHOTO KaHasa CBSA3M MEXKIY OObEKTaMHU CETH.

2. Henocrtatounas naeHTuduUKaIms 00beKTOB U CYyObEKTOB CETH.

3. BzaumopeiictBue 0OBEKTOB 0€3 YCTAaHOBJIEHHUS BUPTYaJIbHOI'O
KaHasa.

4. OrtcyTcTBUE B paCHpeIelICHHBIX BEIYUCIUTENLHBIX CETAX MOJTHOM
uHpopMalmu o ee 00bEKTaX.

5. OrcyrcTtBHE B  pacHpElENCHHBIX BBIYUCIUTENBHBIX  CETSX
KPUIMTO3AIIUTHI COOOIICHUH.

Koumponwshuie éonpocwt no pazoeny Ne3

1 B 4em 3aKJIFOYAIOTCS OCOOCHHOCTHU obecrieueHus
«uH(POPMAITMOHHON O€30MaCHOCTH» KOMITbIOTEPHBIX CETEH?

2. JlaiiTe onpeneseHe MOHATUS «YJAJICHHAs yIpO3ay.

3. B uem 3akmouaercs crnenuduka METOJOB U CPEACTB 3aIUTHI
KOMIIBIOTEPHBIX CETEH?
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4. llosicHUTe NOHSTHE «rJI00AbHAs CETeBas aTaka», IIPUBEIUTE
IPUMEPBHI.

5. Kakue npotokossl 00pa3yroT mozens 1 CP/IP?

6. Kakoil mpoTokon obecrieunBaeT MpeoOpa3oBaHUE JIOTUYECKUX
CETEBBIX QJIPECOB B amrmapaTHbIc?

/. TlpoBemuTe  CpPaBHUTEIBHYIO  XapaKTEPUCTHKYy  MOJIEJICH
nepenaun ganHeix TCP/IP u OSI/ISO.

8. Ha kakom ypoBae wMoaemu OSI/ISO peamusyercs cepsuc
0€30IMacHOCTH «HEOTKa3yeMOCTh» (coracHo «OO0IUM KpUTEPHSIM»)?

9. [lns wero npeanaznauen DNS-cepsep?

10. Tlepeuncnure KiIacchl yaaJ€eHHBIX yTPO3.

11. Kak knaccuuUMpyroTCs yAajJ€HHbIE YIPO3bl «II0 XapakTepy
BO3JIEHCTBUS)?

12. OxapakTepusyiTe yaaJleHHbIC YTPO3bl «II0 IETH BO3JACUCTBUS.

13. Moxer 1M TIacCMBHAs yrpo3a IMPUBECTH K HaPYIICHHUIO
LEIOCTHOCTH MH(MOpMALIIK?

14. JlaitTe ornpejeneHre TUIIOBOM YIaIeHHOM aTaKH.

15. Yto sBigeTcs UEIbI0 3JOYMBIIUICHHUKOB TIPU «aHAIU3e
ceTeBoro Tpaduxa»?

16. HazoBuTe mnpuUyYMHBI ycrnexa YAAJICHHOM aTakuh <JIOXKHBIN
00BEKTY.
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4. MEXAHU3MbI OBECIIEYEHUSI U®OPMAIIMOHHON
BE3OITACHOCTH

4.1. UnenTuuraums 1 ayTeHTUPUKALUAA

Unentndukamms ©  ayTeHTHPHUKAIUA —~ TPUMEHSIOTCS  JUIS
OTpaHMYEHHUS  JOCTyma  CIAy4yalHbIX M HE3aKOHHBIX  CYOBEKTOB
(moJsib30BaTENMM, MPOIECChl) MHGOPMAIMOHHBIX CHUCTEM K €€ OOBbeKTam
(ammapaTHbIe, porpaMMHbIe U HH(pOopMaIroHHbie pecypcesl) [10].

OOmuMii anropuT™ padOThl TAKUX CUCTEM 3aKIIIOUYAETCS B TOM, YTOOBI
MOJIyYUTh OT CyObekTa (Hampumep, TOJIb30BaTENsl) HH(OpMaIHIO,
YIOCTOBEPSIIOITYI0 €ro JIMYHOCTh, MPOBEPUTh €€ MOJJIMHHOCTh W 3aTeM
PEIOCTaBUTh (WJIM HE MPEAOCTaBUTh) 3TOMY ITOJIH30BATEII0 BO3MOKHOCTh
pabOThI C CUCTEMOM.

Hanwune mnporienyp ayreHTHGUKAIMM W/WIM  WISHTU(UKAITIN
MOJIb30BaTENEH SABJISIETCS 00SI3aTENILHBIM YCIIOBUEM JIFOOOM 3alllUIIICHHOM
CUCTEMBI, IOCKOJIbKY BCE MEXaHU3MbI 3aIlIUTh THGOPMALIUKA PACCUUTAHBI HA
paboTy C IOUMEHOBAHHBIMHU CYOBbEKTaMU U 00bEKTaMU MH()OPMAIIMOHHBIX
CHUCTEM.

Hoenmughukayus — npucBoeHue CyObeKTaM U OOBEKTaM JIOCTYIIA
JIMYHOTO UACHTU(PUKATOPA U CPABHEHUE €TO C 33JIaHHBIM.

Aymenmugpukayua (yCTaHOBJIICHHWE TOJUIMHHOCTH) — TPOBEpKa
NPUHAJICKHOCTH CYOBEKTY JOCTYIA MPEIbSIBICHHOTO UM HJEHTU(UKATOpa
U TIOATBEPKJICHUE €r0 MOJJIMHHOCTU. [pyruMu ciioBaMu, ayTeHTHU(UKALIS
3aKJII0YAETCSl B MPOBEPKE: SIBISETCA JIM MOAKIIOYAIOUIUNACSI CYOBEKT TEM,
3a KOro OH ce0s BbIIAET.

[Ipy mnocTtpoeHUH CUCTEM HACHTUPUKALIMK W ayTeHTU(PUKALUU
BO3HHMKAeT IMpobjieMa BbIOOpa HJAECHTU(PHUKATOpPA, HA OCHOBE KOTOPOIO
OCYILIECTBIISIIOTCA ~ TPOLEAYpbl  MACHTU(DUKAUMM U ayTeHTU(PUKAIUU
noJib3oBartensi. B kauecTBe UIeHTU(PUKATOPOB OOBIYHO HCIIONB3YIOT:

e HaOOp CHUMBOJIOB (ITApOJib, CEKPETHBIM KIIIOY, MEPCOHATLHBIN
UACHTU(HUKATOP U T. I1.), KOTOPBIM MOJIb30BATENb 3alIOMUHACT WIIH JJIST UX
3alIOMMHAHMUS  MCIOJB3YET  CHEIUalbHbIE  CPEACTBA  XpaHEHUs
(3JIEKTPOHHBIE KITFOUH );

e  (GUBHOJOTUYECKHE TIapaMeTphl YesIOBeKa (OTIMEYaTKH MaJibIeB,
PUCYHOK paayXKHOW OOOJOYKM Tja3za M T. I.) WIH OCOOEHHOCTHU
noBeAcHMS (0COOCHHOCTH PabOTHI HA KJIaBHATYpE | T. 11.).
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Haunbonee pacnpoCTpaHEHHBIMU TPOCTBIMU W NPUBBIYHBIMU
ABJISIFOTCSL  METOJIbl ayTEHTH(PUMKALMHA, OCHOBAaHHbIE Ha MapoisX —
KOH(UICHIIUAJIBHBIX UJCHTU(PUKATOpax cyObekToB. B »TOM ciiywae mpu
BBOJE CYOBEKTOM CBOEro IMaposisi TMOACUCTEMA AayTEHTU(PUKAIUU
CpPaBHUBAET €ro C mapojieM, XpaHsAIUMCcs B 0a3e 3TaJOHHBIX JaHHBIX B
3amm@poBaHHOM BuAe. B ciydae coBmnageHuss naposiel mojcucreMa
ayTEeHTU(PUKALIUU pa3pelIaeT JOCTYI K PECypCaM CUCTEMBI.

[TaposibHBIE METOABI ayTEHTU(HUKALMK 10 CTENEHU U3MEHSEMOCTH
IapoJIeH JIENIATCS Ha:

® METOJbl,  WCIOJB3YIOIIHE  TOCTOSHHBIE  (MHOTOKpPATHO
UCIIOJIb3YEMbIE) MMaPOJIH;
®  METOJpbI, U CITOJIb3YIOITHE OJTHOPA30BbIC (IMHAMHUYHO

U3MEHSIOIINUECS ) TTAPOJIH.

Hcnonb3oBaHre OMHOPA30BBIX WM AUHAMHYECKA MEHSIOIINXCS
naposieit siBysieTcs 0oJee HaJle)KHBIM METOI0M MapOJIbHOM 3aIlUTHI.

B nocnegnee BpeMs MONMyYHiIM pacnpocTpaHEeHHE KOMOMHUPOBAHHBIC
METO/Ibl MACHTUPUKAIMKA UM ayTeHTU(UKAIUU, TpeOyIoIMe, MOMUMO
3HaHWs Taposs, Haauuue kaptouku (token) — crmenmamsHOTO yCTpOKCTBA,
MOJTBEPKIAOIIEr0 MOMJIMHHOCTh CYOBEKTA.

Kaprouku pa3nenstoT Ha JBa TUIIA:

®  [IaCCHBHBIC (KAPTOUYKH C MAMSITHIO);

®  aKTHUBHbIC (MHTEJUICKTYyaJbHbIC KAPTOUKH).

CaMbIMM pacHpOCTPAHEHHBIMH SIBJISIFOTCA MACCHUBHBIE KAPTOUYKH C
MAarHUTHOW IOJIOCOM, KOTOPBIE CUUTBHIBAKOTCS CIICHUAIBHBIM YCTPOHUCTBOM,
MMEIOIMM KJIaBuaTypy W mnpoueccop. lIpy wHcnonp30BaHuMM yKa3aHHOU
KapTOYKHU IM0JIb30BATENIb BBOJUT CBOM HJICHTU(DUKAIIMOHHBIM HOMep. B
CJIy4ae €ro COBMNAJCHHUS C JJNEKTPOHHBIM BAPUAHTOM, 3aKOAUPOBAHHBIM B
KapTOYKE, MOJIb30BATENb MOJYYaeT JOCTYIl B CUCTEMY. OJTO IO3BOJISIET
JOCTOBEPHO YCTAaHOBUTH JIMIO, TMOJYyYMBIIEE JOCTYIlI K CHUCTEME, U
UCKJIFOYUTh HECAHKIIMOHUPOBAHHOE VICTIOJIb30BAHUE KAPTOYKHU
3JIOYMBIIIJICHHUKOM (Hampumep, mpu ee yrepe). Takod crmocod yacTto
Ha3bIBAIOT JBYXKOMIIOHEHTHOM ayTEeHTU(DUKAIIECH.

WHTennekTyalbHble KApTOYKU KPOME MaMSITH UMEIOT COOCTBEHHBIM
MUKPOITPOLIECCOP. ITO TMO3BOJSIET PEATM30BaTh PA3JIWYHBIE BapUAHTHI
MapOJbHBIX METOJOB 3AIUTHI, HAMPUMEP, MHOrOPA30BbIC IMAPOJIH,
JTVHAMUYECKU MEHSIOIIUECS TTAPOJIH.
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Meronpl  ayreHTU(UKAIMKM,  OCHOBaHHbIE  HAa  W3MEPEHUU
OMOMETPUYECKUX MapaMeTpoB dYejoBeka, oOecrneunBaroT modytd 100 %
UJECHTU(UKALINIO, pelas Npo0IeMbl YTEPU WM YTPAThl APOJICH U JTUYHBIX
uaeHTugukaTopoB. OAHAKO 3T METOJbI HENb3S MCIOJIb30BaTh IIPU
UJECHTU(PUKALIMY MTPOILECCOB MJM JaHHBIX (0OBEKTOB JTAHHBIX), OHU TOJIBKO
HAYMHAIOT Pa3BUBATHCS, TPEOYIOT TMOKA CJOXKHOTO M JOPOTOCTOSIIErO
00opyaoBaHus. ITO OOYCIIOBIMBAET MX MCMOJIb30BaHUE MOKAa TOJBKO Ha
0c000 BaXHBIX OOBEKTaX.

IIpuMepaMu BHEApPEHUs] YKA3aHHBIX METOIOB SIBJIIIOTCS CHUCTEMBI
UACHTU(PUKAIIMM TTOIH30BATENS TI0 PUCYHKY Paay>KHOM 00OJIOUKH Tjasa, 1o
MOYEpKYy, MO TeMOPY royioca u Jp.

Hoserimmm HanpasJICHUEM ayTeHTU(UKAIUU ABJIACTCSA
JI0Ka3aTeNbCTBO  MMOJUIMHHOCTH  YJAJICHHOIO  MOJb30BaTeNisi IO  €ro
MECTOHAXOXKJICHUIO. JIaHHBIM  3alUTHBIM MEXaHWM3M OCHOBAaH Ha
HCIIOJIb30BAaHUU CHUCTEMBbI KocMmuueckor Hapuraruu, thma GPS (Global
Positioning System). Iloms3oBatenb, wumerommii anmapatypy GPS,
MHOT'OKPATHO IMOChIIaeT KOOPAMHATHI 3aJJaHHBIX CITYTHUKOB, HAXO/ISIINXCS
B 30HE MpsiMor BUpumocTu. Ilogacucrema ayTeHTU(PHUKALMK, 3HAs OPOUTHI
CITyTHUKOB, MOXET C TOYHOCTBIO JI0 METPa ONPEICTUTh MECTOPACITIOIOKEHUE
noJib30BaTelsd. Bricokas Hae)KHOCTh ayTeHTU(UKAIIUA OTIPEACIISIETCS TEM,
YTO OPOUTHI CITyTHUKOB IOJBEP)KEHBI KOJICOAHUSM, TMpeICKa3aTh KOTOPhIC
J0CTaTOYHO TpyaHO. Kpome Toro, Koop/IMHaThl MOCTOSHHO MEHSIIOTCS, YTO
UCKJIIOYaeT WX TepexBar. Takod MeToa ayTeHTU(DHUKAIMM MOXET ObITh
MCIIOJIb30BaH B CJIy4asiX, KOTJla aBTOPU30BAHHBIN YAAJICHHBIN 10JIb30BaTEb
JOJDKEH HAaXOJIUTHCSI B HY’KHOM MECTE.

Mexanuszm uoenmugpukayuu u aymenmupuxkayuu
nonv3oeameneu

OOmas  mpouenypa  UACHTUPUKAIMM W ayTeHTU(UKAIUU
MOJIb30BATENI TPU €ro JOCTyle B 3alUIICHHYI0 HH()OPMAIMOHHYIO
CHUCTEMY 3aKJIFOYAETCs B CICAYIOIIEM.

[Tonp30BaTenp MPEIOCTABIIET  CHUCTEME  CBOM  JIMYHBIN
uaeHTU(UKaTop (HampuMep, BBOAUT MAPOJIb WM MPEIOCTABIACT Majel]
JUIsl CKaHWPOBaHUA OTrnedarka). Jlamee cucrema cpaBHHUBAET MOTYYEHHBIN
UACHTU(DUKATOP CO BCEMH XPAHSAIIMMUCS B €€ 0a3e HUIASHTH(PHUKATOPAMHU.
Ecnu pe3ynbTaT cCpaBHEHUS YCHEIIHBIN, TO TOIL30BATEIb MOTYy4YaeT JOCTYI
K CHCTeME B paMKaxX yCTaHOBJIEHHBIX MOJHOMOYMK. B  ciydae
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OTPHULIATEIILHOIO Pe3ysibTaTa CUCTEMA COOOIIAeT 00 OMIMOKE U IMpejiaract
MOBTOPHO BBECTU UIACHTU(DUKATOP.

B tex ciydasix, Korja nojib30BaTeib MPEBHIIIAET JUMUT BO3MOKHBIX
MOBTOPOB BBOja MH(pOpManuu (OTpaHUYCHHE Ha KOJUYECTBO TOBTOPOB
ABIIIETCSA 00S3aTEIbHBIM YCJIOBUEM Ul 3aAIIUIIEHHBIX CHUCTEM) CHUCTEMA
BPEMEHHO OJIOKHPYETCSI U BBIJAETCS] COOOIEHNE O HECAHKIIMOHUPOBAHHBIX
JNEUCTBUAX (MMPUYEM, MOXKET OBbITh, U HE3aMETHO JIJIsl TIOJIb30BATENS).

Ecim B mpomecce ayreHTH(QUKAIMKA — MOAJIMHHOCTE  CyOBEKTa
YCTaHOBJIEHA, TO CUCTEMa 3allUThl UH(POPMALIUK JOJIKHA ONPEICIIUTh €ro
MNOJTHOMOYHSI (COBOKYITHOCTh TpPaB). ITO HEOOXOAUMO ISl MOCIEIYIOUIErO
KOHTPOJISI U pa3rpaHuy€Hus IOCTYIa K PECYypCaM.

B nenom ayreHTMUKAanMsA 1O YPOBHIO MH(DOpManMOHHOMN
0€30MacHOCTH JEIUTCS Ha TPU KATETOPUH:

1) craTrdeckas ayTeHTH(UKAIINS;

2) ycToiumBas ayTeHTU(DUKAIHS;

3) MoCTOSIHHAS ayTCHTH(DUKAITHUS.

[lepBass  kareropus  oOeclEeUMBAET  3AIIUTY  TOJBKO  OT
HECAaHKIIMOHUPOBAHHBIX JEUCTBUI B CUCTEMAaX, TJI€ HAPYIIUTEIb HE MOKET
BO BpeMs ceaHca pabOoThl MPOYUTATh ayTEHTU(UKAIIMOHHYIO HH(OPMALIUIO.
[Ipumepom cpeacTBa cmamuueckoii  ayTeHTU(UKAIUU  SBIISIIOTCSA
TPaJAULIMOHHBIC MOCTOSIHHBIE Mapoiu. X 3¢h(eKTHBHOCTh MPEMMYIIIECTBEHHO
3aBUCUT OT CJIO)KHOCTU YIaJbIBaHHUsS Mapojieil U, COOCTBEHHO, OT TOrO,
HACKOJIbKO XOPOILO OHU 3allHILEHBI.

Yemoiniuugaa ayrentudukanus UCIoNb3yeT TMHAMUYECKUE JaHHBIE
ayTeHTU(UKALMU, MEHSIOIMECS €  KaXJbIM  CEaHCOM  PaOOoThlI.
PeamuzanusiMu  yCTOWYMBOM — ayTeHTU(UKAIMKA  SBJISIFOTCS.  CUCTEMBI,
UCIOJIB3YIOIIME OJTHOPA30BbIE MAPOIM U  DIJIEKTPOHHBIE  MOAMHCH.
YcroituuBasi ayteHTH(UKalMs oOecreyuBaeT 3allluTy OT arTak, TJie
3JI0YMBIIIJICHHUK MOKET TIEPEXBATUTh ayTEHTU(UKALIMOHHYIO UHPOPMAITUIO
1 UCTIOJIb30BaTh €€ B CIEIYIOIINX ceaHcax padoThl.

OpHako ycToiurBasi ayTeHTU(UKAIMS HE 00€CIeunBaeT 3aluTy OT
aKTUBHBIX aTaK, B XOJE€ KOTOPHIX MACKUPYIOIIUHCA 3JIOYMBIIUICHHUK
MOKET OINepaTHBHO (B TEUEHHUE CeaHCa ayTeHTU(UKAIUU) MEePEXBATUTH,
MOAUGUIIUPOBATh W BCTaBUTh HMH(POpPMAIIMIO B TIOTOK TEpeaaBaeMbIX
naHHbix. Ilocmosannasa ayrentudukaius oOecieurBaeT UACHTU(PUKAIMIO
KaXJIoro OJIoOKa mepeJaBaeMbIX MJAaHHBIX, YTO MPEJOXPaHIET UX OT
HECAaHKIIMOHUPOBAHHOM  MomudUKalMd  Wid  BcTaBku.  [Ipumepom
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peanu3alui  yKa3aHHOMW  KaTeropum  ayTeHTU(PUKAUUH  SIBISETCS
WCMOJIb30BAHUE AJITOPUTMOB TEHEPAIMU SJICKTPOHHBIX TOIMUACEN IS
KQ)XJIOTO OUTa nepechuiaeMo HHMOpMaIHH.

4.2. Kpunrorpadusi u miupposanue

Cmpykmypa Kpunmocucmemul

Camplii HAACKHBIA TEXHUYECKHMM METON 3alllUThl HUHQPOpMAIIUU
OCHOBAH Ha MCIOJb30BaHUU KpUnTocucTeM. Kpunrocucrema BKIIIOUAET:

e aIropuT™M mMMUQPOBAHHUS;

e HaOop KkIroueH (IMocIea0BaTEIbHOCTh IBOMYHBIX YUCEN),
UCIIOJIb3YEeMBIX JIJIsl U POBAHMUS;

® CHUCTEMY YINPaBJCHUS KIIOYaMHU.

Oo61as cxema paboThl KPUITOCUCTEMBI TTOKa3aHa Ha puc. 4.

Anroput™Mm Anroputm
Urdopmars muQpoBaHus [ndposannas nemupposa- Wndopmauus
nHpopManus HUS
Puc. 4

Kpunrtocuctembl pemialoT Takue MpoOsieMbl  HHGOPMAIMOHHON
Oe3omacHOCTH, Kak oOecriedeHne KOH(PUACHIIMATBLHOCTH, IIEJIOCTHOCTU
JAHHBIX, a TAK)KE ayTeHTU(PUKAIINIO TAHHBIX U X UCTOYHUKOB.

Kpunrorpaguueckne MeTOAbl 3alllUTHl SIBISIOTCS 00s3aTEIbHBIM
AJIeMEHTOM Oe30macHbIX WHMOPMAIMOHHBIX cucTeM. Ocoboe 3HaveHue
KpunTorpaguueckre MeTOAbl TOJYyYUIM C Pa3BUTHEM pacHpelesieHHBIX
OTKPBITBIX CETEH, B KOTOPHIX HET BO3MOXKHOCTU OO0ECHECYUTH (PUIUUECKYIO
3alllUTY KaHAJIOB CBSI3U.
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Knaccuguxkauua cucmem wmughposanusn oannvix

OCHOBHBIM KJIaCCU(PUKAITMOHHBIM MTPHU3HAKOM CUCTEM IIH(pPOBAHUS
JAHHBIX SBJIAETCS CHoco0 uX (QyHKuuoHupoBaHus. Ilo  cmocoOy
(YHKITMOHUPOBAHUS CHCTEMBI IIM(DPOBAHUSI TaHHBIX JICTIAT Ha JBa Kjacca:

®  CHUCTEMBI «IIPO3pPAYHOr0» MMU(POBAHUS;

® CHCTEMBI, CIICIIMAJIbHO BBI3BIBAEMBIC IS OCYIIECTBICHUS
muppoBaHHUs.

B cucremax npo3pauHoro mupoBaHus (IIU(PPOBAHUE «HA JIETY»)
Kpunrorpadguyeckre MNpeoOdpa3oBaHUsl  OCYLIECTBIBIIOTCS B PEXKUME
pEaIbHOTO  BPEMEHHM, HE3aMETHO JJs  mnonb3oBarens.  Hampuwmep,
MOJIb30BATENb  3allMChIBACT TIOJTOTOBJICHHBIH B TEKCTOBOM pPEIaKTOpe
JOKYMEHT Ha 3alllMIIaeMblil JUCK, a CUCTEMA 3alluThl B MPOIECCE 3aMUCU
BBIMIOJIHSET ero mmdpoBaHue. CucTeMbl BTOPOro Kiacca OOBIYHO
OPEJCTaBISIOT COOOM yTWIUTHL (IPOrpaMMbl), KOTOpbIE HEOOXOIUMO
CICIMATBHO BBI3BIBATH JIJIS1 BBIMOJHEHUS TG POBAHUS.

Kak yxe orMeyanoch, 0co00€ 3HAaYeHHE KpUNTOrpapuuecKue
npeoOpa3oBaHusl MMEIOT MpU Tepeadye JaHHBIX [0 pachpenesieHHbIM
BBIYMCJIUTENbHBIM CeTsIM. [[71s1 3alMThl JaHHBIX B PACHpPEICICHHBIX CETSIX
UCIIONB3YIOTCSL JIBa TMOAXO0Ja: KaHAIbHOE IU(POBAHUE UM OKOHEYHOE
(aboHeHTCKOE) I poBaHUE.

B cnydae kananvnoz2o wmughposanua 3amumaercs Bcs HHPopmaius,
nepefaBaeMasl IO KaHaly CBSI3M, BKJIIOYAsl CIOYXEOHyr0. DTOT crHocod
mudpoBaHusl  00JaJaeT  CIEAYIOIIMM  JIOCTOMHCTBOM:  BCTpavWBaHUE
npoueayp mudpoBaHUs Ha KaHAJIBHBIM YpOBEHb MO3BOJISIET MCIOJIb30BATh
anmnaparHble CpEICTBA, 4TO CHOoCOOCTBYET MOBBILLIEHUIO
MPOU3BOAUTEIHLHOCTH CUCTEMBI.

Okoneunoe (abonenmckoe) wiughposanue MO3BOJIECT 00ECIICUNTH
KOH(UICHIIMATBHOCTh JAHHBIX, TIEPEIaBAEMbIX MEXIY ABYMsS aOOHEHTaMHU.
B »3TOoM ciywae 3amuiaeTcsi TOJBKO COACpXKAHUE COOOIICHHM, BCS
ciryeOHas nHpOpMalUs 0OCTaeTCsI OTKPHITOM.

Cummempuunsle u acummempuyHvie Memoovl Wupposanus
Knaccuueckue kpunrorpaduyeckue METONIbl JACNATCS Ha JiBa
OCHOBHBIX THUMA: cumMmempuyHsle (IIU(PPOBAHUE CEKPETHBHIM KIIOUOM) U
acummempuynple (INPPOBAHUE OTKPHITHIM KITHOUOM).
B cummempuunvix meronax aiis mmdpoBaHus U paciin@poBbIBaHUS
UCIIOJIb3YeTCSl OMH M TOT K€ CeKpeTHbIN kiatod. Hambornee u3BeCTHBIM

/8



CTaHJAPTOM Ha CHMMETPUYHOE IIU(POBAHUE C 3aAKPBHITHIM KIIHOUOM
ABJISIETCSI  CTAaHAAPT JUisi 0o0pabOTKM WH(MOpPMAIMM B TOCYAAPCTBEHHBIX
yupexnaenunsx CIIIA DES (Data Encryption Standard). O6imas TexHosorus
UCIIOJIb30BaHUS CUMMETPUYHOIO METOoAa IM(PPOBAHMS TPEACTABICHA Ha
puc. S.

T"enenaron knruen

11

3aKpbITHIN KITIOY

J J

[MudposanHas
Iudparop nH(OpMaIHs Hemmdparop

dbopmanus Nudopmanu

Puc. 5

OCHOBHOM HEIOCTATOK ATOrO0 METOAA 3aKIIFOYAETCSl B TOM, YTO KITFOY
JIOJKEH OBITh U3BECTEH M OTIPABUTENIO, U MOJIYYaTelt0. ITO CYIIECTBEHHO
YCIIOXKHSET TPOLENYPY HA3HAYECHHS W PACHPEACIICHUS KIIOYEN MEXIy
MOJIb30BATENSIMU.  YKA3aHHBIM  HEIOCTATOK  MOCIHYKWJI  NPUYHHOU
pa3pabOTKK METOAOB MIN(POBAHUS C OTKPHITHIM KIIFOUOM — ACUMMETPUYHBIX
METOOB.
Acummempuunvie MemoOpl UCTIONB3YIOT BA B3aUMOCBSI3aHHBIX KJIHOYA: IS
nmdpoBanus W pacmm@poBanus. OIWH KIIOY SBJISIETCS 3aKPBITHIM U
M3BECTHBIM TOJIBKO TosydaTeno. Ero mcronb3yroT mjst pacivdpoBaHus.
Bropoit u3 kitoued SBISIETCSI OTKPBITBIM, TO €CThb OH MOXKET ObITh
OOIIEAOCTYIHBIM IO CETU U OITYOJMKOBAaH BMECTE C aJIPECOM IOJIb30BATEIS.

I'eneparop kmroueit

11

3aKpBITBHIN KIIIOY

I J

HIndpoBanHas
HIudpatop uHpopManus Heumdpatop

WNudopmanus WNudopmarus

Puc. 6
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Ero wcnonmp3yroT Juisi  BeIMOJHEHWs —mmdpoBaHus.  Cxema
(YHKITMOHUPOBAHYSI TAHHOTO TUTIA KPUTITOCUCTEMBI TIOKa3aHa Ha puc. 6.

B Hacrosmiee BpeMsi HanOollee M3BECTHBIM WM HAJICKHBIM SIBIISICTCS
acumMetpuuHbiid anroput™ RSA (Rivest, Shamir, Adleman).

nekmpounnan yugposas noonuce

I8 KOHTpOJISL UEIOCTHOCTH IIEPEIaBAEMbIX IO CETSAM JaHHBIX
UCIIOJIb3YETCS DJIEKTPOHHAs IM(POBas MOANKCH, KOTOpask peaanu3yeTcs Mo
METOly IU(PPOBAHUS C OTKPHITHIM KITIOUOM.

Inekmponnas  yugpoeaa  noonuce  NPEACTABIACT  COOOM
OTHOCHUTEIIBHO HEOO0JBIIIOE KOJINYECTBO JTOMOJTHUTEIIbHON
ayreHTuduuupyroneii  uHpopManuy, — NepeJaBaeéMoOd  BMECT€ €
MOJMUCHIBAEMBIM TeKCTOM. OTnpaBuTeb GopMUpyET HUDPOBYIO MOIIHUCH,
UCIIONIb3YSl CEKPETHBIM Kitou  oTnpaButelns. [lomywarens mnpoBepsieT
MOJINCH, UCTIOJIb3YSI OTKPBITHINA KJFOY OTIIPABUTEIIS.

Nness TexHONOTHM 3JEKTPOHHOW MOANMCU COCTOUT B CIIEAYIOIIEM.
OTtmpaBuTeb MEpPEAAeT ABa FK3EMIUIIPA OJHOTO COOOILECHUS: OTKPBHITOE U
pacimupoBaHHOE €ro  3aKpbIThIM  KJIOUOM (TO €CTh  OOpaTHO
mudpoBannoe). Ilonmyyarens mudpyer ¢ MOMOMIBIO OTKPBITOTO KiIHOYa
OTIpaBUTENs paciiMbpPOBaHHBIM 3K3eMIULIp. Ecam OH coBmager ¢
OTKPBITBIM BApPUAHTOM, TO JUYHOCTh M TOANUCH OTIPABUTENS CUUTACTCS
YCTaHOBJICHHOM.

[Ipy mnpakTUYECKOM peanu3aluy SJIEKTPOHHOU IIOAIMUCH TaKKe
mudpyercst He Bce CooOIIeHre, a JIMIIb CIelMaibHasg KOHTPOJIbHAs CyMMa
—  X3II, 3allMINAIoAs [OCJIAHUE OT  HEJIETAIbHOIO  WU3MEHEHHS.
DNEeKTpOHHAs! TOJIMUCH 3/IeCh TAPAHTUPYET KaK ILIEIOCTHOCTh COOOIIEHUS,
TaK U yAOCTOBEPAET JUYHOCTDb OTIIPABUTEI.

bezonacHOCTb 10001 KPUIITOCUCTEMBI ONPEIEISETCS UCIIOIB3YEMbIMU
KpunTorpagpuuyeckumMu KioyamMu. B ciydae HEHaAeKHOTrO yHpaBJICHUS
KJIFOYaMU 3JIOYMBIIIJIEHHUK MOXKET 3aBJIaJIeTh KJIHOUEBOM MH(popMalen u
MOJYyYUTh TOJHBIA JOCTYNl KO BCed HMHQPOpMAIMM B CHUCTEME WM CETH.
Paznuuaror crnemyromye  BUAB  (DYHKIME  yIpaBiCHUS — KITIOYaAMU:
reHepalus, XpaHEHUE U PACHPEAECIEHUE KITFOUEH.

CrnocoObl  TeHepaluu  KJIo4Yed  JJId  CHUMMETPUYHBIX U
ACUMMETPUYHBIX KPUIITOCUCTEM pa3JIMuHbl. [l TreHepanuu KIOYeH
CUMMETPUYHBIX  KPUIITOCUCTEM  MCIOJB3YIOTCS  alllapaTHble U
IIpOrpaMMHBIE CPEACTBA FEHEPAIMU CIIYYalHbIX Yucell. [ eHepanus Kimouyen
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IUIsT aCUMMETPHYHBIX KPUITOCUCTEM OO0JE€Ee CII0XKHA, TaK KaK KIIOYU
JOJIKHBI 00J1a/1aTh OIPEIETIEHHBIMU MATEMAaTUYECKUMH CBOMCTBAMMU.

OyHKIMA XpaHEHHsS TMPEANOoJIaraeT OpraHu3alnuio 0e30MacHoOro
XpaHEHUS], yUeTa U yAAJICHUsS KI4eBOll nHpopmauuu. g obecnieueHus
0€30I1aCHOr0 XpaHEHUs KIIIOUEH MPUMEHSIOT WX IU(POBAHUE C MOMOIIBIO
APYrux Kirouer. Takod IoAXo[ NPUBOAUAT K KOHLEHLUUH UepapXuu
Koueil. B uepapxuio kirodeil 0ObIYHO BXOAMUT TJIaBHBIM KiIHOY (TO €CTh
MacTep-KJIo4), K4 MmMU(QPOBaHUS KIOYEH UM KoY MU(pOBaHUA
naHHbIX. Crenyer OTMETUTh, YTO T'E€HEpaluus M XPaHEHHE MacTep-Kiroua
ABJIAETCS] HAMOO0JIEe KPUTHUECKUM BOITPOCOM KPUMITO3ALIUTHI.

Pacnpedenenue — camblii OTBETCTBEHHBIN IPOLIECC B YIIPABICHUU
KIFOYaMH.  OJTOT  MPOLECC  JODKEH  TapaHTUPOBATh  CKPBITHOCTH
pacnpenensieMbIX KIII0UeH, a TakKe ObITh ONEPAaTUBHBIM U TOUYHBIM. Mex Ty
MOJIB30BATEISIMU CETU KJIFOUM PACTIPEACIIAIOT ABYMSI CIOCOOAMU:

®  C IIOMOIIBIO MPSIMOT0 OOMEHA CEAHCOBBIMU KJIFOUAMU;

® CHOJIb3ySd OIMH WM HECKOJIBKO LEHTPOB pPAaCHpPEAEICHUS
KJIFOUEH.

4.3. MeToabl pasrpaHuYeHMe 10CTyIA

Buowvt memoooe pazecpanuuenusn oocmyna

[locne  BbIONHEHUsT  UACHTUDUKAUMM W ayTEHTUPUKAIUU
MOJICUCTEMA 3allUThl YCTAHABJIMBACT MOJHOMOYHS (COBOKYITHOCTH IpaB)
CyObeKTa  JJI1  TOCJIEAYIOIIEr0  KOHTPOJII  CAHKIIMOHWPOBAHHOIO
UCIOJIb30BaHUsI 00BEKTOB HHPOPMAITMOHHON CHCTEMBI.

OOBIYHO  TIOTHOMOYMSI CYObEKTa TMPEACTABISIOTCS:  CHUCKOM
pecypcog, TOCTYIIHBIM T0JIb30BATENI0, U HPAGAMU HO OOCHIYRY K KAXKIOMY
pecypcy U3 CIIHCKA.

CyliecTBYIOT CIEAYIOIIME METOJIBI PA3rPAHUYEHHUS JIOCTYTIA:

1) pa3rpaHHUYeHHUE OCTYIIA ITO CITACKAM;

2) WCTIOJIb30BaHHE MATPHIIBI YCTAHOBJICHUS MTOJTHOMOYHIA;

3) pasrpaHUYCHHUE JJOCTYIIA IO YPOBHIM CEKPETHOCTH U KATETOPHSIM;
A)napobHOE pa3rpaHUICHHUE JOCTYIIA.

[Ipu pazepanuuenuu 0ocmyna no cnuckam 3a1ar0TCsI COOTBETCTBHUSL:
KKJIOMY TIOJIb30BaTEI0 — CIIMCOK PECYPCOB M TPaB JOCTyMa K HUM WITU
KKJIOMY PECYpPCY — CIIMCOK MOJIb30BATENIEN U UX IMPaB JOCTYMNa K JTaHHOMY

pecypcy.
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Chnucku TO3BOJSIIOT ~ yCTAHOBUTH MpaBa C  TOYHOCTBIO  JIO
noJib30BaTeNs. 3/1eCh HETPYJAHO J00aBUTh IpaBa WU SIBHBIM 00pa3om
3anpeTuTh AO0CTyN. CHOUCKHA HCHONB3YHOTCS B MOJCUCTEMAX OE30MaCHOCTH
OIEPAIMOHHBIX CUCTEM M CUCTEM YIIPaBIICHUs Oa3aMH TaHHBIX.

Hcnons3oBaHue  mampuuypl  YCMAHOGIEHUA  NOJTHOMOYUIL
NoApa3yMeBACT MPUMEHEHNE MATPHUIIbI TOCTYTA (TaOJUIIbl TOJITHOMOYMH). B
yKa3aHHOM MaTpulle CTPOKAMU SIBIIIIOTCS HACHTHU(PUKATOPBI CYyOBEKTOB,
UMEIOIIUX JOCTYIl B UHGOPMAIMOHHYIO CUCTEMY, a CTOJIOIaMU — OOBEKTHI
(pecypchol) nHPOpMAIMOHHOM cucTeMbL. Kax bl 371eMEHT MaTPULIbI MOYKET
colepkaTb UM U pa3Mep MPEJOCTaBIIEMOr0 pecypca, MpaBo JOCTyma
(4TeHue, 3aMuch U JIp.), CChUIKY Ha JPYrylo HHPOPMALMOHHYIO CTPYKTYPY,
YTOUHSIIOIIYIO TIpaBa JOCTyla, CChUIKY Ha MPOrpaMMy, YIPaBIISIOIIYIO
npaBaMu A0CTyNa U Ap.

Hanuplii Meton mnpenocTaBisieT Oonee yHUDUIMPOBAHHBIA U
yIOOHBIM MOJXOJ, TaK KaK BCs MH(OpMAIUS O MOJTHOMOYMSX XPAHUTCS B
BUJIE €AMHOM TaOJMIIbI, & HE B BUJE PA3HOTUIIHBIX CMUCKOB. Hemoctatkamu
MaTpUIIbl SIBJSIOTCSI €€ BO3MOXHAsi TPOMO3AKOCTh M HEONTUMAIbHOCTh
(OOJIBIIMHCTBO KJIETOK — ITYCTHIE).

@dparMeHT MaTpUlIbl YCTAHOBJICHHSI TOJTHOMOYMI MOKa3aH B TaOIuUIle

3.
Tabmnura 3
Martpuna noJTHOMOYU I
Juck c:\ daiin d:\prog. exe [MpunTep
ITonb3oBarens | Urenue Beinonuenue ITeuats Hactpoiika
3anuch Y nanenue MapamMeTpoB
VY nanenune
ITone30oBareis 2 Yrenue BremmonaneHnue IIegats ¢ 9:00 no
17:00
ITonp30BaTens 3 Yrenune Bremoanenue Ilewats ¢ 17:00 no
3anuce 9:00

Pasrpannuenue noctyna mno ypoBHSIM CEKPETHOCTH W KaTE€ropusiM
3aKJII0YaeTCsl B pas3felieHuH pecypcoB HHGOPMAIIMOHHON CHUCTEMBI 10
YPOBHSIM CEKPETHOCTH U KAaTETOPUSIM.

82



[Ipu pa3rpaHUYEHUN IO CTENEHU CEKPETHOCTH BBIJIEISIOT HECKOIBKO
YPOBHEW, HampuMmep: OOMmMi JOCTyM, KOH(MUICHIHUAIBHO, CEKPETHO,
COBEPILIEHHO CEKPETHO. [loIHOMOYMS KaXI0ro IMoJb30BaTeNs 3aJat0TCs B
COOTBETCTBUM C MAaKCHUMAaJbHBIM YPOBHEM CEKPETHOCTH, K KOTOpPOMY OH
nomyiieH. [lomp3oBarens uMeeT OOCTyIl KO BCEM JAaHHBIM, WMEIOLIAM
yYpOBEHb (TPU() CEKPETHOCTH HE BBIIIE, YEM €My OMNPENAEIIEH, HarpuMmep,
NOJIb30BATENIb MMEIOIIANA JOCTYH K JaHHBIM «CEKPETHO», TaKXKE HMEET
JOCTYII K JAHHBIM «KOH(DHICHIIMAIBHO» U «OOIINI JOCTYII.

[Ipy pasrpaHuue€HHM IO KATErOpPHUsIM 3aJae€TCsl U KOHTPOJIUPYETCS
paHr Kareropmu nosib3oBarenei. COOTBETCTBEHHO, BCE  PECYPCHI
MH(OPMALIMOHHOW CUCTEMBI PA3AEISIOTCS MO YPOBHSIM Ba)KHOCTH, PUYEM
ONPENCIICHHOMY YPOBHIO COOTBETCTBYET KaTeropus moJib3oBaTelici. B
KAueCcTBE TMpPUMEpPA, TJ€ MCHOJBb3YIOTCS KAaTErOpUM IMOJb30BaTENEH,
npuBeneM  oneparuonHyro  cucremy  Windows XP, moacucrema
0€30MacHOCTH KOTOPOW MO YMOJYAHUIO TMOJACPKUBACT  CIICAYIOIIUE
Kareropuu (Tpynmbl) TMOJb30BATENEH: «AJIMUHHUCTPATOP», <«OIBITHBIN
MOJIb30BATENbY, «IIOJB30BATENb) U «TOCTh». Kaxxaas u3 KaTeropuii uMeer
ompeAcieHHbll Habop mnpaB. I[IpumeHeHHe KaTeropuil IOJIb30BaTENCH
MO3BOJISIET YIPOCTUTH MPOLEIYPbl HAa3HAYEHUS MPAB IOJb30BATEIEH 32
CYET MPUMEHEHUS TPYNIOBBIX MOJIUTUK O€30MACHOCTH.

[TaponbpHOE pasrpaHUYEHUE MPEACTABISAET UCIIONB30BAHUE METOMIOB
aocTyna cyObeKTOB K 00beKTaM 1o napouto. [Ipu 3ToM Henonb3yroTes Bee
METO/BI MApOIbHOW 3aIUThl. OYEBHUIHO, YTO IOCTOSIHHOE HCIIOJIb30BaHUE
napoied co3laeT HeyAoOCTBa MOJIb30BATENSIM U BPEMEHHBIE 3aJI€PIKKH.
[1o3TOMY yKa3aHHBIE METO/IbI HUCIIOJIB3YIOT B UCKIFOUUTEIBHBIX CUTYaLIUX.

Ha  npaktuke  OOBIMHO  COYETAIOT  Pa3jM4HbIE  METOJIbI
pasrpaHuueHust Aoctyna. Hampumep, mepBble TpU METONA YCHIIMBAIOT
MapOJIbHOU 3aIUTOM.

Pa3srpannueHue npaB A0OCTyIa SIBISIETCS 0OSI3aTENbHBIM 3JIEMEHTOM
3alUIICHHON HHPOPMAIIMOHHOW CUCTEMBI.

Manoamnoe u ouckpemnoe ynpaegjieHue 00Cmynom
B I'OCT P 50739-95 «CpenctBa BBIMHCIUTEIBHON TEXHUKH. 3aIllATA
OT HECAHKIIMOHUPOBAHHOTO JOCTyma K HH(pOPMAIMK» M B JOKYMEHTax
I'ocrexxkomuccun P® omnpenenensl ABa BUAa (MIpUHIMIIA) pa3TPaHUYCHUS
JOCTYIIA:
o JTMCKPETHOE YIPABIICHUE JOCTYIIOM;
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o MaHAATHOE YNPABJIECHUE JIOCTYIIOM.

Jluckpemnoe ynpaeieHue  JOCTYIIOM  TPEIACTaBISIET  COOOM
pasrpaHUYEHHUE JIOCTyla MEXJy [OUMEHOBAaHHBIMH CYOBEKTAMH U
NOMMEHOBAaHHBIMU 00beKTaMHU. CyOBbEKT C ONPECIICHHBIM IPABOM JIOCTYIIA
MOKET MEepeAaTh 3TO MPaBO JIOOOMY JIpyromMy CyObekTy. JlaHHbIA BHI
OpraHM3yercss Ha 0a3e METOJOB pa3rpaHUYEHUs] MO CHOUCKaM WIH C
MOMOIIBIO MaTPUIIBI.

Manoamnoe ynpaenenue IOCTYIIOM OCHOBAHO HAa COMNOCTaBJICHUU
METOK KOH(PHUACHIMAIBHOCTH HUHQPOpPMAIIUM, COJEpKalllelcs B O0OBEKTaxX
(paitypl, manKW, PUCYHKU) U OQUUIHMAIBHOIO pa3pelieHus (JIO0MycKa)
cyObeKTa K uH(popmanuu COOTBETCTBYIOLIETO YPOBHS
KOH(UICHIINATbHOCTH.

[Tpy BHUMATETLHOM PACCMOTPEHUN MOYKHO 3aMETUTh, UTO IMCKPETHOE
yNpPaBJICHUE JOCTYIIOM €CTh HE UYTO MHOE, KaK MPOU3BOJILHOE YIIPABIICHHUE
JOCTYIIOM, a MaHJATHOE YIIpaBJICHUE pEaTU3yeT NPUHYIAUTEIbHOE
yIPABJICHUE TOCTYIIOM.

4.4. Perucrpanus v ayauT

Onpeodenenue u cooeprycanue pecucmpauuu u ayouma
UHpOPpMAUUOHHBIX cucmeMm

Peructpanusi siBisieTcs €II€ OJHUM MEXaHU3MOM OOeCTIeUEHUs
3alUIICHHOCTH WUH(MOPMAIMOHHOM CHCTEMBI. JTOT MEXaHU3M OCHOBAaH Ha
MOJIOTYETHOCTH CUCTEMBbI oOOecrieueHus: 0e30macHOCTH, (PUKCHUPYET BCE
COOBITHSI, Kacaroluecs 0e30IMacHOCTH, TaKHe KakK:

®  BXO/JI U BBIXOJI CYOBEKTOB JOCTYIIA;
3aMyCK U 3aBEPIICHUE MPOrpamMm;

BbIJ]aua MEYaTHBIX IOKYMEHTOB;

MOMBITKY JOCTYIIA K 3alllMIIAEMbIM pecypcam;
M3MEHEHHE MOJTHOMOYUH CyOBEKTOB JJOCTYTIA;
M3MEHEHHUE cTaTyca 00bEKTOB JOCTYIA U T. .

Jlnst ceptuduiupyeMbix mo 0€30MacHOCTH HHPOPMAITMOHHBIX CHCTEM
CIIUCOK KOHTPOJMPYEMBIX COOBITHI OMNpeneneH paboynuM JTOKYMEHTOM
[Nocrexkomuccun P®: «llonoxkeHnue o cepTudukanuu CpeacTB U CHUCTEM
BBIYMCJIUTEIILHON TEXHUKA M CBS3M TI0 TpeOoBaHUsIM O€30MacHOCTU
uH OpMAITI.
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O heKTUBHOCTD CHUCTEMBI 0€30MacHOCTH MPUHLMITHATIBLHO
MOBBIIIACTCA B CJIy4ae JIOMOJIHEHUS] MEXaHU3Ma PErHCTPALIMU MEXaHU3MOM
ayauTa. IJTO MO3BOJSET OMNEPATUBHO BBIABIIATh HAPYIIEHUS, ONPEICIAThH
cinaOble MecTa B CHCTEME 3alllUThl, AHAJIU3UPOBATH 3aKOHOMEPHOCTH
CHUCTEMBI, OLICHUBATh Pa0OTy MOJIb30BATENICH U T. 1.

Ayoum — 5TO aHaIM3 HAKOIUIEHHOM HH(OpMAaIMK, MNPOBOIUMBIMA
OMEpPAaTUBHO B pPEaIbHOM BpPEMEHU WM MEPUOAUYECKU (Hampumep, pa3 B
neHb). OnepaTuBHBI ayJuT C aBTOMATHYECKUM pEarupoBaHUEM Ha
BBISIBJICHHBIC HEIITATHBIC CUTYaIlMd Ha3bIBACTCSI aKTUBHBIM.

Peanuzanus MEXaHU3MOB PErMCTPALIMM U ayJuTa MO3BOJISET PEIllaTh
cIeAyIoIIe 3a/1aun odoecrieueHus MHPOpMaIMOHHOM 0€3011aCHOCTH:

e o0ecrieueHue MOJIOTYETHOCTH I0JIb30BATENEH 17}
aMUHUCTPATOPOB;
e o0ecrieueHue BO3MOHOCTHU PEKOHCTPYKIIMHU

ITOCJIC/IOBATEIHbHOCTH COOBITHH;

e OOHApY)KCHHME  TIOMBITOK  HapylIeHWH  MHOOPMAIMOHHOU
0E€30MacHOCTH,

e [IpeaocTaBiieHHe WHGOpMAIMK I BBIABJICHUS W aHalM3a
podJIeM.

PaccmaTprBaeMbie MEXaHU3MBI PETMCTPALIMKA U ayJUTa SIBJISIOTCS
CHJIbHBIM TICUXOJIOTHUYSCKUM CPEICTBOM, HAITOMHMHAIOIAM
MOTCHIAAIBHBIM ~ HApPYIIUTEISIM O HEOTBPATUMOCTH HAaKa3aHus 3a
HECAHKIIMOHUPOBAHHBIE JEUCTBHUS, a IIOJb30BATEISIM — 334 BO3MOXHBIC
KpUTUYECKUE OIMUOKH. [IpakTHUYEeCKMMH CpeICTBAMH PETUCTpallud U
ayJINTa SBJISIOTCS:

®  PA3JIMYHBIC CUCTEMHBIC YTWIATHI U MPUKIIAJHBIE IPOTPAMMBIL;

®  PErUCTPAIMOHHBIN (CUCTEMHBINA WU KOHTPOJIBHBIN )KypHAaI.

[lepBoe cpeacTBO SIBISIETCSI OOBIYHO JIOMOJHEHWEM K MOHHUTOPHHTY,
OCYILIECTBJISIEMOrO AJIMUHUACTPATOPOM CHUCTEMBI. KOMIUIEKCHBIA MOAXO0Hd K
MPOTOKOJIMPOBAHUIO M ayAuTy OOECIeYnMBaeTCsS IMPHU HCIOJIb30BAHUHN
PETUCTPALIMOHHOTO KypHaJa.

Pecucmpavuuonnwiii HCYPHA — ATO XPOHOJIOTHYECKH
YVIIOPSIAOYEHHAS COBOKYIHOCTh 3aIlUCEHd  PE3YJbTAaTOB  JCATEIBHOCTH
CyOBEKTOB CHCTEMBI, JIOCTATOYHAsl 11 BOCCTAHOBIICHMS, IIPOCMOTpa U
aHAJIN3a MOCJIEI0BATEILHOCTH JECUCTBUN, OKPYKAIOIIUX WA MPUBOISAIIAX
K BBITOJHEHHUIO OIEepaIliii, TPOIEAYP HIM COBEPIICHHIO COOBITHHA NpH
TPAH3aKIMUH C LIEJIbI0 KOHTPOJISI KOHEYHOI'O PE3ybTaTa.
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OOHapy-xeHHe MOTNIBITOK HapyIICHUN UH)OPMAITMOHHON
0€30MacCHOCTH BXOJUT B (DYHKIIMM aKTWBHOTO ayAWTa, 3aJlauaMH KOTOPOTO
ABJIIETCSI ONEPATHUBHOE BBIABICHHE MOAO3PUTEIBLHON AaKTUBHOCTH H
NpPEIOCTaBICHUE CPEJICTB ISl aBTOMATHYECKOIO PEarnpoOBaHUs Ha HEE.

[lon noodo3pumenvhoii aKkmueHOCMb0 TIOHUMACTCS IIOBEICHHE
NOJIb30BATENS WM KOMIOHEHTa UH(POPMAIMOHHON CHUCTEMBI, SIBISIOLIEECS
3JIOYMBIIUIEHHBIM (B COOTBETCTBUM C 3apaHEe OINPEACICHHOW MOJIMTUKOU
0€30MacHOCTH) WM HETUITUYHBIM (COTIaCHO MPUHSATHIM KPUTEPUSIM).

Hampumep, noacucrema ayauTa, OTCIEKHBAas MPOLEAYpPY BXOo1a
(perucTpaly) MONb30BATENII B CUCTEMY MOJCUYUTHIBAET KOJIMYECTBO
HEYJAuHbIX MOMBITOK BXOAa. B ciydyae NpeBBIIEHUS YCTAaHOBJIEHHOIO
nopora TakKWX TOMBITOK TOJACUMCTEMa aynuta (OPMHUPYET CHUTHAl O
OJIOKMPOBKE YUETHOM 3alKiCH JAHHOTO MOJIb30BaTENS.

Imanwl pecucmpayuu u Memoovl ayouma coobimuii
UHDOPpMAUUOHHOT cucmembl

Opranuzanus perucTpaiuu COOBITUI, CBSI3aHHBIX ¢ 0€30MaCHOCTHIO
UH()OPMAIIMOHHOM CUCTEMBI BKIIIOYAET KAK MUHUMYM TPH 3Tarna:

1) cOop u XxpaHeHHe HHPOPMAIIUU O COOBITHSX;

2) 3aIMTa COEeP)KUMOTO JKypHaJia perHCTpaIiy;

3) aHAJIN3 COAEPIKIMOTO KypHaja pEruCTPaIliy.

Ha mepBoMm sTame omnpenensroTcsi JaHHbIC, MOJyIeKalue cOopy U
XpaHEHUIO, TEpUOJ] YUCTKM W  apXUBallUM  JKypHajia, CTENEHb
HEHTpaIU3alMi yOpaBICHUs, MECTO M CpEACTBA XpaHEHUS KypHaia,
BO3MOKHOCTh PErHCTpaluu mu(poBaHHON UH(POPMAIUHU U JP.

Peructpupyembie JaHHBIE MOJDKHBI OBITH 3alIMILIEHBI, B TEPBYIO
ouepeqlb, OT HECAHKI[MOHWPOBAHHOM MoaudUKAIMKM U, BO3MOXKHO,
PaCKPBITHSL.

CaMbIM BaXKHBIM JTalioM SIBIISIETCS aHAJIU3 PETUCTPALMOHHOM
uHpopmanu. M3BEeCTHBI HECKOJBLKO METO/JOB aHalu3a WH(OpMaIuu ¢
IEJIbI0 BBISIBJICHUS HECAHKIIMOHUPOBAHHBIX JICUCTBUM.

Cmamucmuueckue MemoObl OCHOBaHbl HAa  HAKOIUJICHUHU
CPEAHECTATUCTUYECKUX TMapaMeTpoB (YHKIIMOHUPOBAHUS TOJCUCTEM U
CpaBHEHUHU TEKYIIUX MapaMeTPOB C HUMH.

Hanuuue omnpeneneHHbIX OTKIOHEHHH MOXET CUTHAJIW3HUPOBATH O
BO3MO>KHOCTH TOSIBJICHUSI HEKOTOPBIX yTPO3.
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erucmuuecmle Memoowl HCIIOJIB3YIOT MOACIIN COCHApHCB
HCCAHKIIMOHUPOBAHHBIX I[CflCTBI/IfI, KOTOPBIC OIIMCBIBAIOTCS JIOI'MYCCKUMMU
IMpaBHUJIaM1, HWJIHM MOJICIIN I[CflCTBPIfI, M0 COBOKYITHOCTH IPUBOIAIONC K
HCCAHKIIMOHUPOBAHHBIM I[eﬁCTBHSIM.

4.5. MexkcereBoe IJKpaHUPOBaHHE

Knaccuguxauun mesxrccemegvlx IKpanos

OnHum u3 3¢ PEeKTUBHBIX MEXaHU3MOB oOecrieueHus
MHGOPMAITMOHHOW 0€30IacHOCTH B PACHPEICIICHHBIX BBIYMCIUTEIbHBIX
CETAX SBIIACTCS DKPAaHHPOBAHUE, BBITONHSIIONIEe (DYHKIIMA pa3rpaHuICHUS
MHGOPMAIIMOHHBIX TTOTOKOB HA TPaHUIIC 3aIUIIIaeMOM CETH.

MexceTeBoe SKpaHUPOBAHHE IOBBIIIAET OE30MaCHOCTh OOBEKTOB
BHYTPEHHEH CETH 3a CUeT UTHOPHUPOBAHUS HEaBTOPHU30BAHHBIX 3alPOCOB M3
BHEIIHEW Cpenbl, TeM camMbiM oOOecneurMBas BCE COCTABJISIONINE
uHpopmaronHoii  6e3onacHoctd. Kpome dyHKIui  pasrpaHudeHus
J0CTyTa, SKPaHUPOBAHUE OOECTICUMBACT PETHUCTPAINI0 WH(OPMAIIMOHHBIX
OOMEHOB.

OyHKIMY SKPaHUPOBAHUS BBITOIHICT MeMCCemesoll IKPaH Win
opanamaysp (firewall), momx KOTOpBIM IMOHMMAIOT TPOTPAMMHYIO HIIN
IpPOrpaMMHO-AINIMAPATHYI0 CHUCTEMY, KOTOpas BBIMOJHSAET KOHTPOJIb
MH(GOPMAIIMOHHBIX MOTOKOB, MOCTYMAOIIUX B UH(POPMAIIMOHHYIO CUCTEMY
W/WIM BBIXOMSIIMX W3 Hee, M OOecreyrBaeT 3alluTy HH(POPMAIIMOHHOMN
CUCTeMbl  MOCPEACTBOM  (uibTpauud  uHPopMmanuu.  DOuibTpanus
uHpopMalMu COCTOMT B aHaidu3e UHOOpPMAMKM 1O COBOKYIMHOCTH
KPUTEPUEB Y IPUHATUU PELICHUS O €€ MpUeMe /WK epeaaye.

MexcereBbie  3KpaHbl — KJIACCUUIUPYIOTCS IO CIACAYIOIIUM
pU3HAKaM:

® 10 MECTY PaCHOJIOKEHUSI B CETH — HA BHEIIHUE U BHYTPEHHUE,
00€eCTeYnBaIOIIUE 3aAIUTY COOTBETCTBEHHO OT BHEIIHEW CETH WM 3allUTy
MEXIy CETMEHTAMU CETH;

® 10 YPOBHIO (PHIITPAIINH, COOTBETCTBYIOIIEMY 3TAJJIOHHON MOIEIN
OSI/ISO.

Bremnue MexcereBble JKpaHbl OOBIYHO pPabOTarOT TOJBKO C
npotokosiom TCP/IP rmob6anbHoOM cetu MHTepHET. BHYyTpeHHHE CETEeBBIC
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9KPaHbl MOI'YT IOAJAEP)KUBATH HECKOIBKO IPOTOKOJIOB, HAIPHMEp, IpHU
MCIIOIBb30BaHNU ceTeBoii onepairionHoin cuctembl Novell Netware cienyer
IPUHUMATh BO BHUMaHue npoTokoi SPX/IPX.

Xapakmepucmuka medxnccemesvlx IKPaAHo8

PaGora Bcex MeXKCETEeBBIX JKPaHOB OCHOBaHA Ha HCIOIb30BaHUU
nHpopMarmu pa3HbIX ypoBHed mozenu OSIl. Kak mpaBwmiio, 4em BbIIIe
ypoBeHb Mojienu OSI, Ha KOTOpOM MeXCeTeBOM AKpaH (UIBTPYET MAKETHI,
TEM BBIIIIE 00ECTICUNBAEMbIN UM YPOBEHB 3aIIHTHI.

MeskceTeBbIe SKpaHbl pa3/IeNIOT Ha YEThIPE TUTIA!
MEKCETEBEIC dKpaHbI ¢ (GUIbTpaIel MAKETOB;
IIIJTFO3bI CEAHCOBOTO YPOBHSI;
IITIO3BI TIPUKJIATHOTO YPOBHS;
MEKCETEBbIC KPaHbI SKCIIEPTHOTO YPOBHS.

Tabnuiia 4
Turnbl MeXCETeBBIX PKpaHOB U ypoBHU Mojenu 1SO OSI

Yposenb mogenu  |IIporokon Tun
OSlI

[TpuknagHoit Telnet, FTP, DNS, |l1l1103 npHKIagHOTO YPOBHS
NFS, SMTP, HTTP [MexcereBoii »KpaH SKCHEPTHOTO
YpOBHS

CeaHCOBBIi TCP, UDP 1111103 C€aHCOBOTO YPOBHS

TparcnopTHBIA TCP, UDP

CereBoit IP, ICMP Me:xceTeBoii dkpaH ¢ GuIbTparmei
MaKEeTOB

Kananpubiii ARP, RAP

duznyeckuit Ethernet

Mesccemegvle IKpanvl ¢ puirvmpayueii naKemog TPEICTABISIIOT
co00Ol MapuIpyTU3aTOphl WM paboTalIMe Ha CEpBEpe MPOrPaMMBbl,
CKOH(HUTYPHPOBAHHBIC TaKUM 00pa3oM, YTOOBI (PUIBTPOBATH BXOISAIINE H
ucxonsmue naketbl. [loaTOMy Takue 3KpaHbl HA3bIBAIOT WHOT/IA TAKETHBIMU
bunbTpamu. OunbTparus OCyllecTBisgeTcs myTeM aHaimmza IP-aapeca
HCTOYHUKA U IPUEMHUKA, a Takke mopToB Bxoasmx I CP- u UDP-nakeToB
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U CpPaBHEHUEM HUX CO CKOH(UTYpUPOBAHHOM TaONMIIEd MpaBUil. OTU
MEKCETEBbIE JKPaHbl MPOCThI B HCHOJB30BAHHUM, JCIICBbI, OKA3bIBAIOT
MUHHUMAJILHOE BJIMSIHUE HA TIPOU3BOJUTEIILHOCTh BEIUUCIUTEIILHON CUCTEMBI.
OCHOBHBIM HEIOCTATKOM SIBJISIETCSI MX YSI3BUMOCTb IMPHU IOJAMEHE aJIPECOB
IP. Kpome Toro, oHu CloXHbI IPY KOHPUTYPUPOBAHUU: JI1 UX YCTAHOBKHU
TpeOyeTCs 3HAHUE CETEBBIX, TPAHCIIOPTHBIX U MPUKIAAHBIX TPOTOKOJIOB.

IInt0361 ceanco6oz2o ypoeéHa KOHTPOIUPYIOT JONYCTUMOCTh CEAHCA
cBsi3u. OHM CHEmST 3a MOATBEPXKICHUEM CBSI3U MEXKIY aBTOPHU30BAHHBIM
KJIMEHTOM W BHEIIHUM XOCTOM (M HA0OOpOT), ONpenesissi, SBJIACTCS JIU
3ampaliuBaeMblii ceaHC CBsI3U JonycTuMbIM. [lpyu uiisTpaimu makeToB
IIUTF03 CEAHCOBOT'O YPOBHSI OCHOBBIBAETCS HA MH(OpMAIIK, COIEpKAILICHCS B
3arojJioBKax IIaKeTOB CEaHCOBOro ypoBHSA TmpoTtokona TCP, 1. e.
GYHKIIMOHUPYET Ha JBa YPOBHS BBIIIE, YE€M MEXKCETEBOM JKpaH C
dbunpTpanmeit makeroB. KpoMme Toro, ykazaHHble CUCTEMBI OOBIYHO MUMEIOT
(GYHKIIMIO TPAHCIISIIIMU CETEBBIX aJpeCcoB, KOTOpas CKPhIBAET BHYTPEHHUE
IP-anpeca, Tem cambiM uckitouass noameny IP-agpeca. OnmHako B Takux
MEXKCETEBBIX JKpaHaX OTCYTCTBYET KOHTPOJb COJIEP)KMMOIO MAaKETOB,
TEHEPUPYEMBIX PANIMYHBIMU CHyKO0aMu. [[7s MCKIIOYEHUs YKa3aHHOTO
HEJ0CTaTKa MPUMEHSIOTCS IUTI03bI TPUKIIAJTHOTO YPOBHS.

IInt0361 npuxknadnozo ypoeus TPOBEPSIOT COAEPKUMOE KaKIOTro
POXOJSIIET0 Yepes3 1ITI03 aKeTa U MOTYT (DUIIbTPOBATH OT/IETbHbBIC BUJIbI
KOMaH/ Wiy uHGOpMaMK B MPOTOKOJAX MPUKJIAJHOIO YPOBHS, KOTOPHIE
UM MOPYYEHO OOCIYyKUBaTh. DTO OOJ€e COBEPUICHHBIN U HAJCKHBIM THUIT
MEKCETEBOTO SKpaHa, MCIOJB3YIONIMHA MPOrpaMMBI-TIoCpEIHUKH (Proxies)
OPUKJIAAHOTO YPOBHA WJIM areHThl. ATEHThl COCTaBJISIIOTCS s
KOHKpETHBIX ciry’k0 cetn MuaTeprer (HTTP, FTP, Telnet u 1. 1.) u ciyxart
JUISl IPOBEPKH CETEBBIX MAKETOB HA HAJIMYUE IOCTOBEPHBIX TAHHBIX.

10361 MPUKJIATHOTO YPOBHS CHIKAIOT YPOBEHb
IPOU3BOIUTEIIBHOCTH CUCTEMBI M3-3a TTOBTOPHOU 00pabOTKU B MpoOrpamme-
nocpeaHuke. 1o  He3ameTtHO B MuHTepHere mnpu  pabore 1O
HU3KOCKOPOCTHBIM KaHajlaM, HO CYIIECTBEHHO MpH paboTe BO BHYTpEHHEH
CETH.

MeskceTeBble HKpaHbl JKCIIEPTHOTO YPOBHA COYETAlOT B cebe
AJIEMEHTBI BCEX TPEX OMMCAHHBIX BbllIe Kateropui. Kak m mexcereBbie
9KpaHbl ¢ (UIbTpAlMCH IMAKEeTOB, OHU pPabOTAIOT HAa CETEBOM YpPOBHE
monemu OSl, ¢unbTpys BXOIAIME W MCXOAAIIME TAKEThl HAa OCHOBE
npoBepku IP-anpecoB um  HOMepoB mOpPTOB. MeKceTeBble JKpaHbI

89



AKCIIEPTHOTO YPOBHSI TAaK)K€ BBIMOJHAKT (YHKIHMH III03a CEAHCOBOIO
YPOBHSI, ONPENENsisi, OTHOCITCS JIM MAKEThl K COOTBETCTBYIOIIEMY CEaHCY.
W, HakoHel, OpaHaIMay3pbl SKCHEPTHOIO YpOBHA OepyT Ha cedst (pyHKUIUU
[UTI03a MPUKIIATHOTO YPOBHS, OLIEHMBAs COAEPKUMOE KaXKJIOro IMakeTra B
COOTBETCTBUU C MOJUTUKON O€30MAaCHOCTH, BIPAOOTAHHON B KOHKPETHOM
OpraHU3alUu.

BmecTo npUMEHEHHMs CBSI3aHHBIX C MPUIOKEHUSIMHU IPOTpaMM-
NOCPETHUKOB,  OpaHAMay3pbl  JKCIEPTHOTO  YPOBHS  HCIMOJB3YIOT
CIECLUAJIbHBIE AJITOPUTMBI paclo3HaBaHUs W OOpaOOTKM JaHHBIX Ha
ypoBHE mOpuiokeHud. C TIOMOUIBI0 3THUX  QJITOPUTMOB  TAKEThI
CPaBHUBAIOTCS C W3BECTHBIMU IIA0JOHAMHM JaHHBIX, YTO TEOPETUYECKHU
JOJDKHO o0ecrieunTh 0osiee 3PphekTuBHYIO0 GUITBTPALIMIO TTAKETOB.

4.6. TexHoJi0orusi BUPTyaabHbIX YacTHbIX ceTeil (VPN)

Cywnocmo u codepatcanue mexHoA02UU GUPHLYATTbHBIX YACHIHBIX Cemell

TexHonorus BupTyanbHbIX yacTHBIX ceTeil (VPN — Virtual Private
Network) sBisercs ogauM U3 3(O(PEKTUBHBIX MEXaHU3MOB OOCCIICUCHHS
nHGOPMAIIMOHHON OE€30MIaCHOCTH MPH TNepelade JAaHHBIX B PacTIpeAeIEHHBIX
BBIYUCITUTENBHBIX CETSIX.

BuptyanbHble YaCTHBIE CETH SIBISIOTCS KOMOWHAIMEN HECKOJIbKUX
CaMOCTOSTEJIbHBIX CEPBUCOB (MEXaHU3MOB) OE30MaCHOCTH:

e mudpoBaHUI (c WCIIOJIb30BaHUEM UH(PpacCTPyKTypbl
KPUIITOCUCTEM) Ha BBIJCICHHBIX NHUTO3aX (LUIH03 o0ecreunBaeT OOMEH
JAHHBIMU MEXKIY BBIYMCIUTEIBHBIMU CETSMU, (HYHKUHMOHUPYIOUIUMH 10
Pa3HbIM MIPOTOKOJIaM);

®  SKpaHHPOBAHUS (C UCHOIH30BAHUEM MEKCETEBBIX SKPAHOB);

®  TYHHEJIHUPOBAHUA.

CymrHocTs TexHosoruy VPN 3aK104aeTcst B CIEIYIOIIEM.

Ha Bce kommbloTepbl, HMeEOIME BbIXoJ B HMHTepHeT (BMeECTO
WNuTtepHera mMoxkeT ObITh W Jito0Oasi Apyras CeTb OOIIETO IMOJL30BAHMUS),
yctanaBiauBaercs VPN-arenTel, koTopbie oOpabatbiBatoT IP-makersl,
nepeaBacMble 10 BHIMUCITUTETLHBIM CETSIM.

[lepen ornpaBkoi IP-makera VPN-areHT BBINIOJIHSAET CIlEIYIOLINE
OTIepaIIiHN:

e anamusupyercs IP-agpec mosyudaresns makera, B 3aBUCHMOCTH
OT ATOTO ajipeca BhIOMpaeTCs aaropuTM 3amuThl gaHnHoro nakera (VPN-
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areHThl MOTYT, TOJJCPKUBATh OJHOBPEMEHHO HECKOJIBKO aJITOPHUTMOB
mu(pPoOBaHUST W KOHTPOJS LEIOCTHOCTH). IlakeT MoxkeT u BOBCE OBITh
ortOpolieH, ecii B Hactporikax VPN-areHTta TakoW mnoJjiydaTesib He
3HAYMTCS;

®  BBIUMCIAETCS W J00aBISETCS B MaKeT €ro HWMUTONPHUCTABKA,
00eCIeunBaroIasi KOHTPOJIb LIEIOCTHOCTH MEPEIaBAEMBbIX JIAHHBIX;

e makerT mu@pyercs (LETUMKOM, BKIIOYAs 3arojoBok |P-makera,
coAep Kalluil CITy>KeOHYI0 MH()OPMALINIO);

e (opMupyeTcss